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ARTICLE INFO ABSTRACT

Index Terms: The sixth generation (6G) of cellular transmission is extremely adaptable. 6G will equip everyone with pervasive

5G wireless connectivity and meet the needs of a fully connected world. It is anticipated that revolutionary ideas will

:G o increase in support for a fast-expanding variety of smart devices and applications. The sophisticated charac-
V\j_cl:l,re transmission teristics of 5G portable cellular network infrastructures produce novel threats and requirements. Comparing 6G
1r1

cellular network technologies to 5G cellular networks, this paper discusses various security and privacy issues in
6G cellular networks based numerous security services. Proposes AA approach to evaluate the effectiveness of the
methodology. Propose a new 6G wireless security architecture based on the analysis of secret key authentication
and flexible position based identification, which serves as the foundation for an examination of identity man-
agement and flexible authentication. Demonstrates the benefits of the proposed architecture, analyzes BER
against SINR and Measure Throughput Against various SINR values. Finally, Limitations and future recom-
mendation for 6G cellular network security is presented.

Internet of things (IoT)
6G security architecture

1. Introduction

Over the past few years, wireless networks technologies have made
significant technological advancement. The revolutionary changes
brought about by the most recent 5G innovations have benefited a wide
range of stakeholders, including commercial solution suppliers, uni-
versity research organizations, standards bodies, and mobile-users [1,2].
In contrast, networks comprise a large number of Base Stations (BS) to
enable high data transmission rates and adequate network capacity due
to the low penetrability of high-frequency signals used in 5G [3,4]. The
foundation of mobile network service continuity is multi-hop network
technology, which allows users to seamlessly switch between source to
destination that are outfitted with various access methods. The
complexity of device changeover in 5G networks grows as a result of the
diversity of service networks, increasing transmission times and
affecting user experiences. As opposed to 5G networks, high-density
access networks have a high transmission rate among tiny nodes.
Existing wireless networks have been struggling to handle an increase in
traffic due to the constant growth of data and devices in cellular net-
works [5,6]. In response, the 6G of cellular communication technologies

* Corresponding author.

has arisen to satisfy these high expectations. With many different
communication networks, including Long Term Evolution, the Internet
of Things, Mobile multi-hop Networks, wireless personal area networks
and several versions of Wi-Fi, 6G is incredibly adaptable [7,8].

The 6G communication network is a network with several additional
capabilities in addition to being an upgrade of the existing 5G network
[9,10]. Research and development for 6G aims to provide a variety of
advanced qualities, including greater bandwidth than existing 5G net-
works, higher mobile internet connection facilitating communication
between devices among users as well as extensive technological com-
munications [11,12]. Planned 6G networks also seeks to reduce energy
consumption, latency and enhance security, for better wireless network
deployment [13,14]. Additionally, a rise in connection density will lead
to demands for higher energy efficiency, which 5G is not intended to
provide. As a result, the research community has focused on solving the
aforementioned key problems [15,16]. Accordingly, we assert that
current work in the fields of terahertz band communications, intelligent
surfaces and environments, and network automation. The general ar-
chitecture of 6G wireless systems is shown in Fig. 1.

In addition to providing standard voice and data connections, 6G
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wireless technologies may also connect a wide range of new gadgets and
applications to the rest of society [17,18]. Due to the novel architecture,
technology, new use cases in 6G wireless systems, security and privacy
protection will confront new challenges [19,20]. Providing security
factors such as authorization, credibility, and privacy in wireless net-
works due to their ubiquitous structure and finite bandwidth. In terms of
potential attacks, problems, and issues with confidentiality, there are a
number of security risks in contemporary cellular networks [21,22]. To
this aim, the main forces behind a revolutionary enter beyond current
wireless systems are a combination of societal requirements and tech-
nological advancements that help to allow those needs. Together, these
elements strongly support the requirement for a focused study on 6G
systems, the newest development in wireless technology.

To achieve sincere wireless accessibility, we believe that 6G will not
only enable an ubiquitous, intelligent, dependable, scalable, and secure
terrestrial wireless network, but will also encompass extraterrestrial
communications. This paper outlines our vision for wireless networks in
the future, highlighting new use cases and outlining the key enabling
technologies needed to make 6G feasible. We generally introduce the
primary performance metrics that are expected to direct the design of 6G
networks. The security needs of 6G wireless networks are highlighted in
Future generation cellular networks are shown in Table 1 alongside 5G
wireless networks. Furthermore, 6G wireless networks will be service-
oriented, as opposed to conventional 5G networks, which gave secu-
rity and privacy requirements top priority when taking into account of
services [15].

The newly developed applications may have a number of unique
needs, such as very low user communication delay [23,24]. In addition
to enabling more enhanced service capabilities, new technologies often
introduce security flaws, imposing new security specifications for 6G.
Various access mechanisms could demand various levels of security and
a multi network architecture might require repeated authentications
with strict time limitations [25,26]. A new security architecture is
required with the introduction of 6G networking technologies. Security
must be taken into account as a crucial component of the whole struc-
ture and need to be incorporated in the frame structure to handle these
problems. Flexible security measures are required to enable various
scenarios and new security models in the most secure possible approach
shows the trust models for both 6G wireless networks and 5G networks.
The primary motivations for 6G wireless security are listed in Table 2.

In 5G wireless networks, verifications are necessary among cellular
users, base stations and service providers. Additionally, the security
requirements for various applications can range greatly depending on
their application scenario for vertical organizations [27,28]. For
instance, because of their limited power resources, mobile devices
require minimal security measures, while high-speed services demand
effective security measures with minimal delay [29,30]. Consequently,
another essential requirement for 6G security systems is flexibility. Due

<ateliites

Table 1

Comparison of 5G and 6G security needs.
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S. 5G security needs 6G security needs

No

1 The network’s resistance to Enhance the signaling based threats is
signaling-based threats, such as mandatory for future generation
overload brought on by malevolent wireless networks
or unforeseen causes.

2 Specialized security architecture for ~ Improve the security architecture and
use scenarios requiring incredibly Low latency is adequate
low latency

3 Specifically to a network Security based network
implementation that has been implementation is mandatory for 6G
virtualized networks

4 System resistance to intelligent Enhance system resistance to
jammer assaults intelligent jammer attacks

5 Strengthen 5G Macro cell node Enhance overall cell node security
security

Table 2

Comparison of 5G and 6G security mechanism.

S. 5G Lacking 6G Motivation

No

1 Security mechanism is not flexible =~ New trust models and flexible security
because of new threats mechanism is primary motivations

2 Built in security for wireless New technologies and new design is
network architecture is adequate adequate

3 Lacking in newest paradigm Novel technology changing the

environment

to the wide variety and enormous quantity of linked devices, 6G
authentication is more complicated [31,32].

1.1. Security and privacy issues in the 6G network

High dependability, low latency, effective and secure transmission
services are issues in the 6G networks. The majority of these technolo-
gies come with additional security and privacy risks. The majority of the
elements are susceptible to malicious activity, access control, and
authentication attacks. But some technologies are especially vulnerable
to certain problems. For instance, the cellular transmission is especially
vulnerable to malicious activity and the data transmission process, as are
real-time intelligent edge and intelligent radio. Intelligent radio is sup-
ported by both THz technology and cellular communication. Cellular
communication technology is connected to security and privacy con-
cerns related to exchange of information, encoding, and confirmation;
malicious behavior and authentication security specifically affect THz
technology. Intelligent radio, distributed artificial intelligence, and
quantum communication are areas where block-chain technology and

Cloud server

&85

Internet

Fig. 1. 6G architecture general diagram.
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fundamental communication intersect. Here, data transmission,
encryption, access control, and authentication pose the biggest security
and privacy risks. These novel environments are vulnerable to primary
categories of security and privacy problems.

2. Related works

[33] 5G contains security flaws due to its complexity. First of all, the
5G protocol falls short of a number of expectations. For instance, the lack
of a binding assumption on the channel, due to this flaw, an attacker
may be able to ask another party for their use of a serving network. By
recording synchronization failure signals over time, researchers
discovered that user tracking is still feasible in 5G even though it can
prevent catcher assaults. In order to support a service-oriented network
paradigm and address various flaws in 5G, 6G’s security architecture
and authentication procedures have been greatly improved [34]. Every
generation of networks has its flaws. Several vulnerabilities still exist
despite the fact that numerous techniques have been created to reduce
exploitation since it is difficult to replace key technologies. Fifth gen-
eration key authentication protocols and security architectures were
subject to security assaults and privacy violations, although these were
rectified at the time. Recent literature has presented a number of
research studies outlining important technological developments and
fresh avenues for investigation that could lead to the development of 6G.
The authors of [35] talked about the related service classes and their
performance requirements while presenting a vision of some possible 6G
applications and trends. They also provided a brief overview of their
enabling technologies and highlighted several important areas for un-
finished security issues in research. The authors of [36] provided a
summary of several potentially ground-breaking security issues of 6G
technologies and the corresponding network architectural innovations
that are intended to rectify the shortcomings of the current 5G networks.
Similarly, the researchers of [37] provided a secure transmission for
which allows Al in 6G. They specifically covered important Al tech-
niques that could be crucial to the planning and development of 6G
networks. The authors of [38] investigated the 6G vision from secure
transmission perspective. They compared the current wireless genera-
tions to the proposed 6G networks and projected that, in comparison to
5G cellular networks, 6G networks would be less expensive. They also
illustrated how Machine Learning can be used to realize this goal. Within
the same framework, the authors in Ref. [39] introduced the novel
themes that are anticipated to show up and growth the forthcoming 6G
cellular networks, including experiential data fusion, universal local and
cloud computing, human-machine interface, and accuracy detecting
[401.

The main contributions of this paper are summarized as follows.

i. We first discuss various security and privacy issues as well as the
state-of-the-art solutions in 6G cellular networks based on secu-
rity services.

ii. The new security concerns Authentication and Acknowledgement
(AA) Approach on the technologies applied to 6G cellular
network systems are then presented.

iii. Motivated by these security research and development activities,
we further propose a new 6G wireless security architecture, based
on which the analysis of secret key authentication and flexible
position based identification is provided.

iv. To demonstrate the benefit of the suggested security architecture,
we analyze Bit Error rate (BER) vs. SINR, Throughput (bps/THz)
vs. SINR results for propagation and artificial noise based AA
security approach.

The remaining portion of this paper is structured as follows. Section
III discusses authentication and acknowledgement approach for secure
transmission. Section IV presents proposed 6G security architecture for
enhanced throughput. Section V elaborates secret key authentication.
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Result and Discussions are presented in Section VI. Section VII discusses
Limitations and Future Recommendations for 6G Cellular Network Se-
curity and Section VIII presents the conclusion.

3. Proposed authentication and acknowledgement (AA)
approach

In 6G wireless, works new features for security services are intro-
duced by novel architecture, new technologies, and new application.
This section introduces in the following categories of security solutions
are cellular subscriber identification, data authentication, third party
authentication, secrecy, accessibility and authenticity. There are
different types of authentications, but we concentrated on the most
significant authentication protocols, namely device and data authenti-
cation. To combat the current assaults, both authentications are crucial
for 6G wireless systems. Device authentication is utilized prior
communication between two parties in typical mobile networks,
authentication mechanism both device authentication and BS is imple-
mented. Symmetric-key-based authentication is used in 5G mobile net-
works. Moreover, 6G networks, BS, Mobile Stations (MS), Mobile
Switching Centers (MSC) and service providers all need to be authenti-
cated. In contrast to current mobile networks, the proposed Authenti-
cation and Acknowledgement (AA) approach is suitable for 6G
networks.

The AA approach can be implemented as follows. AA from mobile
network, AA from service provider, AA from BS, MS and MSC is
adequate. 6G wireless networks are planned to have remarkably low
latency requirements and very high data rates i.e., Packet data rate of 6G
is 1000 Gbps (20 Gbps for 5G) and Experienced date rate is 1 Gbps (0.1
Gbps for 5G), therefore authentication in 6G should happen consider-
ably more quickly than in 5G. Message authentication is becoming more
crucial as 6G wireless networks adopt a variety of new applications.
However, message authentication faces significant difficulties because
of the 6G standard’s higher demands for lesser delay, effective band-
width utilization and energy conservation. Moreover, AA approach must
be more effective than ever in 6G networks due to the low latency re-
quirements and higher data rates. Since the proposed AA solution is
dependent on fundamental MAC layer features of the user, it is difficult
to completely violate. For applications requiring a high level of security,
the AA Approach employs various MAC addresses layer characteristics
to boost authorization validity. Fig. 2 shows the MAC address.

We examine the flexible authentication and identity management
based on the suggested 6G wireless security architecture flow diagram
shown in Fig. 3. In 6G cellular networks support a wide range of devices,
including cars, smart home appliances and detectors, without the need
for a SIM. In 6G cellular networks, identity management, authentication,
and acknowledgement will differ from those in 6G cellular networks.
There needs to be new authentication management. Authentication and
acknowledge needed by switching for a new session and a new IP
address allocation. The data update based on the new IP address from
the new access point and new session key. When compared to the 5G
cellular network, the communication latency can be disregarded.
Furthermore, because control plane and user plan are integrated, the
signaling overhead based on the 6G wireless security architecture is
significantly lower.

In Fig. 4, the AA model is presented. The AA model uses authenti-
cation to track and forecast the location of the device, receive
acknowledgement, and set up the necessary coverage area before the
device arrives. From AA approach, seamless authentication is made
possible. MAC layer features are used to create distinct user authenti-
cation and to simplify the authentication process. The particular to the
user MAC layer properties are acknowledged. Following a thorough
authentication and acknowledgements, the initially approved attributes
are acquired. At the AA controller, the acknowledgements are gathered
by repeatedly sampling MAC layer properties from the packets that have
been received. The average value of the characteristics and Root Mean
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Fig. 2. MAC Address layer characteristics.
key generation, channel estimation and message decoding. Terahertz
6G C (THz) and AA transmission techniques are used in 6G secure commu-
b nications. To increase network bandwidth and attain high information
MNetwork exchange rates, AA is used. The AA cloud platform offers enormous
storage and unrestricted access to data. A key authentication technique,
Authentication Acknowled ge channel estimation with data search, channel decoding, encoding and
¥ tolerance methods rely on a confidential key transmission of the sug-
6G Base gested AA mechanisms. The size of data packet in a circular convolu-
. tional, regard to the number of data packets is optimized using the secret

Station

Authentication Acknowledge

Data Plane and
Control Plane

Authentication i Acknowledge

k. J

Cloud Server

Fig. 3. Flow diagram of authentication and acknowledgement (AA) model.

Square (RMS) of the selected attributes are both contained in the
received packets and acknowledgements results. Using the RMS attri-
butes and received attributes, it is possible to calculate the average
value. The user equipment is regarded as valid if the average value is
above a predetermined threshold.

The AA approach is proposed in order to evaluate the effectiveness of
the suggested methodology. An analysis of the network traffic uses a AA
approach transmission. Different utilization circumstances are evalu-
ated for AA latency. Authentication, acknowledgement, and data packet
transfer based on the proposed AA protocol. When a mobile user sends a
request to the BS, the BS immediately interacts with the AA server for
authentication. Once the AA server sends an acknowledgement
following the initial authentication in particular coverage area, it is
simple to implement MAC address verification in coverage area as it only
requires signal processing. Additionally, comprehensive it is even
possible to authenticate without interfering with the user communica-
tion. The secure layer prerequisite is flexible adjustable using a valid
time period parameter. The Riverbed simulation results contrasted the
authentication allowed by AA approach and the traditional authenti-
cation approach in terms of lower latency performance. AA authenti-
cation has lower latency performance in 6G networks because of its
adaptability and programmability.

6G is an exciting replacement to 4G and 5G cellular networks to offer
real-time services. However, to achieve the safety of transportation,
safety and security must be improved. A 6G secure network offering bulk
data transmission services that is safe and considerate of privacy is
provided. Fig. 5 shows the structure of the system also comprises a secret

key authentication system with privacy preservation for the lowest
possible data packet verification latency.

The authorized user identification model consists of the following
components: BS, MS, coverage area, cloud server, user authentication,
and data integrity. Key authentication enables mobile users to verify the
authenticity of other users. A secret-key based mobile user that associ-
ates an encrypted bulk of data with the actual identity of the user is used
to accomplish authentication. The mobile user’s privacy can be pro-
tected by using a secret authentication method to identify the authorized
user.

4. Proposed 6G security architecture

In this section, we provide the proposed 6G wireless network security
architecture. Based on the 6G security architecture, user identity and
secure key authentication are examined. Fig. 6(b) shows proposed 6G
wireless network security architecture for integration of programmable
data plane and control plane compared with existing 5G network se-
curity architecture Fig. 6(a). We provide a 6G wireless security archi-
tecture. A Joint solution of programmable data plane and programmable
control plane, where the data plane and control plane can be pro-
grammed to reduce complexity is proposed with novel AA methodology
of 6G frame structure. The 6G core’s data plane’s primary network ar-
chitecture functionalities are recognized in the proposed security ar-
chitecture. Fixed access application also require the mobility
management function for the mobile user in 6G security architecture.
Multiple session management cannot be given for a single user for a
single access mobile management function. Network splitting, quality of
service, national and international roaming and mobility are not only
provided by the policy control function also provided by the Mobility
and session management.

The policy control function does not have any influence over the
mobility function or session management. In the 5G cellular networks,
the mobility function and session management are separated. It is
impossible to maintain a flexible and scalable architecture with the
mobility function and session management separated. Therefore, inte-
grating session management and mobility functionality is adequate for
flexible 6G architecture. The several security components that provide
network functionality, the mobile broadband user interface for safely
accessing the 6G central system, and protection against numerous
threats on the wireless connectivity. The latest MAC address layer in-
novations used to the connected channel such as user interface
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TeraHertz band, Massive cellular devices (Mobile station), cellular
network, availability, Latency related communication, present innova-
tive problems and opportunities in wireless internet access secure
transmission. Privacy measures include secure device manufacturing
and transfer between the user interface and the main network. It pro-
vides user location and accurate identification, data confidentiality, and
legitimacy verification.

The 6G core and radio access network employ new technologies like
artificial intelligence, neural networks, cloud servers, and network
integrity exist in the security architecture. The secure transmission is
present between the radio access network and the 6G core, integration of
the control and the user plane, as shown in Fig. 6(b). The integration of
the control plane and user plane, however, reduced the complexity of
the network’s component. The data plane, which is based on standard
network operations also reduces network traffic. The primary security
services at this level include position-based authentication, error control
signaling systems, and cooperative solutions.

The properties of network access technologies allow for the simpli-
fication and enhancement of network domain security performance.
Position based authentication is the primary concern. Depending on the
situation, mobile user, device and authorization channel require
authentication. There is a need for location-based authentication be-
tween cellular users and network providers. Additionally, various
network operators must authenticate every cellular user inside the
coverage region before allowing them to share a different user ID. New
identity techniques are required in comparison to position based iden-
tity in cellular networks to increase privacy and security. Application
layer security features make sure that cellular user interfaces and
network operators can exchange secret keys with applications layer and
device interfaces.

a) Performance Metrics Analysis

Privacy can be built on a foundation of data Accessibility, confi-
dentiality, and integrity guaranteed by the security design is shown in

Table 3. The ability to safeguard private information belonging to a
particular entity at every stage of the data life cycle—including data
collection, processing, and usage is known as privacy preservation.
Privacy is governed by three principles that differ from security. There
are numerous reasons why protecting privacy in 6G is more crucial. First
of all, it’s difficult to protect personal data in the age of supercomputers
and intelligent agents. Expect an exponential increase in demand for Al-
enabled smart applications with a massive network like 6G connecting
people and things. Second, more private user data is anticipated to be
accessible in 6G through major applications like implant cyborgs,
wearable technology, and smart apparel. Positively, these applications
can make people’s lives better by lowering the chance of deadly acci-
dents, improving quality of sleep, or aiding in the rehabilitation of those
who are disabled. Performance metrics analysis for various security at-
tacks are listed in Table 3.

Finally, a crucial issue is achieving more precise localization through
communication in dense networks. There are serious worries that the
concept of THz Access Points tracking a user’s movements with
centimeter-level accuracy to enhance link connectivity could be abused
for spying purposes.

5. Secret key authentication

The subscriber identity module (SIM) is used in 6G mobile networks
for secret key identification. However, many equipment, including
smartphones and telecom parts are supported by 6G wireless networks
without the need for a SIM card. Position-based identification is
dependent on the AA strategy. Additionally, many 6G wireless network
applications require privacy services.

In 6G wireless networks, the position-based identification is
harmonized across all use cases. As depicted in Fig. 7, secret key ex-
change can be used depending on the user’s attributes. As a result, po-
sition based identity in 6G wireless networks will differ from 5G cellular
networks. There must be new identity management is adequate for 6G
wireless networks. In order to maintain service performance in the era of
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Fig. 5. Authorized user Identification Model.

widely connected devices and applications, efficiently managing
massive identities is crucial. Identity management in 5G cellular net-
works is device-based. In a specific novel use case, like a smart home, a
single user may require multiple devices in order to access the services
and network. The user will be able to decide which devices are permitted
access to the network and services with greater efficiency to user-based
identity management. Multiple identities for a single user device are
possible. Service identity can be added with device identity as well as
device and service identity management, in addition to taking into ac-
count the device identity. Device identities are distinct, and service
providers may assign service identities during specific sessions. The
termination process will be made simpler with position based identifi-
cation. Furthermore, federated identity management can be used by
trusted service providers to streamline position-based identification and
enhance user satisfaction. Not every use case in 6G cellular networks
uses the same identity management system. Various position-based
identity management techniques can be used, depending on the use
case’s requirements.

In 5G cellular networks, when a user device switches its access point
using a different access technology, the same authentication is required,
which raises latency and communication overhead and may result in a
connection outage. However, by moving to a new coverage area for a
new session and IP address allocation, the proposed security architec-
ture eliminates the need for authentication. The suggested 6G wireless
security architecture’s secret key authentication is described. Fig. 8
shows that the authentication process for mobile user introductory
network access based on several security concepts. The authentication

vector is created and transmitted based on the proposed security ar-
chitecture. To reduce latency and complexity of network, secret key
generated in our proposed security architecture. Programmable data
plane and control plane can be broadly deployed to handle the
authentication of a sizable number of cellular users to the flexibility of
network operations. Integrating programmable plane of operation and
user conveyance allows for distributed deployment. As a result, it is
possible to significantly reduce the complexity of a novel central infra-
structure due to programmable governance and application layer
integration.

6. Results and discussion

To demonstrate the efficacy of various security measures for the AA
strategy, Riverbed Modeler simulations for the AA approach are shown
Fig. 9.

In these simulations, the user interface contains 2 secret keys while
the attacker, third parties, and each have their own secret key. Bit Error
Rate (BER) vs Signal-to-Interference Noise Ratio (SINR) results for
propagation and artificial noise-based AA security approaches are
shown in Fig. 9. The figure shows that the performance of the BER at the
user interface is 12 % improved by the transmission of the secret key
compared to CoMP (Common receiver using Coordinated Multipoint),
GKM (Group Key management) and OSPR (Operational System Perfor-
mance Review) technique, however the performance of the attacker is
unaffected and is comparable to the scenario at hand. Therefore, the BER
performance gap between the user interface and the attacker shows that
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Fig. 6. a A general 5G wireless network security architecture. b Proposed 6G wireless network security architecture.

propagation can indeed provide a quantifiable level of privacy. The
impact of synthetic noise and AWGN noise-based approaches is also
displayed.

The curve plotted throughput against SINR is shown in Fig. 10.
Enhanced throughput obtained compared to GKM, OSPR, CoMP. To
further widen the BER performance gap between the user interface and
the attacker. The graphic makes it evident that AWGN and manufac-
tured noise, which together account for 20 % of the total transmit power
used here, significantly worsen the attacker’s BER performance.
Depending on the appropriate security, the power can be varied. The
observation that propagation based on user interface channel improves
user performance is similar to the observations made previously. Addi-
tionally, it demonstrates the efficacy of this class of solutions by con-
firming that the introduction of noise greatly widens the throughput gap
between the user interface and the attacker.

The example of a flexible designed noise-based authentication
technique is provided. Based on threat classification and level, this can
provide secure connectivity for various applications and services by
flexible capacity allocation. According to security criteria, the curves for

BER vs SINR and throughput versus SINR are shown in Figs. 11 and 12,
respectively, for various percentages of the total transmitted power
allotted to designed noise. It has been found that as noise power is
increased from 0 to 600 for BER against SINR.

It has been found that throughput SINR varies from 0 to 1000 and
throughput varies from 100 to 600 bps/Hz. 50 %, the attacker’s BER and
throughput performance suffers while the actual receiver’s performance
suffers little to no impact. Different services have various QoS needs and
if it is confirmed that the attacker is operating below those QoS re-
quirements. Therefore, it is possible to assure that the BER at the
attacker is over 1074 10735, 107 and 1072 respectively by intro-
ducing 10 %, 30 % and 50 % noise. This can be utilized to provide se-
curity that is appropriate for changing QoS needs.

7. Limitations and future recommendations for 6G cellular
network security

This section outlines the difficulties and potential paths for 6G se-
curity research and development. A portion of the security solutions
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Table 3
Performance metrics analysis.
Performance Security Attacks Protocol Flaws Risk Status of
Metrics Level Attack
Accessibility Denial of Service Limited Radio Low Not Fixed
Attack Accessibility ~ Resources Level Attack
Paging Denial of Paging Procedure High Partially
Service Attacks and Level Fixed
Distributed Denial Attack
of Service Attacks
Accessibility
Distributed Denial Connect IP Services ~ High Not Fixed
of Service Attacks and Text Messages Level Attack
Accessibility use the same
control
SMS Saturation channels as voice Low Partially
Attacks calls Level Fixed
Attack
Energy Depletion Random false High Not Fixed
attacks accessibility Level Attack
messages
Integrity Clone attacks No protection for High Not Fixed
identity Level Attack
SIM card rooting Implementation Low Partially
flaws Level Fixed
Attack
Partitioning attacks ~ Insecure wireless High Not Fixed
channels Level Attack
Impersonation Authentication Low Partially
attacks protocol Level Fixed
Attack
Voice IP attacks IP-based service High Not Fixed
vulnerability Level Attack
Privacy SMS interception Reverse High Partially
engineering Level Fixed
Attack
IMSI-catcher Use downgrade Low Not Fixed
attacks, Level Attack
unencrypted
paging information
Traceability attack Exploit High Partially
information from Level Fixed
failure messages, Attack

paging errors

employed in 5G will be developed into 6G, per the earlier sections.
Nevertheless, security services in 6G face numerous obstacles in order to
handle 6G advanced features, given the wide range of use cases and
integrated technologies applied to 6G. Here are some viewpoints on the
difficulties and related future paths that are being discussed.

i. Dependability

In addition to providing new functions for individuals and society,
6G wireless networks’ advanced services are also being applied to up-
ward industries, such as digital health, intelligent homes, the energy
efficiency, and transportation networks. User terminals, dwellings, and
supplying networks are all regarded as reliable in 5G cellular networks.
In 6G cellular networks, the dependability varies depending on the use
case and may involve novel entities [12]. It might be necessary to
establish authentication between different users with varying degrees of
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dependability. Research on dependability for various use cases has been
conducted. The authors of [44] put forth a system model to enable safe
data transfer via wireless networks for automobile communications. One
aspect of the suggested system model is motorized vehicles. In the 5G
cellular networks, dependability between them is more complicated. To
enhance the efficiency of security services like authentication for The
World Wide Web users, novel dependability models are required due to
the vast quantity of devices connected to 6G cellular networks. But there
is a lack of consistency between the center for integration and the
medical equipment in Ref. [40]. However new dependability models are
required for new 6G applications.

ii. Eavesdropping Attacks

The most popular attack model, according to recent cellular network
research, involves a single eavesdropper equipped with multiple device.
However, in 6G cellular networks, there may be a large number of
eavesdroppers. Furthermore, sophisticated technology can be used to
grasp eavesdroppers [38]. Different types of attacks may exist in
real-world scenarios. The cooperation of devices or eavesdroppers is not
taken into account in cellular networks by focusing only on one type of
attack, which can complicate application layer security. While boosting
the sender’s transmission power can prevent overloading attempts, it
may also make eavesdropping attempts more likely. Furthermore, weak
spots are exposed as a result of the new service delivery model being
implemented to the cellular network [9]. Software security becomes
independent of the unique security features of the hardware platform
when hardware and software are decoupled [12]. As a result, there is a
constant need for strong isolation in virtualization. In Ref. [11], network
splitting is introduced to offer isolated security.

Using an attack mechanism an efficient vulnerability assessment
mechanism for device-based mobile networks is presented in Ref. [36].
On the other hand, not much work has been done on the new security
attack models.

iii. Confidentiality

Numerous new 6G applications require data, which means that
massive amounts of sensitive data are being transferred over 6G cellular
networks. Because 6G cellular networks use open network platforms,
there are significant factors in confidentiality [15]. Ensuring confiden-
tiality is a crucial prerequisite for deploying various applications. The
degree of confidentiality in various use cases may differ depending on
the security requirements, including identity and location confidenti-
ality. For instance, in [45], the suggested protocol offers mutual
authentication between patients and physicians as well as security of
data access to protect confidentiality. Currently, methods of cryptog-
raphy are primarily used for enhancing confidentiality. Due to the large
volume of data, both the encryption and decryption may not meet other
5G service requirements like efficiency and latency. Effective confi-
dentiality is difficult, particularly in the face of potent data analysis
techniques like machine learning. But data analysis can also be
employed as a tool to support wise security of information imple-
mentation. To lower the cost of encryption while maintaining confi-
dentiality, data analysis can be used, for instance, to identify a number

Secret Key Exchange
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Identification

Network Provider

Fig. 7. Position based Identification approach in 6G wireless networks.
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of extremely sensitive dimensions prior to data transmission. Instead of
relying solely on device-based identity management, new identity
management should be taken into consideration for confidentiality in
6G cellular networks.

8. Conclusion
Cellular networks have been successful because of their emphasis on

secure transmission. When everyone’s access to the internet is ensured
in 6G, the networks will grow to enormous sizes. We have presented a
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Fig. 10. Throughput vs SINR (dB).

thorough analysis of current advancements in 6G wireless security in
this paper. We proposed a 6G wireless security architecture based on
existing research. From the suggested security framework, an analysis of
position based identification and adaptable authentication based on
different security architectures has been provided. Demonstrated the
benefits of the proposed architecture, Analyzed the performance of BER
at the User Interface is 94 % improved than the CoMP, GKM and OSPR.
Furthermore, Enhanced Throughput 96 % achieved for AA Approach
due to integration of data plane and control plane in the proposed ar-
chitecture. The efficacy of this class of solution is verified by using
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Riverbed Modeler 17.5 simulation tool.
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