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The Internet of Things (IoT) leads to the next phase of human interaction with technology. With the help of the 

IoT, physical objects can be given the ability to generate, receive, and seamlessly trade data with one another. 

The IoT includes a wide variety of applications, each of which focuses on automating a specific task and works 

to give inanimate objects the ability to act independently of human intervention. The currently available and 

upcoming IoT applications hold a great deal of promise for enhancing the level of convenience, productivity, 

and automation enjoyed by users. High levels of security, privacy, authentication, and the ability to recover from 

attacks are required for the implementation of such a world in a manner that is constantly expanding. In this 

light, it is necessary to make the necessary adjustments to the architecture of IoT applications to accomplish end- 

to-end security in IoT environments. In this article, a comprehensive review of the security-related challenges and 

potential sources of danger posed by IoT applications is provided. Following a discussion of security concerns, a 

variety of new and established technologies that are focused on achieving a high degree of trust in the applications 

of the IoT are covered. Machine learning, fog computing, edge computing, and blockchain are just a few of the 

technologies that help the IoT provide greater security. 
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. Introduction 

The Internet of Things (IoT) is one of the disruptive technologies of

he 21st century that has revolutionized every business dimension across

he globe. The Internet has become an essential component in daily ac-

ivities such as e-commerce, e-learning, e-conferences, etc. According

o [1] , the number of IoT devices deployed may exceed 21.3 billion by

022. Intelligent interfaces connect IoT devices in order to collaborate,

ather, communicate, and store data. Deploying IoT devices enhances

usiness productivity by optimizing operational procedures and maxi-

izing the utilization of available resources. IoT brings innovation in the

ay things are monitored and managed remotely with the help of real-

ime data acquired from the sensors. With the unrestrained volumes of

ata generated by billions of connected devices, storage, management,

nd security are arduous. Security aspects such as authentication, au-

horization, privacy, confidentiality, availability, and integrity form the

asis for information exchange in a trusted environment. Authentication

s the process of identifying the genuineness of an entity. The authoriza-

ion process allows only authenticated users to access the resources. The

rotection of privacy prevents hackers from accessing the user’s private

nformation. Data confidentiality is an outcome of authentication and
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uthorization. It prevents sensitive data from being reclaimed and ex-

loited. A device’s availability confirms that IoT devices and services

re resilient to attacks and are accessible all the time. Data integrity is

he process of providing a tamper-proof platform for information com-

unication, exchange, and storage. 

.1. Motivation 

The IoT needs to gain users’ trust before it can be widely used in

usiness. To earn the trust of its users, the IoT must guarantee the users’

omplete privacy and security. There is a very limited amount of pub-

ished work that examines the security of the IoT, despite the fact that

t is a very active research topic. On the other hand, the work is not

urrent. Due to the fact that new threats in the IoT are discovered on a

egular basis, we felt the need to conduct a comprehensive and up-to-

ate review of IoT security in order to provide researchers with direction

egarding the efforts that are required in particular security areas. There

s no discussion of support layer security in the IoT in any of the reviews

hat are currently available. Through the identification and discussion

f a large number of support layer security issues in our paper, we were

ble to close the gap. The authentication and control of access are sig-
tap.ac.in (S. Reddy K) . 
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a  
ificant security challenges in the IoT, and a lot of work has been done

n this area. We present an analysis of the most recent authentication

nd access control mechanisms in the IoT. 

.2. Contribution 

Among all the applications of the IoT, healthcare applications are the

ost important. The IoT has played a vital role in the sharing of various

edical resources, making it an essential factor in the field of medicine.

oday, information is shared freely across different networks, making

t easy for practitioners and institutions to work with the available re-

ources and deliver on the medical needs of society. However, recent

dvancements in technology have developed smart and intelligent IoT

evices connected to the Internet that continuously transmit data. So

roviding security and privacy to this data in IoT is a very challenging

ask, which is to be considered the highest priority for several current

nd future applications of IoT. 

Security schemes in the IoT provide unauthorized access to infor-

ation or other objects by protecting against alterations or destruction.

rivacy schemes maintain the right to control the collected information

or its usage and purpose. In this paper, we have surveyed major chal-

enges such as confidentiality, integrity, authentication, and availabil-

ty for IoT, briefly concerning remote health monitoring applications.

n this survey, we present a systematic analysis of existing access con-

rol solutions for IoT that addresses the above issues in existing survey

apers. Our goal is to identify open challenges in existing authorization

nd access control solutions to drive the research and development of

ore effective access control solutions for IoT. The main contributions

o our survey are the following: 

• Developing a Framework for Systematic and Comparative Analysis

of Authorization, Access Control, and Scalability Solutions for IoT:

This framework comprises a set of prerequisites that IoT authoriza-

tion solutions should fulfill, along with defined criteria for their eval-

uation. 

• A review of several recent authorization frameworks for IoT and

their evaluation with respect to the requirements and criteria in the

framework. 

• Creating Guidelines for the Design of an Access Control Framework

Tailored to the Specific Requirements and Constraints of prevalent

IoT Applications. 

• There are currently unresolved difficulties in authenticating IoT de-

vices and implementing scalable access control solutions. 

.3. Survey method 

In order to conduct our survey, we begin by presenting a comprehen-

ive analysis of the key features of IoT systems and the technologies that

upport them. This analysis is based on an extensive review of existing

iterature and the latest advancements in the field of IoT. Our analy-

is has shown that cloud computing and edge computing are commonly

tilized as fundamental technologies in the IoT to streamline the ad-

inistration of devices and resources within IoT ecosystems. In order to

chieve this objective, we examine the ways in which these computing

aradigms have been modified for the IoT. Through the analysis of prac-

ical situations, we ascertain a collection of non-functional prerequisites

or IoT systems. 

Based on these outlined requirements, we distill specific criteria that

uthorization solutions for IoT must meet. These criteria encompass

ssential tasks within the access control process, spanning policy def-

nition, administration, assessment, and implementation. To gauge the

lignment of existing authorization frameworks with these identified re-

uirements, we scrutinize the features of the IoT ecosystems in which

hese frameworks operate. 

This examination involves a thorough analysis of IoT architecture

tyles, communication protocols, and data formats to grasp the inher-

nt assumptions of the IoT environment. Particular attention is given to
2

nderstanding the capabilities of nodes and their interconnections. Ad-

itionally, we delve into the characteristics of proposed authorization

rameworks, encompassing the access control model, policy evaluation

trategy, and deployment configuration. 

In our critical assessment, we evaluate multiple contemporary autho-

ization frameworks tailored for the IoT against the specified require-

ents and criteria. We also gauged the suitability of these solutions for

ypical IoT applications. Our literature review has yielded valuable in-

ights, guiding us in identifying significant trends and pointing towards

merging research avenues in the realm of access control for the IoT. 

Notably, our observations highlight a rising interest in crafting au-

horization frameworks explicitly designed for IoT systems. However,

t is evident that many proposed frameworks aim to provide a one-size-

ts-all solution to address authorization challenges in the IoT landscape.

ur analysis underscores that diverse IoT applications exhibit unique

equirements, emphasizing the absence of a universal solution capable

f accommodating all scenarios. Therefore, the development of an IoT-

ailored authorization framework should meticulously consider the dis-

inctive requirements and limitations inherent to the specific IoT appli-

ation under consideration. 

The subsequent sections of the paper are organized as follows. In

ection 2 , we provide an introductory explanation of IoT. In Section 3 ,

 summary of the technology that makes IoT possible follows this with

espect to provide security. In Section 4 , we analyze the fundamental

unctional and non-functional prerequisites for IoT systems authentica-

ion and contributions made in authentication systems in the literature.

inally, the Section 4 concluded with open research issues related to IoT

evice authentication. In Section 5 , we outline the primary criteria that

oT access control and privacy frameworks must meet, and in Section 6 ,

e assess the frameworks with respect to scalability issues and existing

olutions with research gaps. We then provide a conclusion to the paper

t Section 70, by highlighting unresolved matters and propose areas for

uture research. 

. Technology behind IoT 

IoT is not a single technology but a blend of multiple technologies.

achine-to-Machine (M2M), Radio Frequency Identification (RFID),

ireless Sensor Networks (WSN), and Supervisory Control and Data Ac-

uisition (SCADA) are the four technologies on which the IoT technology

s based on big data analytics, cloud computing, and embedded systems,

hich are the technologies that enable building IoT applications. M2M

echnology, also known as the Internet of Devices, is used to capture

vents using a network connection and forward them to a central server.

his server translates these events into meaningful information and uses

t according to the specific applications. RFID, also known as the Inter-

et of Objects, is a technology that uses simple, low-cost contactless

isposable cards to store numbers and other attributes. These chips con-

ain antennas, and using RFID readers, this data can be retrieved. WSN,

lso known as the Internet of Transducers, is used for sensing and col-

ecting data from the environment where the devices are installed and

hen forwarding the acquired data to the central authorities. Computer

ystems monitor and regulate processes in industrial control systems us-

ng SCADA technology. SCADA uses Human Machine Interfaces (HCI),

rogrammable Logic Controllers (PLC), and Distributed Control Systems

DCS) to achieve this task. 

With billions of devices installed across the globe, enormous amounts

f data are generated. Storing and managing such a large volume of

ata is a tedious process. "Big data" is a technology that is designed to

tore, analyze, and manage large volumes and varieties of data that ar-

ive at different velocities. Cloud computing is an emerging technology

hat provides applications and services to its users over the Internet.

t provides resources for computing, networking, and storing resources

n-demand as a metered service. Different services offered on the cloud

omputing platform include Infrastructure as a Service (IaaS), Platform

s a Service (PaaS), and Software as a Service (SaaS). Embedded sys-
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Fig. 1. IoT functional layers Architecture. 
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ems are smaller, hardware-based systems that are used to control larger

ystems. They use modules such as microprocessors/microcontrollers,

emory modules, networking, digital signal processing, and graphi-

al processors to accomplish different application-specific functions.

ommercial-of-The-Shelf (COTS) modules are also used in some high-

nd applications where real-time processes are modeled with maximum

recision and high operational accuracy. Network processors and Digi-

al Signal Processors (DSPs) are also used in some domain-specific IoT

pplications. 

.1. IoT layered architecture 

Numerous authors and researchers have proposed diverse IoT archi-

ectures, with a common focus on a three-layer architecture [2] . Typ-

cally, the fundamental structure of IoT can be categorized into three

rimary layers: the application layer, the network layer, and the per-

eption layer, as illustrated in the Fig. 1 [2] . The research community

cknowledges that [3] is the most recent and widely used IoT architec-

ure, which starts with the presentation of the three-layered structure.

ubsequently, we delve into an exploration of additional layers that ex-

end this architecture into a five-layered model. 

Perception layer: Within this layer, diverse devices establish con-

ections, encompassing physical devices like sensors, Radio Frequency

dentification (RFID), and Bluetooth, as well as virtual devices such as

arcodes, Quick Response (QR) codes, and Global Positioning System

GPS). This layer’s primary function involves the aggregation of data

rom end nodes and its subsequent transmission to the network layer.

hese devices within this layer are typically acknowledged as resource-

onstrained. 

Network layer: This layer is responsible for gathering data transmit-

ed by the end nodes of the perception layer and facilitating its transfer

o the application layer. Its core duty lies in establishing connectivity

ith the devices integrated into the perception layer, employing vari-

us technologies such as 4 G and Wi-Fi. Additionally, it ensures the secu-

ity of information received from the perception layer by implementing

obust security mechanisms to safeguard against potential attacks. 

Application layer: Within this layer, end-users engage with appli-

ations tailored to their specific requirements. Services are provided in

ccordance with the users’ needs, allowing them to interact with tech-

ology based on the functionalities of the end nodes. In addition to

he foundational 3-layer architecture, we also observe the emergence

f intermediate architectures, culminating in a 5-layered IoT architec-

ure as detailed in the reference [3] . These additional layers focus on

ata processing originating from the perception layer and on aspects
3

f system management. The transition is illustrated in Fig. 1 , depicting

 sequence of critical elements in IoT architectural designs: identifica-

ion, sensing, communication, computation, services, and semantics. It

s evident that the initial step in IoT processes is device identification.

onsequently, authenticating and verifying the devices within the per-

eption layer hold significant importance in IoT applications. 

.2. IoT applications 

The IoT enables machine-to-machine, human-to-human, and

achine-to-human communication. Recent advancements in IoT sys-

ems have had a favorable influence on individuals’ daily activities,

anging from information access to real-time service delivery. The IoT

as altered how humans interact with technology, with far-reaching

mplications for daily living, industry, and society as a whole. Its

mportance rests in a number of crucial areas, including ubiquitous

omputing, smart automation, remote applications, and so on. The

otential of the IoT to integrate smoothly into daily life, automate and

mprove decision-making processes, deliver customized experiences,

nd open up new avenues for innovation and sustainability is the

rimary reason for the relevance of the IoT in human engagement with

echnology. As IoT technology continues to advance, it is anticipated

hat its influence on human engagement with technology will become

ore profound. This highlights the significance of tackling the issues

hat accompany it in order to fully achieve the potential benefits that it

ffers. 

IoT connects objects to the internet and to one another, allowing

or hitherto inconceivable levels of interaction and data sharing. This

ervasive connectivity enables seamless integration of technology into

aily things, making human-technology interaction more intuitive and

atural. IoT creates new chances for creative services and business mod-

ls. For example, the capacity to monitor items in real-time leads to

odels such as "Product as a Service," in which firms charge based on

onsumption rather than selling the product itself. This transformation

an result in more sustainable consumption patterns and new revenue

ources for businesses. IoT devices are critical for environmental mon-

toring, including tracking pollution levels, water quality, and wildlife

igrations. This information can help guide conservation activities and

olicies aimed at ensuring sustainability. Furthermore, IoT can improve

esource utilization in enterprises and residences, thereby increasing en-

rgy efficiency and reducing waste. 

The IoT is a technology that allows inanimate objects to act au-

onomously in order to improve efficiency, convenience, and quality

f life. By integrating sensors, software, and other technologies, IoT
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nables these objects to gather and exchange data and perform tasks

ithout human input. The technology also provides comprehensive en-

ironmental data collection and analysis for better decision-making. In

griculture, for example, IoT sensors can measure soil moisture, ambi-

nt temperature, and plant health to optimize watering and fertilization

rograms for greater resource efficiency and crop yields. IoT-capable

achines can monitor their own operating state and anticipate poten-

ial issues, scheduling maintenance at optimal times to reduce downtime

nd extend equipment lifespan. IoT solutions can also automatically re-

pond to risks and inconsistencies, improving safety and security. Secu-

ity frameworks powered by the IoT can instantly alert authorities or

ake pre-set actions to address hazards. IoT devices can automate te-

ious and time-consuming tasks, improving quality of life. Automated

ome systems, voice-activated controls, and emergency alerting systems

owered by IoT give elderly and disabled individuals more indepen-

ence. Additionally, IoT can customize device functionalities to match

ser habits and preferences, providing a more personalized experience

cross entertainment, healthcare, and commerce. 

The IoT can be utilized in many different aspects of life, both in the

rivate and public sectors. With IoT, people can track lost pets, monitor

heir house’s security system, and keep track of appliance maintenance

chedules. Consumers can use IoT to make restaurant reservations, mon-

tor their exercise progress and overall health, and receive coupons for

tores they pass by. Businesses can use IoT to monitor supply chains,

rack customer spending habits, collect feedback, maintain inventory

evels, and engage in predictive maintenance of their machines and de-

ices. The IoT is also helpful in IT service management, which is an

ssential detail since IT departments are called upon to do more in

 digital world with more reliance on wireless networks. Blockchain,

 more efficient and secure method of transaction and data process-

ng, is also a natural beneficiary of IoT technology. Thus, we can ex-

ect to see IoT and Blockchain working together more frequently in the

uture. 

The digitalization of things has drastically increased over the past

ew years and has been made possible through cheap resources that are

ow available to everyone. IoT grew significantly during the COVID-19

andemic, driven by the rising penetration of smart analytics and re-

ote monitoring. There has also been a strong shift over the last decade

rom non-IoT devices to IoT devices. In fact, it is expected that 75%

f all devices will be IoT by 2030. The IoT has been smoothly inte-

rated into many aspects of our globalized economy and way of life,

rom interconnected consumer products such as appliances, security sys-

ems, and automobiles to big manufacturing applications such as those

n agribusiness and power. As the number of connected devices grows,

usinesses must find the most effective ways of ensuring cybersecurity

n a technology-driven world. 

.3. Need for security in IoT 

The security of traditional systems remains a pervasive concern, with

he ongoing reliance on traditional frameworks for development lacking

pecific standards. Technologies that continue to rely on these frame-

orks are particularly vulnerable to security threats. As the IoT market

xpands, safeguarding company data and intellectual property becomes

ncreasingly critical. Ensuring the security of IoT devices requires de-

elopers to adhere to the following key services:. Authentication: The

pcoming challenge for IoT revolves around authenticating IoT users, a

ask that has become more intricate with the introduction of new stan-

ards and self-configuring protocols, in contrast to the relatively sim-

ler traditional approaches. Utilizing two-factor authentication, such as

oogle’s two-step notification, offers some degree of control over appli-

ations, especially when utilizing the widely used mobile devices. The

ttributes that render smartphones effective authentication factors are

he very characteristics that will empower devices like watches, wrist-

ands, and thermostats to form opinions about our identity and assert

hat opinion. Confidentiality: The most recent technologies make mes-
4

ages susceptible to interception by outside parties in the IoT world. For

nstance, when a user accesses their homecare application from a public

i-Fi network at a restaurant, live video content from their home be-

omes vulnerable to access by unauthorized third parties on the same

etwork. Hence, ensuring confidentiality is paramount, and messages

ust remain concealed from intermediate entities. End-to-End (E2E)

essage secrecy emerges as a crucial requirement in the IoT landscape.

dditionally, stored data, encompassing messages and personal infor-

ation on IoT devices, must be safeguarded from unauthorized enti-

ies. Data Integrity: Remarkably, a significant portion of IoT research

as directed its focus towards privacy, recognizing it as a crucial el-

ment in ensuring a secure IoT environment. Within any application,

ntegrity stands out as a paramount component, surpassing even avail-

bility in importance. This emphasis is particularly critical in scenarios

uch as medical devices or a car’s braking system, where a compromise

n integrity could potentially result in severe consequences, even cost-

ng lives. Over the years, both Public Key Infrastructure (PKI) and Key-

ess Signature Infrastructure (KSI) have played pivotal roles in ensuring

ata security, each with its own distinct and complementary functions.

KI excels in authentication and facilitating secure communication over

etworks, while KSI serves as a robust solution for ensuring integrity.

ccess Control: In conventional systems, access controls are typically

esigned for closed systems, where all users are familiar entities within

he system. Given the significant role that unidentified entities play in

he IoT, the approach needs to take into account both open and closed

ystems. Access control involves three decision factors along with two

ecision properties. 

.4. Need for communication security 

Implementing the security services mentioned in the previous sec-

ion will help secure communication in the IoT, which is essential. The

tilization of standardized security mechanisms enables the provision

f communication security across various layers. Table 1 illustrates an

oT stack with standardized security solutions implemented at different

ayers. 

Link Layer: The most recent state-of-the-art security solution for the

oT is IEEE 802.15.4 ′ s link layer security. This link-layer security oper-

tes on a per-hop basis, ensuring that each node in the communication

ath is trusted. A single pre-shared key is employed to safeguard all com-

unication within this framework. In the event of a compromise, where

n attacker gains access to one device and a key, the impact is limited

o a single hop or device. This per-hop security approach not only mini-

izes the extent of potential compromise but also allows for detection at

n early stage. While link layer security has its limitations, its flexibility

s noteworthy, enabling it to operate seamlessly with multiple protocols

cross different layers. 

Network Layer: In the context of IoT, which is predominantly im-

lemented over the internet, it relies on network IP Security (IPsec)

rovided at the network layer. IPsec delivers end-to-end security en-

ompassing authentication, confidentiality, and integrity. Operating at

he network layer, IPsec is compatible with various transport layer pro-

ocols, including TCP, UDP, HTTP, and CoAP. Through the use of the

ncapsulated Security Payload (ESP) protocol, IPsec ensures the confi-

entiality and integrity of the IP payload. Simultaneously, the Authen-

ication Header (AH) protocol guarantees the integrity of both the IP

eader and payload. Notably, IPsec has become mandatory in all IPv6

rotocols, signifying that all IPv6-ready devices inherently possess de-

ault support for IPsec. Data Security: Ensuring the security of commu-

ication is paramount in IoT, yet many application developers overlook

he importance of securing the data generated by IoT devices. A signif-

cant challenge arises from the small size of most IoT devices, which

mposes constraints on implementing robust security measures due to

imited resources. While various solutions exist, the diverse communi-

ation technologies employed in the IoT suggest that a single solution

ay not suffice to comprehensively secure every aspect. 
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Table 1 

Comparative analysis of related works. 

Ref. Survey Objective 

Hameed et al. [23] Comprehending the security needs and confronting challenges 

within the IoT 

Security vulnerabilities are categorized, emphasizing challenges, current 

solutions, and areas of ongoing research. 

Wang et al. [24] Exploration of Blockchain Applications in the IoT Advancements in Blockchain Data Structure and Consensus Protocols: 

Review of Relevant Research Works. 

Sengupta et al. [8] An In-Depth Analysis of Threats, Privacy Concerns, and 

Blockchain-Based Solutions for IoT and Industrial IoT 

Classification of Attacks on IoT and Countermeasures; In-Depth 

Examination of Blockchain-Based Solutions for IoT and IIoT Applications. 

Neshenko et al. [25] A Comprehensive Examination of Vulnerabilities in IoT Systems IoT taxonomy, effects and remediation with an initial investigation into 

Large-Scale exploitation 

Meneghello et el. [13] IoT: The Internet of Dangerous Things? A Survey of Practical 

Security Vulnerabilities in Real IoT Devices 

Security measures taken by the IoT communication protocols that are used 

the most, as well as the vulnerabilities in those protocols. 

Rafique et al. [15] Enhancing IoT Services via Software-Defined Networking and Edge 

Computing: A Thorough Exploration 

Utilizing SDN and Edge Computing for Resource-Constrained, 

Compute-Intensive Tasks. 

Al-Garadi et al. [20] Examination of Machine and Deep Learning Strategies for 

Augmenting Security in the IoT 

Security Challenges in IoT and Resolutions Employing Machine Learning 

and Deep Learning. 

Sharma et al. [12] Ensuring Security, Privacy, and Trust in Smart Mobile-IoT (M-IoT): 

An In-Depth Survey 

TComparative Analysis of Threats and Countermeasures in Existing 

Literature for Smart Mobile-IoT (M-IoT). 

Fernandez et al. [26] Transitioning from Pre-Quantum to Post-Quantum IoT Security: An 

Exploration of Quantum-Resistant Cryptosystems for the IoT 

Contrasting Traditional and Quantum Security Vulnerabilities and Impacts: 

A Comparative Analysis. 

Stoyanova et al. [11] An Exploration of IoT Forensics: Challenges, Approaches, and 

Unresolved Issues - A Comprehensive Survey 

Discussed present challenges and solution of IoT forensics. 

Chettri et al. [10] A Comprehensive Survey on IoT Toward 5 G Wireless Systems 5 G layers, the impact of 5 G on IoT, and an evaluation of 5 G low-power 

wide-area networks. 

Friha et al. [27] Revolutionizing Smart Agriculture through the IoT: An In-Depth 

Examination of Emerging Technologies - A Comprehensive Survey 

Integration of Emerging Technologies such as SDN, NFV, and Blockchain in 

Applications Relevant to Smart Agriculture: A Comprehensive Exploration. 

Sadawi et al. [28] An In-Depth Review of Integrating Blockchain with IoT to Boost 

Performance and Overcome Challenges: A Comprehensive Survey 

Addressing Challenges and Enhancing Resistance Against Attacks Through 

the Utilization of Blockchain Technology. 

Song et al. [29] Applications of the IoT in Smart Logistics: A Comprehensive Survey The Application of IoT in Smart Logistics: A Comprehensive Exploration. 

Khan et al. [7] Exploration of Security and Privacy Concerns in Edge 

Computing-supported IoT: A Comprehensive Survey 

Enhancing Data Processing Efficiency and Resilience against Attacks 

through Edge Computing. 

Alwarafy [30] Survey on Lightweight Cryptographic Protocols for Constrained IoT 

Devices 

Discussed IoT architecture and lightweight cryptographic protocols. 

Arora et al. [21] Overview of Machine Learning-Based Security Solutions in 

Healthcare 

An in depth analysis of implementing Healthcare Security Solutions through 

Machine Learning. 

Barua et al. [6] Exploring Security and Privacy Threats in Bluetooth Low Energy for 

IoT and Wearable Devices: An In-Depth Survey 

Security Threats, Classification, and Remedial Approaches for 

Bluetooth-Based Attacks. 

Gaurav et al. [22] An In-Depth Review of Machine Learning Approaches for Detecting 

Malware in IoT-Centric Enterprise Information Systems 

Utilizing Machine Learning for Malware Detection in IoT Networks: A 

Comprehensive Overview. 

This Paper Engaged in a Detailed Discussion on IoT Taxonomy, Impacts, and 

Countermeasures; Presented an Overview of Various IoT 

Applications; 

Offered an Overview and Comparative Analysis of IoT and IoE Networks; 

Conducted an In-Depth Examination of authentication, access control and 

scalability issues in IoT security. 
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. Security in IoT 

The significant impact of the IoT on daily life has spurred extensive

esearch efforts aimed at enhancing its benefits for humanity. Numer-

us researchers have undertaken surveys to elucidate the intricacies of

he IoT ecosystem. While some studies have focused on providing an

verview of the challenges confronting IoT, others have delved into the

ealm of security threats. 

Several works, including [4–8] , have reviewed security threats in

oT, addressing various types of attacks. For instance, [6] specifically

ighlighted security vulnerabilities in Bluetooth, shedding light on po-

ential attacks leveraging these vulnerabilities within the IoT context.

he challenges posed by IoT have been explored by researchers in works

uch as [ 4 , 9 ]. Additionally, [10] presented security guidelines, and the

mpact of 5 G on IoT systems. 

The architectural aspects of IoT, including its layers, were the focal

oint of [11] , while different protocols were discussed in various works

ike [12–14] . Diverse applications of IoT, exemplified by [8] , empha-

ized the transformative impact of smart logistics in industries. Given

he resource-constrained nature of IoT devices, there is a need for ef-

cient and lightweight operations. This led to investigations into how

dge computing, as illustrated in references [ 15 , 16 ], can facilitate the

rocessing of IoT services such as smart agriculture and smart logistics.

Authentication frameworks can be conceptualized through central-

zed methods or decentralized mechanisms, with decentralized solutions

everaging blockchain technology gaining attention in the research com-

unity, as evident in various review papers like [17–19] . In the realm
5

f smart mobile IoT architecture, diverse security mechanisms were ex-

ounded upon in [20] . Conversely, intrusion detection solutions based

n machine learning were illustrated in [20–22] . Notably, our research

istinguishes itself by providing a comprehensive review of IoT attacks,

ncompassing taxonomy, attack surfaces, security mechanisms, secure

ata communication methods, and more. Table 1 succinctly outlines the

ontributions of different review papers, highlighting the unique per-

pective our paper brings to the landscape compared to other survey

apers. 

.1. IoT internal security architecture 

Despite the significant and extensive applications of IoT, its deploy-

ent in mission-critical domains presents formidable challenges, with

aramount concerns related to security and privacy. For instance, a suc-

essful security breach in a smart healthcare system could result in the

oss of numerous patient lives and substantial financial repercussions.

imilarly, in the context of intelligent transportation systems, a secu-

ity breach could lead to both financial losses and human casualties.

ecuring IoT is an intricate and demanding field, necessitating further

esearch efforts to effectively address these challenges. In this section,

e delve into these security challenges at the layer level, providing an

llustrated overview of IoT node security, as depicted in the accompa-

ying Fig. 2 . 

Perceptual layer Security: Perceptual layer consists of resource

onstrained IoT devices i.e. Sensors, RFID tags, Bluetooth and Zigbee

evices. These devices are more prone to cyber-attacks. As large amount
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Fig. 2. IoT Internal Security Architecture. 

Table 2 

IoT Attacks in Perceptual layer Security. 

Issue Description 

Node Tempering In the event that an adversary is able to obtain physical access to sensor nodes, they will be able to replace the hardware or connect directly in 

order to either gain access or alter sensitive information [14] . It’s possible that the sensitive information includes encryption keys or routing 

table routes. 

Fake Node Hackers can inject malicious data into IoT systems by creating a fake node, causing low-power devices to consume energy [31] . It also attacks 

as a man in the middle. 

Side Channel Attack Attackers exploit power, time, and electromagnetic radiation from sensor nodes to breach encryption [31] . 

Physical attack IoT devices can be physically damaged by attackers for denial of service (DoS) attacks, especially in open and closed environments. 

Code injection malice An adversary gains illegal access to a system by physically compromising a node and inserting malicious code [32] . 

Sensor Data Security Sensor data confidentiality is relatively low since adversaries can readily intercept the data. However, ensuring the integrity and authenticity of 

this data is of paramount importance. 

Mass-Node 

authentication 

Authentication problems are prevalent among numerous nodes within an IoT system [33] . The substantial volume of network communication 

required for authentication procedures can have adverse effects on system performance. 
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f IoT devices is physically deployed in open fields, it encounters many

hysical attacks, which are presented in Table 2 . It is crucial to secure

he IoT system from physical access by adversaries. Additionally, node

uthentication is necessary to prevent unauthorized system access. To

nsure data integrity and confidentiality between nodes, lightweight

ryptographic algorithms should be designed for secure transmission.

mproving key management is a challenge in the IoT context. 

Network Layer Security: Even though the core network has ade-

uate security measures, there are some problems that still persist. The

ntegrity and confidentiality of data may be compromised if traditional

ecurity flaws are not addressed. There are many different kinds of net-

ork attacks that are still affecting the network layer, such as eaves-

ropping attacks, denial of service attacks, man-in-the middle attacks,
6

nd virus invasions. The detailed IoT attacks in the network layer are

resented in Table 3 . While core network security is mature, harmful

oT security concerns such as denial of service and distributed denial of

ervice must be addressed at this layer. Communication protocols must

e mature to address routing attacks, congestion, and spoofing security

ssues. 

Support Layer Security: The security of the support layer is not

ependent on the security of other layers, and cloud computing secu-

ity is an expansive field of security. The Cloud Security Alliance (CSA)

s responsible for the establishment of many standard cloud security

rameworks. In addition to this, the development of a mechanism for

ontinuous cloud audit, such as the Security Content Automation Pro-

ocol (SCAP), and the provision of trusted results through Trusted com-
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Table 3 

IoT Attacks in Network layer security. 

Issue Description 

Heterogeneity problem The IoT perceptual layer encompasses a diverse range of technologies. Within this layer, the access network accommodates multiple access 

methods, creating a significant challenge in ensuring both security and interoperability [34] . 

Network Congestion Network congestion can result from various factors, such as the substantial volume of sensor data and the communication overhead generated 

by numerous devices authenticating themselves, among other reasons [34] . This issue could potentially be addressed through the 

implementation of a practical device authentication mechanism and the utilization of efficient transport protocols. 

RFIDs Interference This type of attack, which targets the network layer, entails disrupting the radio frequency signals employed by RFIDs by introducing noise 

signals, ultimately leading to a denial of service [35] . 

Jamming This type of attack bears similarities to radio frequency interference, as previously discussed in the context of RFIDs. In this attack, the 

malicious actor interferes with the radio frequency used by wireless sensor networks to disrupt their ability to offer services [36] . It represents 

another variation of a denial-of-service attack. 

Sniffing Attack This activity is commonly referred to as "sniffing" and involves the interception of wireless traffic in the vicinity of Wireless Sensor Networks 

(WSNs), RFIDs, or Bluetooth devices. Since the device layer in IoT primarily relies on wireless communication, attackers often initiate their 

attacks by first gathering information through the process of sniffing. Various specialized tools, such as packet sniffers, are employed for this 

purpose [37] . 

RFID Spoofing In this attack, the intruder gains unauthorized access to the system by mimicking RFID signals and reading the RFID tag. Subsequently, they 

transmit counterfeit data while using the original RFID tag [4] 

Route attacks Attackers can alter routing information and distribute it in the network, causing loops, false routes, error messages, or traffic drop [38] . 

Sybil Attack In Sybil attack, a single malicious node impersonates multiple nodes. This node can cause harm by distributing false routing information or 

disrupting the WSN election process [38] . 
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e  
uting (TCG) is being worked on. Because this layer hosts the data and

pplications used by IoT users, it is imperative that both be safeguarded

gainst unauthorized access. At this layer of security, some of the con-

erns include the table [tab:tab3]. IoT users’ data and applications are

tored on cloud and fog nodes. Cloud security and privacy should not

e compromised. The CSA has established numerous security standards,

aws, and regulations for cloud security. Continuous monitoring of se-

urity standards is necessary, and IoT systems should only use clouds

hat meet CSA standards. Additionally, users need a simple online cloud

udit mechanism to build trust with their vendors. 

Application Layer Security: At the application layer, the various

pplications each have their own unique set of security requirements.

here is currently no agreed-upon standard for the construction of IoT

pplications. On the other hand, one of the characteristics of the IoT

pplication layer is the sharing of data. The sharing of data is fraught

ith difficulties regarding data privacy and access control. The table

tab:tab4] presents some of the more common concerns regarding ap-

lication layer security. It is necessary to have a robust authentication

nd access control mechanism in order to deal with application layer

ecurity. In addition to these, it is essential to instruct users on the im-

ortance of using robust passwords. It is necessary to have powerful

nti-virus software in order to protect against malware. 

.2. IoT security requirements 

IoT offers a lot of benefits, but it also brings some challenges. These

hallenges include concerns over privacy, security vulnerabilities, and

he digital divide. As IoT evolves, it is important to ensure that devices

re secure, user privacy is respected, and technology is accessible to all.

ince IoT devices collect, transmit, and process vast amounts of data,

ncluding sensitive personal information, it is crucial to secure these de-

ices and their ecosystems. Implementing IoT applications requires es-

ential security requirements such as end-to-end encryption, access con-

rol, privacy, authentication, resilience against attacks, data integrity,

nd availability, among others. 

Implementing these requirements demands a holistic approach that

ncompasses not only the technological aspects but also the processes

nd people involved. Security, privacy, authentication, and resilience

hould be integral to the design and operation of IoT systems, follow-

ng the principle of "security by design" to anticipate and mitigate risks

rom the outset. Hence, adjusting the architecture of IoT applications

s necessary to address the unique security challenges posed by IoT en-

ironments, including the complexity of IoT ecosystems, diverse com-

unication protocols, data privacy concerns, integration with legacy

ystems, the dynamic nature of IoT environments, and regulatory com-
7

liance requirements. By implementing end-to-end security measures,

rganizations can mitigate risks and protect sensitive data across the

ntire IoT ecosystem, from device to cloud. 

To ensure the security of equipment, it is imperative to compre-

end the fundamental security objectives. Traditional security princi-

les, as encapsulated in the CIA triad, include confidentiality, integrity,

nd availability. Confidentiality entails defining rules that establish cri-

eria for authorized entities with access to information. Integrity plays a

rucial role in ensuring the delivery of trustworthy services by making

ure that IoT devices only receive legitimate commands and data. Fur-

hermore, availability ensures that IoT functionalities remain accessible

o legitimate objects and users at all times and in all locations. In the

ealm of Information Assurance and Security (IAS-octave), a compre-

ensive framework, an expanded set of security goals are introduced to

ddress the limitations of the CIA triad and provide a more encompass-

ng approach to security. IAS-octave expands on the original OCTAVE

ramework by providing an expanded set of security goals. These goals

re designed to address various aspects of information assurance and

ecurity within an organization. With respect to IoT security, these se-

urity requirements are defined as follows: 

• End-to-End Encryption: Data transmitted between IoT devices and

servers should be encrypted to prevent interception and unautho-

rized access. 

• Access Control: Implement strong access controls to limit who can

interact with the IoT system and under what conditions. 

• Privacy: Users should be informed about what data is collected, how

it is used, and who it is shared with, allowing for informed consent.

• Device Authentication: Securely authenticate devices before they

join the network to prevent unauthorized devices from connecting. 

• Intrusion Detection Systems (IDS): Monitor network traffic for signs

of suspicious activity and potential security breaches. 

• Data Integrity Protection: Implement mechanisms to ensure that data

has not been tampered with during transmission or storage. 

These security goals provide a framework for IoT to evaluate their

urrent security posture, identify areas for improvement, and develop

trategies and initiatives to enhance information assurance and security

apabilities. By addressing these goals comprehensively, organizations

an mitigate risks, protect critical assets, and maintain the confidential-

ty, integrity, and availability of their information and systems. 

.3. IoT vulnerabilities 

IoT devices have become integral to delivering enhanced consumer

xperiences and are omnipresent in our surroundings. However, the pro-
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Table 4 

IoT Attacks in Support layer Security. 

Issue Description 

Data Security Maintaining data confidentiality and security in the cloud requires protection from breaches. This can be achieved through tools for detecting 

cloud data migration, preventing data loss, and monitoring file and database activity. Cloud data security can be achieved through data 

dispersion and fragmentation [9] . 

Portability, 

Interoperability 

Interoperability and portability among cloud vendors are major issues today. Cloud migration can be challenging due to proprietary standards 

used by different vendors. This heterogeneity increases security risks [9] . 

Recovery and Continuity Cloud vendors must maintain services during natural disasters such as floods, fires, and earthquakes. Business continuity clouds should be 

located in a location that is least affected by disasters. It should follow the quick response team approach. Clouds should have data backup 

plans [9] . 

Audit Cloud The Cloud Security Alliance establishes standards for cloud vendors, requiring ongoing audits to ensure compliance and build user trust. 

Tenant Safety It is possible for several users’ data to be kept on the same physical drive in the cloud or for data to be shared by tenants, who are users of IaaS. 

An adversary could steal tenant data due to the shared physical media. 

Virtual Security Virtualization processes can differ from provider to provider of cloud services. It is important to ensure that virtualization is secure. Some 

virtual machine communication may circumvent network security controls [9] . For there to be no problems with cloud auditing, virtual 

machine migration needs to be secure. 
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iferation of IoT devices has given rise toto an escalating threat land-

cape in terms of security. Hackers are exploiting the vast network of

nterconnected devices, potentially compromising sensitive data. In the

bsence of robust security measures, IoT devices are susceptible to data

reaches. What makes this situation even more concerning is that IoT

nd cybercriminal activities often operate inconspicuously, beyond the

cope of ordinary observation, posing a constant threat. Moreover, IoT

evices are particularly vulnerable to attacks and security risks due to

heir inherent limitations, including their affordability, low power capa-

ilities, limited computing resources, and the sheer heterogeneity and

cale of the IoT network. The vulnerability of IoT devices is not solely

ttributed to technical factors but also extends to user behavior. These

actors collectively contribute to the ongoing risks associated with these

mart devices. 

• Limited computing capabilities and hardware constraints: IoT de-

vices are typically designed for specific applications with minimal

processing power, leaving little room for robust security and data

protection measures. 

• Heterogeneous transmission technology: IoT devices communicate

with various devices using diverse communication technologies,

making it challenging to establish consistent protection measures

and protocols. 

• Vulnerable device components: Insecure or outdated fundamental

components can leave millions of smart devices susceptible to harm.

• User security awareness: Many users lack sufficient knowledge about

security, exposing IoT devices to potential risks and attack vectors.

Additionally, the integration of third-party apps on IoT devices can

introduce further vulnerabilities. 

• Weak physical security: Unlike the secured data centers of internet

services, many IoT components are physically accessible not only to

users but also to individuals with malicious intent, increasing the

risk of unauthorized access and tampering. 

Security concerns in the realm of IoT can be categorized into two

ain types: software-level threats and hardware-level threats. Software-

evel attacks, such as hacking, information leakage, and illegal access,

im to disrupt system functionality and gather sensitive information like

redit card details and passwords. Employing security measures like fire-

alls, keeping virus databases updated, and using the latest software

ersions can help mitigate software-based attacks. 

However, the security landscape extends beyond software vulner-

bilities, as hardware-level attacks also pose a significant risk. En-

uring complete hardware security requires the development of se-

ure Integrated Circuits (ICs) or Systems on Chips (SoCs). This task

as become increasingly complex due to the intricate nature of nano-

cale design, the distributed fabrication of embedded Very Large Scale

ntegration (VLSI) chips, and the incorporation of third-party Intel-

ectual Property (IP) cores. The insertion of a single malicious cir-
8

uit during the fabrication process can compromise the entire sys-

em, and such intrusions may remain imperceptible to the original

esigners. 

Defects within the components of a system can create vulnerabilities

hat broaden the attack surface. Adversaries often seek to exploit both

he hardware and software of IoT systems to carry out malicious activi-

ies. According to a report by HP, approximately 50% of commercially

vailable IoT devices exhibit significant security flaws. It is imperative

o proactively address and respond to the vulnerabilities mentioned ear-

ier, as they have the potential to expose sensitive information and com-

romise IoT systems. 

Given the IoT network’s susceptibility to various forms of attacks,

onducting comprehensive security analysis and implementing fool-

roof security measures is a complex undertaking. However, the sub-

tantial volume of data generated within IoT environments also con-

ributes to enhancing the overall security level of the system. 

.4. Thread model 

Threat modeling facilitates the discovery of security flaws in com-

uter systems and business processes. The thread model ensures that

he system is not exposed to any potential vulnerabilities, which results

n a heightened awareness of potential threats to system security [41] .

oT device networks are susceptible to newer security threats as a result

f the challenges and issues that are associated with these networks.

he requirements for security should be addressed at both the device

evel and the application level. The necessary precautions differ from

ne application to the next, as well as between domains. 

IoT devices have a limited amount of resources, which means that

hey are easily exploitable and could potentially serve as an entry point

o the network. Each device that is part of the network needs to be

hielded so that there is less of a chance that there will be a breach in

he network’s data integrity. Because breaches in networks serving crit-

cal applications can endanger people’s lives and cause financial harm,

igher levels of security are required for those applications. Examples

f such applications include healthcare and banking systems. In [42] ,

he cyberattack known as BrickerBot targeted healthcare applications.

ttackers were successful in compromising the medical device and de-

troying the memory and data it contained with the assistance of this

iddleware, which they used to initiate a brute force method of attack.

ables 4 and 5 

The impact of security attacks on the data systems of the IoT can

ange from minor to severe damage. The summary of device-level vul-

erabilities and possible threats is presented in Table 6 for a selection

f domains, including healthcare, business, and smart cities. The expo-

ential growth in the number of connected devices around the world

resents a formidable obstacle for identity and access management. In

rder to construct a trusted operating environment in which untrusted
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Table 5 

IoT Attacks in Application layer Security. 

Issue Description 

Data Authentication and 

Access 

In applications with multiple users possessing different access privileges, it is essential to implement authentication and access control measures 

at the application layer [39] . 

Phishing attack Adversaries employ infected emails or web links to illicitly obtain valid user credentials, thereby gaining unauthorized access [40] . 

Malicious Active X 

Scripts 

An adversary has the capability to compromise the system by transmitting an Active X script to the IoT user over the internet, prompting the 

user to execute it [5] . 

Malware attack Attackers can employ malware to pilfer data or disrupt applications through denial of service. Adversaries utilize threats like Trojan horses, 

worms, and viruses as means to exploit vulnerable systems [5] . 

Table 6 

Comparison of different Vulnerabilities and Threads in IoT. 

Application Vulnerabilities Threads 

Routine Monitoring Weak or no data encryption Man-in-the-Middle Attacks, Cloning and Spoofing 

Heart Monitoring Weak or no data encryption, Lack of authentication mechanisms, 

Electrical/Radio Frequency interference 

Device Manipulation, Incomprehension of data, Cloning and 

Spoofing 

Radio Frequency 

Identification 

Weak or no data encryption, Lack of authentication mechanisms Reverse Engineering, No perfect forward secrecy, Cannot resist the 

desynchronization attack 

Wireless Sensor 

Networks 

Weak or no data encryption, Resource constrained nodes Sink hole, Cloning and Spoofing and Wormhole 

Access Control and Data 

Acquisition 

Weak or no data encryption and Buffer overflows DoS attacks and Information disclosure. 

Smart Home Communication channels that lack security and a lack of 

authentication procedures 

Identity theft, Device manipulation and Location tracking 

Smart Transportation Insecure communication channels and Lack of authentication 

mechanisms 

Remote compromising of vehicles and Location tracking 

Smart Traffic 

Management 

Weak or no data encryption, Insecure communication channels, 

Lack of authentication mechanisms 

Cloning and spoofing, Hacking of remote traffic control unit. 

Surveillance Weak or no data encryption, Insecure communication channels Device hack and Reconnaissance Analysis 
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oT devices can communicate and share information over an unsecured

hannel, it is essential to establish mutual authentication between IoT

evices and servers and other access points. 

. Authentication schemes 

Authentication is one of the time-consuming tasks involved in deter-

ining the legitimacy of a remote user on a public network. Authenti-

ation is a critically important component in the overall security archi-

ecture of IoT applications. The different types of authentication mech-

nisms are broken down and categorized in Fig. 3 . Authentication re-

uirements shift between layers in a hierarchical structure. Authentica-

ion issues pertaining to key management, confidentiality, and integrity,

s well as software for the middleware, are tackled in the application
9

ayer. The application layer has a number of problems, including iden-

ity theft disclosure, desynchronization attacks, and a lack of forward

ecrecy. Stolen passwords are another problem. 

A four-way handshake method has been developed using a token-

ased approach to provide perfect forward secrecy (PFS) in RFID-based

ystems [43] . Using this interactive protocol, devices can be mutually

uthenticated for legitimate interactions. Due to the low-resource na-

ure of IoT networks, complex authentication mechanisms cannot be

mployed. Authors in [ 44 , 45 ] developed a lightweight protocol that can

esist collision attacks and DoS attacks. This method is computation-

lly and communication-wise expensive but can withstand known se-

urity attacks. As presented in [46] , the process of authenticating RFID

ags can be made more complicated so that it can withstand attacks

nvolving false nodes and other forms of impersonation. The authors in
Fig. 3. IoT authentication mechanisms. 
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47] found that using handshake methods, low-intensity authentication,

nd key agreement schemes were effective ways to accomplish efficient

uthentication and build trust in the system. To meet the demanding

equirements of IoT applications, lightweight authentication protocols

re currently in the process of being developed. Considering that these

pplications can process things and exchange information without the

ntervention of a human, authentication is becoming an increasingly im-

ortant factor [48] . 

Recently developed cryptographic hash functions that are based on

he Lightweight New Mersenne Number Transform (LNMNT) are ideal

or providing security for IoT applications because of their lightweight

ature. According to [49] , these functions offer effective performance in

erms of the amount of memory used, the amount of energy consumed,

nd the speed at which they are executed. The IoT and cloud computing

latforms are combined to deliver more potent services, such as those

eferred to as Exchange to Exchange (E2E) and Smart to Smart (S2S)

ervices. The number of security breaches, on the other hand, rises as a

irect consequence of this integration, highlighting the ongoing require-

ent for a data delivery system that is both lightweight and effective.

he authors in [50] found that this enabled better communication be-

ween a pair of IoT devices while also reducing the amount of power

onsumed and providing mutual authentication. 

There is a need for augmentation methods due to the fact that high

itwidth cryptographic algorithms cannot be accommodated in IoT de-

ices [51] . These methods involve the use of commercial processors that

ave high computational capabilities. Authentication mechanisms that

re both effective and efficient are required for hierarchical IoT net-

orks. In these networks, nodes must have the ability to directly access

eal-time data. In addition to passing all of the security validations, the

odel should be able to guarantee anonymity and incorporate a mech-

nism for automatically upgrading software [52] . At the physical layer,

uthentication from one device to another is nearly impossible due to

he fact that compromised credentials, such as passwords, can make an

ttacker appear to be a legitimate user. [53] says that to stop these kinds

f attacks, physical layer authentication schemes and standard crypto-

raphic algorithms with low overhead must work together without any

roblems. 

Existing encryption algorithms can be modified so that they are com-

atible with IoT devices that have limited resources. The authors in

54] found that even after algorithms such as AES were altered to work

ith the new hardware, they still maintained the same high level of se-

urity. The novel requirements of advanced IoT applications are beyond

he capabilities of many of the existing security algorithms. According

o [55] , identity-based mutual authentication schemes that make use

f puncturable pseudo-random functions can meet the requirements of

obile clients operating in an IoT environment. 

Tampering with the device and installing replacement nodes are two

xamples of potential physical threats to physical IoT devices. The au-

hor in [56] suggests that multi-stage mutual authentication mecha-

isms should be implemented in order to prevent attacks of this nature.

ncreasing the level of internal and external hardware security within

 network can help improve device authentication and ensure secure

ommunication between the various entities that make up a network.

lectronic circuits that are designed to function in only one direction

re known as physical unclonable functions, or PUFs for short. It takes

he same inputs but applies them at different time intervals, and as a

esult, it produces two distinct outputs. Because of this, it is difficult to

clone" them. 

Yanambaka et al. [57] found that a robust authentication scheme

hat uses hybrid oscillator arbiter PUF can set up an authentication

echanism that is both more reliable and more quickly established.

 PUF-based three-factor authentication system that uses biometrics,

mart cards, and passwords is proposed by Liu et al. in [58] . This tech-

ique offers tamper resistance for IoT devices at a low cost and requires

nly a moderate amount of memory resources for computations. In [59] ,

he authors present a proposal for a mutual authentication protocol that
10
akes use of a hybrid arbiter and ring oscillator PUF. The session keys

re generated and saved locally, either on the device or the server, when

tilizing this method. 

An adversary may create a proxy to imitate the device’s behavior and

ain unauthorized access to the network in this way. According to [60] ,

esource-efficient PUFs are used in the modeling of the protocols that

rotect the integrity of IoT hardware and software. After going through

 process of mutual authentication, the devices are then able to commu-

icate with one another by using PUFs. When utilizing hardware-based

ecurity protocols, the vital metrics that need to be taken into consider-

tion include the physical area of the PUF, the amount of energy that is

onsumed, and the rate at which keys are generated [61] . It is essential

o have mechanisms in place to verify remote users in order to engage in

rustworthy communication and data sharing. According to Zhao et al.

n [62] , PUFs can serve as a foundation for the identification of various

ypes of devices. 

In addition to this, the PUFs can serve as a source for the generation

f cryptographic keys. The authors in [63] found that SRAM memories

an be used to derive secret keys, which can then be used for encryp-

ion and decryption procedures. Standard algorithms, such as AES, can

e utilized, along with the keys that are generated by PUFs, in order to

ncrypt the data. The challenge-response (CR) pairs that are used for en-

ollment and other purposes such as validation and verification have the

otential to become access points for model-based attacks. Therefore, in

rder to ensure the safety of CR-pairs, the same encryption mechanisms

an be utilized, as stated in [64] . 

In recent years, blockchain technology has garnered a lot of attention

or its ability to provide a safe and reliable environment for the storage

f data and the exchange of information. Through the utilization of dig-

tal contracts, the blockchain platform enables the safe transfer of data.

hese contracts are used to authenticate the users, which also provides

ole-based access control to the system. In some applications, like ve-

icular networks, broadcasting forged messages to attract user attention

oses a threat to users’ privacy as well as their ability to authenticate

hemselves. According to Khan et al. in [65] , it is of the utmost im-

ortance in anonymous networks to both discover the true identities of

articipants and protect their privacy. A blockchain is used to store the

ata so that its veracity as well as its privacy can be preserved. As a

esult, this system offers a protected framework through the utilization

f a distributed blockchain network. 

The blockchain is entirely independent in that it does not involve

ny third parties in its operations. Before being allowed to share the

ata, the nodes and any other entities involved, therefore, have to care-

ully authenticate themselves. As mentioned in [66] , effective methods

f identity management and authentication are necessary in order to

afeguard both the availability and integrity of data. In applications such

s vehicular networks, traceability and the privacy of user data are both

bsolutely necessary. Pseudonyms and methods for tracing anonymous

essages sent from malicious nodes are two of the techniques that are

equired in order to provide trusted communications in an environment

here there is a lack of trust between vehicles and between vehicles and

nfrastructure. According to Zheng et al. in [67] , blockchain technology

ay be able to provide assistance in meeting these essential require-

ents. 

The medical and healthcare platforms are examples of domains that

ave made optimal use of the benefits and innovations offered by IoT

etworks, thereby realizing their full potential. The Internet of Medical

hings (IoMT) refers to the collection of medical devices that are con-

ected to the internet. These devices contain sensors that are interfaced

o them in order to collect vital patient body parameters such as body

emperature, heart rate, blood pressure, etc. Depending on the device,

he sensors send their collected data via wired or wireless communica-

ion networks to a central server. The physicians can use this information

o evaluate the performance of the remote patient as well as the patient’s

urrent state of recovery, and they can also prescribe additional medica-

ion. By utilizing encryption and the built-in tamper-proof architecture
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Table 7 

Comparison of different authentication schemes in IoT. 

Ref. Key Findings Advantages Disadvantages 

[71] The study suggests a mutual authentication and 

session key generation strategy for IoT applications. 

The present study addresses IoT system issues such 

high computation and communication costs, lack 

of access level determination, and smart card theft 

susceptibility. 

The scalability of the proposed solution with 

regard to managing a substantial quantity of IoT 

devices and services is not addressed in the study. 

[72] The suggested method zones the network and connects 

nodes using two keys inside and between zones. 

The lightweight authentication operation for 

intra-zone communication reduces computational 

overhead and improves efficiency 

The research does not discuss how network size, 

node density, or dynamics may affect approach 

performance and security. 

[73] The proposed method includes an authentication 

protocol to authenticate cluster heads before sending 

information, preventing malicious nodes in the 

network 

Provides a regular structure for the transfer of 

information within the cluster and keys to secure 

the information exchanged in subsequent 

communications 

The author does not Extend the proposed security 

method to other networks, including mobile 

networks. 

[60] The scheme utilizes temporary identities generated by 

the central server using a master key during the device 

registration process. 

The paper introduces the concept of Physical 

Unclonable Functions (PUFs) and highlights their 

advantage in generating unpredictable outputs, 

which can contribute to the overall security of the 

scheme 

The analysis of attack scenarios in the paper is 

limited to an informal discussion and does not 

include a formal security analysis or experimental 

validation 

[74] The smart cabin lighting system is designed with four 

features: automatic control of lighting devices around 

people, touch keypad control, app control, and data 

collection for analysis 

Offers a cost-effective and energy-efficient ship 

cabin smart lighting system design. 

Potential privacy concerns or considerations 

pertaining to the accumulation and analysis of 

data from the smart lighting system are not 

addressed in the paper. 

[75] The paper proposes a lightweight authentication and 

key agreement protocol for IoT-based smart healthcare 

systems, addressing the security concerns associated 

with IoT devices in healthcare. 

Addresses the security concerns associated with 

IoT devices in healthcare, ensuring the 

confidentiality and integrity of patient data 

The research makes no mention of real-world 

implementation or validation of the recommended 

methodology in an actual smart healthcare 

system, which may restrict the generalizability of 

the findings. 

[76] The paper discusses the impact of embedding 

watermarks on recognition accuracy in iris biometric 

authentication and highlights the need for 

comparative evaluations between watermarked and 

watermark-free systems 

The proposed approach of embedding iris 

biometric watermarking offers high security, 

resistance to attacks, and non-intrusiveness, 

enhancing the overall security and robustness of 

authentication systems 

The technology and methodology utilized to 

integrate iris biometric watermarking are not 

examined in the study. 

[77] This paper proposes a privacy-preserving Distributed 

Application (DA) that generates and maintains 

healthcare certificates using blockchain technology. 

For security, the distributed application integrates 

blockchain with IoT-based medical devices. It also 

secures by specifying smart contract rules. 

The technology and methodology utilized to 

integrate is highly computational overhead are not 

examined in the study. 
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hat the blockchain "citexu2019healthchain" provides, a blockchain net-

ork enables the establishment of mutual authentication among users

s well as data privacy. 

Innovation and healthcare go hand in hand, with the former being

pplied to medical diagnosis and treatment. As mentioned in [68] , be-

ause every procedure in the system is saved as an immutable record,

sers are unable to make any changes to them. The healthcare applica-

ions include things like tracking devices used by patients, billing insur-

nce companies, and settling payments with pharmacies. Authentication

nd privacy protection mechanisms are necessities for any negotiations

o take place between these entities. Another study [69] suggests that

he transaction speed within the blockchain needs to be increased in

rder to ensure smooth and trouble-free transactions within the net-

ork. The data gathered from patients by healthcare applications may

e stored on-chain or off-chain, depending on the provider’s preference.

he paper [70] recommends exercising caution whenever data from this

torage is shared in order to protect the confidentiality of the data and

top unauthorized access. Further, some important solutions that ad-

ress the authentication issues have been summarized in Table 7 . 

.1. Open research dimensions in authentication 

Comparing existing surveys and looking at the different authentica-

ion methods and tools that make them work shows a number of useful

esearch directions in the area of IoT and its security. The drawbacks

ssociated with the discussed authentication methods across different

ections underscore the necessity for ongoing research efforts as IoT ap-

lications continue to diversify. Addressing these shortcomings, contin-

ent on the specific application domains, will be a crucial task for future

esearchers. These identified limitations serve as a foundation for defin-

ng research problems that must be tackled to enhance the maturity and

ustainability of IoT security in the future. These open research prob-

ems offer valuable guidance for algorithm developers, industry profes-
11
ionals, and academia. Building upon the discussions in the preceding

ections, here we provide a consolidated list of directions for future re-

earch endeavors. 

Architectural aspects: The review of research works underscores

he prevalence of the three-layered architecture as the most widely

dopted IoT framework. While other architectures are available, they

ave not received significant research attention thus far. The concept

f a five-layered architecture emerges as a potential candidate for fu-

ure IoT frameworks. Observations indicate that as IoT functionalities

xpand, designers introduce additional layers to accommodate various

perations. These supplementary layers indeed provide finer granular-

ty to the system. However, it is essential to have a comprehensive un-

erstanding of the underlying dependencies to define security require-

ents effectively and apply appropriate methods. Therefore, it becomes

mperative to thoroughly grasp the merits and drawbacks of these archi-

ectural choices, enabling the association of well-defined functions with

ach layer to harness their architectural advantages optimally. 

Security requirements: The authentication of both the sender and

he data is a fundamental requirement for ensuring secure communica-

ion. In addition to this, employing an attestation process is essential to

pholding both the integrity and authentication of the transmitted infor-

ation. For instance, implementing remote attestation for IIoT-related

atches and software updates is crucial. While several remote authenti-

ation methods are already in existence, there remains room for further

dvancements in this domain, particularly in the context of adopting

ecentralized frameworks. 

Decentralization aspects: Authentication is typically established

hrough the use of digital signatures, which rely on cryptographic

eys. In conventional systems, the process of key generation is cen-

ralized and susceptible to potential failures. Researchers have al-

eady commenced investigations into distributed key generation pro-

esses, but further advancements are required to make them applicable

n resource-constrained environments. Furthermore, in authentication
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chemes based on blockchain technology, achieving consensus poses

 significant challenge. It is imperative to explore lightweight consen-

us mechanisms or alternatives like "proof of X" for such authentication

ethods. 

Requirement of randomness: Reports from security protocol devel-

pers and NIST requirements have emphasized the need for the creation

f robust random and pseudo-random number generators. In contempo-

ary security protocols, the absence of reliable random numbers poses a

ignificant challenge. Consequently, there is a demand for the develop-

ent of simpler yet effective random number generators. Another facet

f future research involves integrating these random numbers into secu-

ity algorithms and analyzing their impact on the behavior of existing

ecurity protocols. 

Authentication phase aspects: The survey provided a clear depic-

ion of the infrequent use of authentication protocols with four to eight

hases. Although these multi-phase structures were initially introduced

ith the aim of improving efficiency, they have encountered several

rawbacks, which have hindered their adoption in the research domain.

t is crucial to identify the underlying reasons for these challenges and

o develop algorithms or functions that can help rejuvenate these phase

tructures. Moreover, it’s important to acknowledge that an increased

umber of phases within a single operation, such as authentication, can

otentially elevate complexity and resource consumption. This height-

ned complexity may, in turn, jeopardize the overall system’s perfor-

ance and lead to potential failures. 

Authentication type aspects: Both IoTs and Wireless Sensor Net-

orks (WSNs) have incorporated generic and standard security proto-

ols to deliver authentication services. Industrial IoT (IIoT) and the In-

ernet of Medical Things (IoMT) have also adopted this approach and

ave even ventured into developing customized authentication methods

ailored to their specific domains. However, as devices become increas-

ngly sophisticated and resource-constrained, the demand for security

rotocols has shifted from generic solutions to lightweight and even

ltra-lightweight alternatives. In the future, security protocol designers

hould prioritize the development of robust algorithms that offer both

ightweight and ultra-lightweight features. This is essential to meet the

volving needs of these diverse IoT domains while ensuring the security

nd efficiency of their operations. 

Attack orientation: The survey conducted in this research work

nderscores the vulnerabilities of IoT systems to a range of security

hreats, including de-synchronization attacks, message modification at-

acks, cloning attacks, masquerading problems, node compromise is-

ues, wormhole problems, and smart card vulnerabilities. Despite the

ecognition of these threats, research efforts to mitigate and address

uch attacks have not received substantial attention, leaving ample room

or advancement in future research endeavors. 

Password problem: The global challenge of passwords affects the

ecurity of IoT systems, as the trade-off between usability and secu-

ity continues to impact their effectiveness. One-time passwords (OTPs)

lso fall within this spectrum, introducing additional concerns related

o phishing when combined with shared secret practices. Consequently,

oTs are in search of a comprehensive authentication system that can

ffectively address these multifaceted problems. 

Authentication requirements: Authentication protocols in IoT sys-

ems necessitate certain properties, namely backward secrecy and

nonymity, to ensure robust authentication features. However, these

wo critical attributes have not received extensive research attention

nd require significant focus for enhancement. Furthermore, lightweight

nd-to-end authentication methods are highly favored in the context of

oT systems. 

Authentication overhead: Creating an authentication protocol

ight seem straightforward, but crafting an efficient one is a challeng-

ng endeavor. An efficient authentication protocol should not introduce

nnecessary overhead by exchanging an excessive number of messages.

n the context of IoTs, this challenge is exacerbated as the number of

evices increases, causing a significant rise in message exchanges. Fur-
12
hermore, the message size should be kept to a minimum. Therefore,

uthentication protocol designers must strike a balance by utilizing a

imited number of messages with efficient size constraints to enhance

he productivity of the authentication system. 

Post-quantum sustainability: The advancement of quantum com-

uting poses a significant challenge to the sustainability of existing cryp-

osystems. To ensure the resilience of authentication protocols, design-

rs must prioritize the development of quantum-resistant constructions

or authentication keys or their derivatives. 

Privacy-awareness: Privacy is an integral component of security,

nd even an authenticated entity can potentially compromise the pri-

acy of data. Consequently, researchers should focus on designing an

uthentication mechanism that can effectively safeguard privacy. More-

ver, it’s essential to consider the interdependencies of various privacy

arameters when developing authentication solutions. 

Authorization integration: It is a common observation that legiti-

ate users can be more susceptible to misusing the authorization pro-

ess. Detecting such misuse can be challenging, especially when a user

s authenticated but not properly authorized for a specific operation.

any authentication methods primarily focus on verifying the identity

f nodes or users and often treat authorization as an assumed or separate

odule. Nevertheless, an optimal approach is to integrate an authenti-

ation mechanism that seamlessly incorporates authorization features,

reating a coherent and unified process for both authentication and au-

horization. 

Scalability: In the literature, it’s a common trend to find authenti-

ation schemes claiming to be scalable. However, these claims often fall

hort of validation in real-world scenarios. Hence, it becomes imperative

o establish a clear and substantiated correlation between these authen-

ication schemes and scalability, backed by valid proofs and evidence. 

Authentication as a service (AaaS): Authentication as a Service

AaaS) offers a range of authentication services, including multifactor

uthentication, single sign-on, and password management in the cloud.

hile cloud-based solutions provide these authentication services, they

lso inherit inherent security vulnerabilities that could lead to breaches.

herefore, there is a need to further develop efficient AaaS solutions that

xplicitly address and enhance cloud security. These aforementioned

spects of future research work play a pivotal role in ensuring the sus-

ainable development of the IoT environment. They must be given sig-

ificant attention to enhance the efficiency of IoT applications. Future

esearchers should actively consider these challenges and issues when

orking on IoT advancements, whether in the form of services or prod-

cts. 

Achieving robust authentication in IoT applications is crucial for ver-

fying the identity of devices and users, ensuring that only authorized

ntities can access the network, data, and services. Implementing ef-

ective authentication mechanisms in IoT applications requires careful

onsideration of the specific requirements and constraints of the IoT

cosystem, including device capabilities, network architecture, and the

ensitivity of the data being protected. A layered approach, combining

ultiple authentication methods, often provides the best defense against

nauthorized access, ensuring that IoT systems remain secure and trust-

orthy. In conclusion, this survey suggests some important technologies

nd methods for strengthening authentication in IoT ecosystems. 

Public Key Infrastructure (PKI) and Digital Certificates utilize a sys-

em of digital certificates, incorporating public and private keys, to

uthenticate devices securely within IoT environments. By verifying

ach other’s trusted Certificate Authority (CA)-issued digital certificates,

his system enables devices to mutually authenticate, facilitating secure

ommunications. To further bolster security, Multi-Factor Authentica-

ion (MFA) demands two or more verification forms from different cre-

ential categories, such as knowledge (passwords), possession (security

okens or smart cards), and inherence (biometric verification like finger-

rints or facial recognition). Additionally, OAuth and token-based au-

hentication provide secure mechanisms for authorizing device access to

ervices and resources without sharing passwords, using standards like
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Auth for access delegation and tokens (e.g., JSON Web Tokens, JWT)

or managing sessions and information transmission securely. 

In addition to these, two-step verification, which combines a pass-

ord with another verification method like an SMS or app-generated

ode, adds an additional layer of security similar to MFA. For physical

evice security, Secure Elements (SEs) offer a tamper-resistant platform

or securely hosting applications and their cryptographic data, enabling

ecure storage of digital keys and cryptographic operations on IoT de-

ices. Similarly, Trusted Platform Modules (TPM) provide a secure cryp-

oprocessor that can securely store cryptographic keys used for authenti-

ation, ensuring these keys remain protected outside the TPM’s environ-

ent. Together, these technologies form a comprehensive framework

or enhancing the authentication and security of devices within the IoT,

nsuring robust protection against unauthorized access and other secu-

ity threats. 

. Access control and data privacy models 

The IoT focuses primarily on facilitating the unbroken exchange of

ata across a variety of platforms. Security measures, including access

ontrol and data privacy, are managed at the local network level in IoT

etworks because these networks do not use standard architectures or

rotocols. Access control mechanisms are utilized in order to detect and

revent unauthorized access to the system’s resources, which may in-

lude data, hardware, and software applications. These resources may

nclude access to the system. Fig. 4 presents an overarching categoriza-

ion of the various access control mechanisms. 

The administrator of the network has the ability to set a limit on

he number of users who have access to the network resources and to

eep a list of authorized users thanks to access control mechanisms that

re discretionary in nature. The list is kept up-to-date over the course

f some time, and access is granted according to the privileges that are

urrently available. Only administrators and managers will be able to

ccess the resources when mandatory access control mechanisms are in

lace, because access will be denied to any other users. The operations

an only be performed by a select group of users, despite the fact that

his access control mechanism is the most secure one. These days, the

ost common type of access control mechanism, particularly in applica-

ions based on the IoT, is the role-based model. Users have access to the

esources they need based on the roles they play in their organizations,

aking role-based access control a more flexible form of access control.

There are a number of additional mechanisms that enable the modi-

cation of permissions in accordance with a predetermined set of rules,

o rule-based access control mechanisms do not exist in a vacuum. There

s a potential for data loss and disruption of service due to the inability

f centralized access control mechanisms to scale to meet the demands

f ever-growing IoT applications. In today’s world, centralized mecha-

isms have taken on a significant role. The paper [78] describes the non-

lockchain as a distributed access control mechanism that does not put
Fig. 4. IoT access control models. 
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13
ts faith in centralized authorities having control over end users. Another

esearch study [79] provides an illustration of one of these mechanisms

y referring to organization-based distributed control access control. 

Blockchain technology offers individualized solutions to a variety

f security challenges, including access control. Access to the resources

s granted on the basis of the information contained in the response’s

eader regarding the access control mechanism, which, in the case of

olicy-header-based access control, is where the authorization informa-

ion is stored. As was covered in the chapter before this one, smart con-

racts are composed of coded sets of agreements that, once satisfied,

rant access to the resources. Token-based access control involves pro-

iding authorized users with tokens that contain particular validation

ules and time stamps. These tokens are unique to each user. At the

ime of access, the system verifies the token, and only users who have

okens that are still valid are granted permission to access the resources.

Computing in the cloud is one of the key technologies that made it

ossible to build the IoT. The vast majority of the data generated by IoT

pplications is kept in the cloud, where user applications can connect

o it in order to better serve the requirements of end users. The use of

ttribute-based signatures, also known as ABS schemes, can be benefi-

ial for both controlling access and maintaining data privacy. The paper

58] reports that lightweight versions of these schemes are currently

eing developed for a wide variety of applications in order to accom-

lish the goals of unforgeability and anonymity. In certain applications,

uch as healthcare, it is absolutely necessary to validate the authen-

icity of the user. The data authenticators could be validated by using

ightweight protocols that were deployed at the edges of the network in

rder to protect data privacy and prevent unauthorized access [80] . 

As a result of the fact that cloud services can be accessed through

ublic networks like the internet, they are at risk of being subject to

evere security breaches. Although the cloud offers blackbox security

easures, it is possible that these safeguards are not suitable for all ap-

lications. Access control and privacy concerns for applications deal-

ng with sensitive data, such as those dealing with healthcare and fi-

ances, have been addressed with the help of reputation-based mecha-

isms [81] . In an environment like this, trust plays a critical role, and

he paper [82] proposes defining a set of parameters at various levels in

rder to perform periodic evaluations of the system. 

Internet applications make extensive use of systems known as public

ey infrastructure (PKI), which are designed to protect the confiden-

iality of both data and communications. On the other hand, resource-

onstrained IoT networks are unable to make use of them because the

KI necessitates intensive computing and memory requirements. A re-

ently developed lightweight compact certificate was designed to be

uitable for IoT applications [83] . The work [84] explains that novel

ey derivation procedures that make use of fuzzy logic extractors and

ightweight encryption algorithms can be combined together to simplify

ccess control mechanisms and make them suitable for resource-limited

etworks. Techniques like division computation over encrypted data

ith privacy provisioning have become increasingly popular to serve

he access control and privacy needs of the IoT networks [80] . 

Access control in a blockchain environment can be implemented in

 variety of different ways. The utilization of smart contracts enables

he provision of mechanisms for role-based access control. These con-

racts are deployed on blockchain platforms and written in the Solid-

ty programming language. Each transaction that takes place within the

etwork triggers the execution of a smart contract, and access to the

etwork is granted only to authentic users who have passed validation.

very user has a role that is assigned to them, and the permissions they

ave are determined by that role [ 85 , 86 ]. All of the relations are mapped

o the internal data structures using the coded rules that are contained

ithin the smart contracts. According to [87] , blockchain networks nat-

rally incorporate security features such as the provenance of data and

he confidentiality of transactions. 

The introduction of blockchain technology and the increased level

f security it provides have brought about revolutionary improvements
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Table 8 

Summary of researches in the area of access control and data privacy. 

Ref. Contributions Advantages Limitations 

[92] Access control solutions in a cloud computing 

environment are categorized by authors using various 

classifications. Furthermore, they provided a 

performance evaluation of various access control 

models. 

It examine the relationships between models and 

technologies, application scenarios, and pros and 

cons. It also discuss emerging access control issues 

and cloud computing research directions. 

The authors only dealt with the access control 

model as a standard. They didn’t deal with the 

stages and nature of access control. 

[93] The authors suggested several access control 

categories, one of which is related to blockchain 

technology, notably smart contracts and transactions. 

Furthermore, they specified the precise application 

domain and blockchain platform used for each project. 

It is an in depth discussion of blockchain 

taxonomy, application/use-cases, consensus 

mechanisms, prospective research, future 

directions, and related technologies. It also 

discusses the pros, cons, and opportunities of 

blockchain technology with IoT security. 

The authors ignored access control criteria such as 

access control models, stages, and natures. 

Furthermore, the blockchain platform, hardware, 

and performance parameters are included in the 

implementation criteria. 

[94] The authors presented a classification system for 

authentication using blockchain technology: Access 

management based on smart contracts and on 

transactions. 

This article explains IoT security and privacy with 

block chain. It also discussed how blockchain 

technology can improve IoT applications by 

providing security solutions. 

The survey did not contain the comparison criteria 

for access control, as well as general factors like 

implementation and evaluation. 

[95] This literature review covers blockchain-based IoT 

access control, VANET, healthcare, and supply chain 

network privacy and security methods. 

It evaluates methods for scalability, privacy, 

extensibility, accuracy, storage overhead, and 

computation overhead. 

The authors failed to differentiate between 

blockchain technology requirements and access 

control criteria. 

[96] The authors presented a classification scheme for 

authentication that makes use of blockchain. Both 

transaction-based and smart-contract-based access 

controls are included in this classification system. 

This paper covers device security, data collection 

and sharing, and industrial application. It also 

examine IIoT blockchain platform technical 

requirements. 

The comparison was based solely on two criteria: 

implementation and security levels. 

[97] In order to implement access control in IoT systems 

utilizing blockchain technology, the authors defined 

particular characteristics of access control. 

This paper examines the important aspects of 

blockchain for IoT access control include 

decentralized control, secure storage, and trustless 

information sharing, as well as their benefits and 

limitations. 

Their focus was limited to specific access control 

criteria, namely attribute management and 

permission enforcement. 
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u  
n a variety of industrial applications. In order to improve safety while

ontinuing to take advantage of the innovative solutions offered by the

oT, many IIoT applications are being converted into blockchain-based

pplications [88] . Sharing electronic healthcare records, also known as

HRs, is one of the most significant challenges facing healthcare plat-

orms [89] . Motes, which have a slow computational speed and a limited

mount of memory, are used in body area networks (BANs). They are

tilized to collect vital signs from the patient’s body and convey this

nformation to the central authorities in charge of the operation. 

According to the paper [90] , the use of specialized verification

chemes and digital signatures is a viable option for achieving both ac-

ess control and data security. For IoT networks with limited resources,

t is possible to implement security mechanisms such as the outsourced

alculation of rational numbers that protect users’ privacy and allow for

ecure data sharing and access. Utilizing these strategies could prevent

ata from becoming accessible to unauthorized users [58] . According

o [91] , there are a large number of decentralized algorithms and other

lockchain mechanisms that can be customized to fit the needs of IoT

pplications while maintaining the same level of data privacy and secu-

ity. Table 8 provides a summary of some significant contributions made

o the access control and privacy aspects of blockchain technology and

he IoT. 

.1. Open research issues in access control 

Access control has a rich history of research and development,

ith several access control models having been effectively implemented

n real-world applications. However, as IoT technologies continue to

volve, different information resources are becoming deeply integrated

or extensive use. The distinctive characteristics of IoT systems, includ-

ng node heterogeneity, open environments, and the sharing of resources

mong multiple parties, introduce new requirements for access control

odels and mechanisms. Despite these challenges, many research en-

eavors have concentrated on introducing innovative models and mech-

nisms that enable fine-grained access control in IoT systems and their

ssociated resources. Nevertheless, there remain numerous important

ssues and challenges that demand further attention and resolution. 

Policy Conflict Caused by Different Authorizations: In this arti-

le, various access control models designed for IoT environments were
14
ntroduced, including RBAC and ABAC. Several proposals related to

BAC have centered on integrating interpersonal relationships into ac-

ess decision-making processes. However, these proposals frequently ig-

ore the characteristics of multiparty resource sharing and assume that

esources belong to a single entity. Conversely, numerous ABAC-related

roposals have employed a straightforward approach to tackle this sit-

ation, requiring access to be authorized only when all users grant ap-

roval. Yet, this strategy can be overly restrictive for real-world applica-

ions, as it may limit resource availability. To address these challenges,

ore extensive efforts are necessary to concentrate on resolving policy

onflicts arising from diverse authorizations. Such efforts can signifi-

antly enhance the automation of policy composition and conflict res-

lution, making access control in the IoT more adaptable and practical

or real-world applications. 

Policy Conflict Caused by Multiparty Relationships: The chal-

enge of policy conflicts arises due to the distinctive characteristics of

he IoT search environment. When integrating multiparty access con-

rol policies, the policies of different agents often include numerous con-

traints. For a given resource, different owners may impose varying con-

traints on its access. As a result, several access control decisions may

merge, each aligning with the requirements of individual users. How-

ver, these decisions can sometimes be mutually exclusive. The amalga-

ation of these constraints frequently leads to inconsistencies and con-

icts. Hence, finding efficient and dynamic methods to swiftly select

nd adjust access control decisions for diverse users is a pressing issue

hat needs to be addressed. Attribute-Permission Assignment Within

oise Data: IoT search operates within a multidomain collaborative en-

ironment where different access control policies are utilized in distinct

omains. To establish unified policy management, it is often necessary

o convert other access control models into the attribute-based access

ontrol (ABAC) model. ABAC relies on attributes as its core components,

nd access control decisions are based on the set of attributes that the

equester possesses. This characteristic makes ABAC particularly well-

uited for the IoT search environment, as it effectively segregates policy

anagement from access control decision-making. 

The process of converting other policy types into ABAC entails creat-

ng high-quality attribute-permission correspondences, primarily based

n role-permission and user-permission relationships. Notably, original

ser-permission relations may contain noise data, significantly impact-
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o  
ng the accuracy of policy generation and introducing substantial se-

urity risks to access control systems. Addressing the assignment of

ttribute-permission relationships within noisy data represents a sub-

tantial research challenge in the realm of access control for IoT search.

odeling and Evaluation of IoT Security Search: It is imperative to

aintain a balance between quality, security, and efficiency through-

ut the process of IoT search. The escalating growth of IoT has brought

ncreased focus to its security. Over the past decades, modeling and

imulation (MS) techniques have effectively addressed various complex

ecurity challenges. Given that IoT possesses a distinctive address and

elies on standard communication protocols, MS methods and tools are

ell-suited for addressing IoT-related issues. Despite this, there has been

imited exploration into the modeling and evaluation of IoT security

earches. 

Authentication and Anonymous Protection of Physical Devices

n the IoT: Within industrial control security IoT, numerous authenti-

ation methods are developed to facilitate real-time communication be-

ween the cloud platform and sensing devices. However, often, these

ethods face a challenge in simultaneously ensuring both efficiency

nd security. Consequently, there is a need for increased emphasis on

he technology related to device authentication and anonymity protec-

ion. This emphasis is crucial to guaranteeing the trustworthiness of data

ources, preserving privacy, and maintaining data availability. 

. Scalability models 

Scalability is the primary issue that arises with IoT networks. In order

o keep the system in a state of equilibrium, the network will need to

odify itself to accommodate the growing number of nodes and the

olume of traffic. When connected to blockchain networks, IoT devices

ring an exponential increase in the severity of this problem. Because

ach transaction needs to be validated before it is added to the block

nd then stored at every node in the network, blockchains are unable

o accommodate the growing number of transactions generated by the

oT. According to the paper [98] some ineffective ways of increasing

calability include increasing the block size and reducing the amount

f time spent on the consensus protocol. Researchers from all over the

orld have come up with a variety of solutions to address the scalability

ssues, and this section will discuss a few of those solutions. 

LPWAN, which stands for low-power wide area networks, is one of

he technologies that made it possible for the Internet to exist. Scala-

ility is an issue that needs to be addressed in order to meet the de-

anding requirements of an increasing number of applications for the

oT. According to the paper [70] , increasing scalability can be accom-

lished through the seamless integration of polynomial-based optimiza-

ion techniques into these networks. Some of the obstacles that must

e overcome in order to achieve scalability include interoperability, de-

loyability, and the absence of standard communication protocols. The

calability of the system can be improved to some degree [99] by mak-

ng it possible for edge devices to conform to the modular properties of

he applications. 

Scalability in the IoT can be attributed, in large part, to the fact

hat the majority of its applications are geared toward centralized cloud

ervers. The authors in [100] found that, as a consequence of this,

lockchain-based decentralized applications exhibited superior scalabil-

ty. Altering the data structures already present within the blockchain

o better suit the needs of the application is yet another method for in-

reasing the system’s capacity to scale. The corresponding algorithms

re developed in order to gain access to and process these structures,

hereby reducing the amount of time necessary for the processing of the

locks contained within the blockchain. The paper [101] explains that

he scalability of transactions can be improved in this way. 

As IoT devices are incapable of executing complex consensus algo-

ithms, direct integration of blockchain and IoT is not possible. Instead,

 local loop network can serve as an interface between these two net-

orks to facilitate communication. The authors in [102] found that the
15
ransaction rate could be increased by relieving blockchain of the ad-

itional burden of processing data from IoT devices. According to the

aper "cite" tang2022coordinate, techniques like source look-up tech-

iques and discovery techniques can reduce the communication over-

ead. 

Security from beginning to end and scalable data sensing mecha-

isms are prerequisites for systems that have more stringent require-

ents for the collection of data, the flow of data from one entity to

nother, and the storage of data. According to the paper [103] , a more

ffective strategy for accomplishing the goal of achieving the required

evel of scalability is to design infrastructures that are capable of being

onfigured in order to collect and exchange data. According to the paper

104] , algorithms that cut down on the amount of time needed for vali-

ation and consensus processes also make valuable contributions to im-

roving scalability. In addition, scalability can be improved by utilizing

cheduling and synchronization mechanisms [105] . These mechanisms

ive users greater access while simultaneously reducing the likelihood

f collisions. According to the paper [106] , the quality of the services

hat are offered to final users can be adjusted to better meet their Quality

f Service (QoS) requirements. 

Access control is vital for securing the vast network of devices in the

oT. In conclusion, this survey suggests some key technologies used to

chieve robust access control in the IoT. Authentication serves as the

ritical layer that determines the identity of a user or device attempting

o access a resource, employing mechanisms such as passwords, bio-

etrics, and digital certificates to ensure security. Access Control Lists

ACLs) are utilized to define specific rules that either permit or restrict

ccess to resources for particular users or devices; for instance, an ACL

ight enable a user to view but not modify sensor data. Role-Based

ccess Control (RBAC) takes a different approach by assigning permis-

ions according to predefined roles, meaning a "maintenance technician"

ight have the authority to reboot devices but not to change their con-

gurations. Attribute-Based Access Control (ABAC) provides an even

ner level of control by evaluating attributes like location, time, or de-

ice type, potentially restricting thermostat access to authorized devices

ithin the office network during work hours. The management of access

ontrol has traditionally been centralized, relying on a central server;

owever, distributed models offer an alternative by allowing devices to

ndependently make access decisions based on established rules, thereby

iminishing the dependency on a central authority and enhancing sys-

em resilience. 

. Conclusion and future directions 

In this paper, the methods that are currently available in the liter-

ture are discussed, and this paper also presents the methods that are

urrently available. The subsequent step is an in-depth discussion of

he numerous security risks and the importance of threat modeling. The

ubsequent topic is a discussion of the various IoT applications’ neces-

ary security precautions. It reviews the prior research on the numerous

ecurity issues and the solutions put forth by various researchers. The

oles that were found while conducting this literature review served as

nspiration for the current research work. 

.1. Research challenges 

The billions of IoT devices deployed across the globe collect personal

nd sensitive data and exchange it with other networks using intelligent

nterfaces. Providing device authentication, authorization, data privacy,

nd security in such an un trusted environment is a challenge. Central-

zed trusted infrastructure cannot scale to the dynamic and ever intensi-

ying traffic and, thus, leading to bottlenecks in the network. Distributed

uthentication can scale to the increasing demands of the IoT networks,

ut requires distributed trusted systems. The majority of the work in

he IoT security domain focuses on embracing the security mechanisms

f WSNs and conventional Internet-based applications. However, these
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echanisms are far from being implemented in real-time scenarios due

o the specific challenges of IoT, such as 

Scalability With the number of IoT devices installed surpassing the

otal world human population, designing scalable architectures that

ater to the demanding needs of the broad spectrum of IoT applications

s the need of the hour. 

Device Heterogeneity The IoT nodes operate on different hardware

nd operating system platforms and use different sets of protocols for

ommunication and other purposes. The quality of service (QoS) re-

uirements are also different for different services, or for the same set

f services, there may be different modes of operation. 

Interoperability, which allows a device to communicate and ex-

hange information with other devices across various networks, emerges

rom the challenges posed by heterogeneity and the absence of stan-

ardized protocols and architectures within IoT networks. In the early

tages of research focused on IoT security, a thorough literature review

ighlighted several notable deficiencies in current state-of-the-art ap-

roaches. Among these are the need for a lightweight mechanism that

an facilitate secure communication and data sharing in IoT networks

onstrained by limited resources. Additionally, there is a crucial demand

or improved access control and data privacy measures to protect sensi-

ive information. Furthermore, the development of user and IoT device

uthentication methods is essential for establishing a trusted operating

nvironment, underscoring the gaps that future research must address

o enhance IoT security. 

Resource Limited By design, most the IoT devices have low mem-

ry and low computational processing ability. They operate on battery

ower in harsh environments. 

The distributed nature of the resources The resources in the IoT

etwork are distributed to provide different functionalities, cooperation,

nd data classification based on applications. 

.2. Future directions 

The integration of advanced technologies such as machine learning,

og computing, edge computing, and blockchain into IoT ecosystems sig-

ificantly enhances their security. Each of these technologies addresses

pecific vulnerabilities and brings unique strengths to the security archi-

ecture of IoT networks. Machine Learning (ML) plays a pivotal role in

oT security, offering capabilities such as anomaly detection, adaptive

hreat response, and automated security. ML algorithms excel at process-

ng extensive datasets generated by IoT devices, identifying patterns,

nd detecting anomalies, which are crucial for early breach detection

nd intervention. Over time, ML can adapt to new threats dynamically,

ffering superior threat detection and response compared to static mea-

ures. Moreover, ML automation reduces manual oversight, enhancing

ecurity efficiency and response speed. 

Fog computing, operating closer to data sources, reduces latency in

hreat detection and response, mitigating risks faster. By processing data

ocally, fog computing minimizes the attack surface and follows a de-

entralized security model, enhancing resilience against attacks. Edge

omputing further strengthens IoT security by processing data at the

ource, reducing data transit risks, and enabling real-time security ac-

ions. It optimizes resources by empowering devices to autonomously

nalyze data, enhancing privacy and security. Blockchain technology

einforces security and trust within IoT ecosystems through its secure,

mmutable ledger, resistant to tampering and fraud. Its decentralized ap-

roach mitigates single points of failure, enhancing network resilience

hile enabling secure, transparent transactions between devices, essen-

ial for secure machine-to-machine interactions. 
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