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ARTICLE INFO ABSTRACT
Keywords: The Internet of Things (IoT) is a paradigm where entities or things are interconnected, often
Trust in heterogeneous contexts. As the interconnection happens, things establish collaborations with

Internet of Things

others, sometimes under uncertainty. Although trust can help us overcome this uncertainty,
Interoperability

things might not be able to process the information about trust coming from other things: each
thing could have its own trust model, which means its own way to understand and measure
trust. If new trust relationships are to be established, it would be desirable to have a mechanism
of interoperability that allows the things to process the information about the other things
in terms of trust. In this paper, we describe an interoperability framework for tackling the
trust interoperability issues in IoT, depending on the different types of trust models that might
co-exist in the same IoT scenario.

1. Introduction

The Internet of Things (IoT) is based on the interconnection of heterogeneous entities (things) with different connection
capabilities and made by different manufacturers [1]. At present, this paradigm is being used in real life applications such as smart
homes, health, drones or smart parking [2-5].

The strength of IoT scenarios lies on one of their main features, that is, the interaction among things. This means that things
have to work together towards a common goal. For example, in a smart home environment a smart fridge would have to interact
with a smart cook and both with a smart watch or smart phone. Besides the interactions, the heterogeneity of the entities or things
involved in these scenarios is another key feature of these environments [6].

In a setting as the IoT, where the interconnection of entities is a fact, the interactions among them have to be a reality in order to
make as much profit as possible [7]. The advantages of IoT could be jeopardized if users do not perceive its goodness or even worse,
if they perceive their use as a menace for their security or privacy [8]. One of the security problems that arise in these scenarios is
that the interactions have to happen even though in most of the cases the behavior of the other entity involved in the interaction is
uncertain, that is, the entities involved might not know how the others are going to perform when working towards their common
goal. It is then when trust management systems could be of help as they overcome the lack of certainty that traditional security
mechanisms are not able to solve. Trust management systems ease the decision-making process by helping the entities involved in
any interaction to make informed decisions concerning their relationship with others [9]. In an IoT setting, interoperability has been
always an issue [10]. Moreover, if the entities involved are supported by trust mechanisms the most likely will be that each of them
have their own trust model, which means their own way to understand and measure trust. Thus, it could be the case when different
trust managements systems using different languages and ways to obtain trust have to interact among them. It is then when we
need mechanisms that guide the interaction between trust management systems, i.e., we need the trust management systems to be
interoperable. This way, the trust information that is derived by any entity could be used and understood by another one, if needed.
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When achieving interoperability for trust models in IoT, we must distinguish two different levels. On the one hand, the proper
interoperability present when different entities have to co-exist, and on the other hand, interoperability between trust management
systems as part of the essential services to be included in the services layers of the trust framework that we consider in [11].

The ideal interoperability trust framework should take into account the levels mentioned above. In this paper, we concentrate
on the latter. In order to achieve this type of interoperability we must bear different factors in mind. First of all, entities might
likely come from different manufacturers. This means that they might use different terminology for referring to the same concept.
In this respect, a kind of semantic interoperability (not in the sense used for communication but more referred to the context),
i.e., using similar terminology to refer to the same concepts related to things or entities could be useful. This might be solved by
using appropriate identity management systems for IoT, which is out of the scope of this paper.

Another important issue when dealing with interoperability is the fact that the entities might use different protocols to commu-
nicate. There have been some efforts to establish a common protocol [12] however, the lack of standards for IoT communications
is a fact [13]. This includes the use of standards that are not generally used in IoT.

In this paper, we present a practical methodology for tackling the trust interoperability issues in IoT, depending on the different
types of trust models that might co-exist in the same [oT scenario. Our methodology for dealing with interoperability in IoT scenarios
is built on two main pillars: semantic and syntactic interoperability. We identify the main elements that have to be present in
the interoperable-to-be trust models and how the meaning of trust for each of them can be matched into a common one. The
context of the applications plays also an important role as the factors that are around a trustor and the trustee define their semantic
interoperability.

The structure of the paper is as follows. Section 2 describes the related work and the background. Section 3 introduces the
methodology that we have developed for dealing with interoperability issues in trust models for IoT. Section 4 shows an example
of the methodology and Section 5 shows the results of the validation of the framework. Finally, we conclude the paper and outline
the future work in Section 6.

2. Related work and background

Trust in Computer Science takes its meaning from other disciplines such as Psychology, Economics or Sociology [14]. There is
not a unique definition of trust but it is widely accepted that the main purpose of trust is to assess the decision-making process
when entities in a system have to interact [15].

Nevertheless, to the best of our knowledge, the specific problem of interoperability of trust models has not been addressed in
the specific case of IoT environments. The problem of trust and interoperability of systems has been addressed from different points
of view and for different domains than IoT such as blockchain technologies [16]. In [17] the authors consider trust models for
cross-domain clouds, that at the end become interoperable through the use of the trust model. Authors in [18] tackle the problem
of achieving interoperable trust models by defining a meta-trust model that allows for the composition of trust models.

In fact, interoperability remains a key issue in IoT, not only for trust but also for other functional requirements. The companies
on the IoT business realize that they can make better business if they are not isolated from the others in the market. It is then very
important to achieve interoperability among various products. One way functional interoperability can be achieved is by using open
source frameworks upon which to build IoT applications [10]. In addition, several authors highlight the importance of achieving
interoperability from a semantic point of view [19,20].

As for the problem of managing trust in IoT, there has been various efforts in the literature to address it. In addition, in the last
decade, the interest in this topic has been growing. The authors in [21] elaborated an important survey on the existing literature on
the field. They made a classification of the main approaches for trust in IoT based on ten properties that they consider important
for these systems such as Trust relationship and decision (TRD), Privacy preservation (PP), System security and robustness (SSR),
Generality (G) or Identity trust (IT), which they consider the crucial properties to be present in a trust management system for [oT.
It is worth to notice that some models they consider in their survey are not proper trust management systems but deal with security
in IoT in general. This survey has been an important starting point for the following researches on trust management in the IoT.

More recently, Sharma et al. [22] defined a generic framework for trust in [oT based on quantitative and qualitative parameters.
Then, Guo et al. developed a software engineering approach but service-based in [23]. Here, the authors introduced different trust-
based service management techniques depending on the type of IoT network: whether they are centralised, decentralized or hybrid. A
specific solution for a typical scenario of IoT such as e-Health scenarios is introduced in [24] where the authors develop a trust-based
decision-making protocol for health IoT devices.

Authors in [25] designed a scalable trust management protocol for IoT that takes into account social relationships and uses
properties such as honesty, cooperativeness and community interest in order to evaluate trust. The protocol is distributed and the
nodes update trust only for the nodes they are interested in or interact with. The updates are done through direct observations or
indirect recommendations. Based on this model, the same authors proposed a dynamic trust management protocol for the IoT to
deal with misbehaving nodes or behavior that may change dynamically [26]. Also, in [27-29] the authors based their approach on
social relationships. They considered that the objects in an IoT scenario conform a social network where they establish social trust
relationships. They introduced an architecture for the Social Internet of Things (SIoT). Trust is not explicitly considered but they
propose a method for determining trustworthy nodes in this socialized environment. On the other hand, an author that considered
trust in the SIoT environment has been Zouzou et al. [30]. In their work, the authors proposed a multi-context aware framework
for the SIoT. However they do not mention trust interoperability considering it only in a general way.
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Other works [31] considered an IoT environment where the ‘things’ are only wireless sensors. Trust management is used in this
case for solving the problem of packet forwarding and, therefore, it does not deal with the heterogeneity that the IoT paradigm
targets. The work in [32] proposed a centralized trust management system for the IoT that aims at managing cooperation among
nodes with different resource capabilities. The model assigned trust values to cooperating nodes according to different contexts.

To the best of our knowledge no other works consider the case of interoperability for trust models. Even less, the inclusion
of interoperability issues in standardization bodies. Our paper tries to address this issue, which as we have mentioned earlier, is
highlighted by some authors as a key issue.

Next, we overview the concepts and theory underneath the framework we are going to present in Section 3.

Trust management models are very context-dependent and are meant to solve a specific purpose for a specific application. Thus,
different trust management models may arise in different situations even for a same device, depending on their way to derive trust
or the different meaning of the concept of trust for the specific application. The authors in [33] designed a conceptual model for
trust that distinguishes two types of trust models: decision models and evaluation models. The classification refers to the way trust
is obtained. Our framework for trust interoperability will use this classification as the basis for its definition. The main features of
these two types of models are the following:

» Decision models. The origins of trust management lays on these models [34]. They make access control decisions by simplifying
the two-step authentication and authorization process into a one-step trust decision. Policy models and negotiation models are
decision models. For both of them, the access to resources is based on the fulfillment of certain policies and credentials that
specify which ones are required to access them.

Evaluation models. The main purpose of these type of models is to evaluate how reliable an entity is by measuring certain
factors that have an influence on trust. These models are often referred to as computational trust, which has its origin in the
work in [35]. Reputation models fall into this category. For them, entities evaluate their trust in others based on the opinions
on the latter ones. Propagation models are also an example of a type of evaluation models. In the latter, trust information is
disseminated along trust chains.

This conceptual model for trust serves as the basis for a development framework that supports the accommodation of
heterogeneous trust and reputation models [36] based on the models@run.time paradigm, called trust@run.time. Based on this
paradigm of trust@run.time, an effort to make it extensible to IoT has been made in [11] in order to include trust in the development
of IoT scenarios in a holistic manner. In this work, the authors introduced a framework for trust@run.time for IoT where one of the
key components is the one for trust models interoperability, which is the main topic of this paper.

Including trust management models in the development of IoT entities is not a simple task and it is usually dealt with in an
ad-hoc manner, i.e., it is very case-dependent. In order to tackle the problem in a holistic manner, we proposed in [11] a theoretical
framework for the inclusion of trust in IoT. This framework consisted of several layers, being one of them the services layer. The
interoperability of trust models is one of the most relevant services within this layer and with this paper we want to present how
we model this feature. It is out of the scope of this paper quantifying trust. For the work in this paper we assume that these values
have been obtained and we have to perform interoperability between them.

3. An interoperability framework for trust

In the framework introduced in [11] for the inclusion of trust management systems in IoT, we identified two main challenges
in order to achieve it: dynamicity and interoperability. Dynamicity can be achieved in the proposed framework by applying the
trust@run.time paradigm [36]. Interoperability, defined by the Merriam-Webster dictionary' as “the ability of a system to work
with or use the parts or equipment of another system”, is especially true and needed in IoT scenarios.

The ideal framework for achieving trust interoperability should be twofold. We assume that interoperability at the level of entities
occurs in order to be able to achieve trust models interoperability. N. B. that the interoperability framework that we are defining
next is considered for systems in which their entities interact, in the sense that we have introduced earlier. We have however
concentrated in IoT scenarios in this paper as it is an obvious environment where interactions happen. In any case, the framework
will be easily used in scenarios other than IoT.

Regarding the possible architectures of the IoT environment, we assume that entities can be grouped into clusters. Entities belong
to the same cluster if they have established a trust relationship supported by a common trust model. It could occur that an entity in
a cluster has to interact with another one in a different cluster. In this case, we need to define a new trust model with all of their
elements (actors, roles, engine or compliance checker, etc.). It would be desirable to re-use the information available on the entity
from the clusters it belongs to in order to use it in the new trust model.

We introduce then an interoperability trust repository that is in charge of offering the components needed to develop the new trust
model that the entities need in order to establish trust between them. This is shown in Fig. 1.

In this figure, we depict a centralized framework that describes how the interactions (as defined above) occur. The dotted
lines mean that the information about how the transformation could be done is provided by the repository to the engine and the
continuous arrow means that new trust relationships are established, that is, when an interaction is occurring. In case no line is
depicted means that these entities are not interacting.

1 https://www.merriam-webster.com/dictionary/interoperability.
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Fig. 1. Trust interoperable framework.

The interoperability trust repository is composed by three repositories itself: syntactic, semantic, and trust interoperability
mappings.

Precisely, regardless of the type of interoperability needed, interoperability has to take place at two different levels: syntactic
and semantic. At the syntactic level, interacting trust models should use the same nomenclature for naming their elements. In an
IoT scenario, we identify some common elements for both type of models [33]. There are at least two entities that in both cases are
called trustor (the entity that places trust) on a trustee (trusted entity) that establish a trust relationship, which is a value in the case
of evaluation models or the result of a decision in a decision-based model. Besides these basic and common elements for both trust
models, every established trust relationship has a purpose that captures the context where the trust relationship takes place. Other
factors that influence trust are the specific subjective and objective properties of the trustor and trustee [37]. Thus, and in order to
keep a uniform nomenclature for trust models in IoT, we will adopt these names for the basic concepts needed in IoT introduced
above (trustor, trustee, trust relationship, context, etc.).

As for the semantic level, in IoT environments semantic interoperability for IoT refers to the exchange of the outputs of them in a
meaningful way for both models. We propose three different interoperability semantic transformations that can happen: evaluation
to evaluation trust models, decision to decision trust models and evaluation to decision trust models, and viceversa (i.e., evaluation
to decision or decision to evaluation).

In the following sections, we explain how the trust interoperability mapping could be done in each of the cases.

3.1. Decision to evaluation trust models

In order to perform the mapping from decision to evaluation models we have to distinguish two cases: when the decision model
is a negotiation model and when it is a policy-based model.

* Negotiation to Evaluation Trust Model. In this case the output of the negotiation model is trusted or not trusted. Thus, if a trust
evaluation model is given by a trust evaluation function, f : D — D’, where D and D’ are the sets of real numbers where the
values of the evaluation are placed, we could define the following discrete function for the resulting evaluation model,

T : {trusted,not trusted} — {a,b}

where T (trusted) = a and T (nottrusted) = b, a,b € D' and b < a. The way we choose these values depend on the model we use
and they could be chosen as a minimum of the values of D’ and a maximum respectively (they could be for instance 0 and 1
if D' =[0,1]).
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» Policy-based to Evaluation Models. In this case the transformation depends on the type of function that the evaluation model
uses (outputs are discrete or continuous values) and how the values for the policy-based model are delivered. We assume
anyway that these values are somehow ordered and they form a finite lattice, &2. Also, every output of the policy model could
be assigned a weight (numerical value), w;, that depends on the context, that is, the meaning of the output. Thus, for instance,
in the case all the outputs have the same importance, these weights could be set up as 1.

In the case that the evaluation model yields a discrete values in a finite set D the defined interoperability function could be
as follows: f : & — D, where

1. f(max(2)) = max(D)

2. f(min(£?)) = min(D)

3. For those values in & other than maximum or minimum the assigned value will depend on their weight. Thus, the
highest values of w; for an element in % would be assigned the predecessor of max(D) and the lowest one the successor
of min(D). We could continue this way and assign the next highest or lowest value the next predecessor or next successor
respectively.

For the case where the values of the evaluation model range in a continuous set (interval in R) we divide the interval and
as many different subintervals as the number of elements of &2, and take a representative value for each of them so that the
situation is moved to the one described for the discrete value.

3.2. Evaluation to decision trust models

We will discuss here how the transformation for interoperability can happen for each of the cases of decision models.

* Evaluation to Policy-based models. Let us assume an entity in an IoT cluster that uses an evaluation trust model trying to establish
a trust relationship with another entity in another cluster using a policy-based trust model.
Policies for the latter trust models check the conditions under which access to a resource can be granted. These conditions
are usually expressed by credentials. A compliance checker checks whether the credentials satisfy the policies. The trust
interoperability mapping has to be between numerical values (the output of evaluation models) and either trusted or not
trusted, which is the final outcome policy-based decision models. This mapping is very context-dependent, specifically on
the credentials that are used in specific use cases. Thus, if a trust evaluation model is given by a trust evaluation function,
f : D— D', where D and D’ are the sets of real numbers where the values of the evaluation are placed. Then, we define the
Trust Interoperability Mapping, T, as T : D' — {trusted, not trusted} is a function defined as follows:

trusted if del
T(d) =
@ {not trusted if de¢&lI

where d € I and I C D’ is a subset established as a set of trust that depends on the context of the entity. Thus, for example,
in the simplest case that the evaluation model results are given as discrete values, O and 1, then they could be matched to
the output of the decision model. Moreover, in the case where D’ is a discrete set of numbers the mapping could be done as
follows. Thus, if there is an evaluation function, f, f : D — {0,1}, where D is the domain of f, if the obtained trust value is
0, then it can be matched to a not trusted decision result of the decision model. If it is 1, then this result could be matched to
trusted. If the evaluation function yields other values such as for example, those in the set {0,0.5,1} then, the value 0.5 could
be matched to either trusted or not trusted, depending on the trusted interval that is defined.

Evaluation to Negotiation Models.

Let us assume an entity, A, in a cluster where an evaluation model is used, needs to establish a trust relationship with another
entity, B, in another cluster where a negotiation model is used. Then, the trust information available about A is in terms
of the trust values obtained through an evaluation function. B instead requires credentials in order to establish the trust
relationship. If the credentials required meet the policies established in B’s cluster, then the negotiation is successful and the
trust relationship is established. Thus, we propose to define the Trust Interoperability Mapping in this caseas T : ¥ — ¢, where
2 is the set of all the related elements to A in its context and % is the set of all the credentials that B requires in order to
establish a trust relationship. For establishing the mapping, it is essential to take into account the contexts where the entities
are. Thus, for example, if a device, 4, is a camera that requires access to certain resources in a smart home scenario and in
its cluster A is assessed in a smart home context, then if the first condition that B (another device, for instance a smart tv)
requires to be met by A is to be a student, the trust interoperability should include a mechanism that extracts from the trust
values of A such information as the output of 7. In this case, only the role of A will be enough to verify that the credential
that B requires is enough. The definition of 7" depends very much on the policies defined by B’s cluster.

3.3. Evaluation to evaluation models

As in the transformation described in Section 3.2, syntactic interoperability should be a ‘must’ in this transformation.
However, let us assume two entities, A and B in different clusters using trust evaluation models where the results of the
evaluations are in D and D’ respectively, and D, D' C R.
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The trust values obtained for each entity in any of the sets are related to a specific purpose, p with respect to another entity. The
interoperability transformation is defined as (A, B,d’, p), where A and B are entities of different IoT clusters, d’ € D’ and p is the
purpose for which d’ has been calculated. N. B. that in the case of the transformations of Section 3.2 the purpose is not explicitly
mentioned but it is used when deriving the value of the evaluation model.

The way to obtain d’ is very context-dependent but it definitively depends on the purpose, p. Moreover, information about the
trust values obtained by A in its cluster is available from all the possible evaluation statements provided about A. Let (A, A’,d, p) be
an evaluation statement available in the cluster where A belongs to, and </ = {(4, A, d, p)} the set of all statements about A, where
A’ is in the same cluster, d is an evaluation value and p is a purpose. As we are interested in a new trust relationship between A
and B but in different clusters, let (A, B,d’, p’) be trust relationship that A and B aim to establish. Then, d’ is obtained by using the
values d available when forming the set 7. The key aspect is that the purposes p and p’ have to be related somehow, so that the
values already available in the repository are meaningful for the new purpose p’.

Let < be an order relationship established between purposes. d’ and p’ could be obtained as follows:

+ d’ can be obtained from the values of d.
« If either p < p’ or p’ < p then we could establish the output of the interoperable model.
- If neither p £ p’ nor p’ £ p then the interoperability is not possible.

In both cases where it is possible to establish the interoperability relationship, the way of obtaining the new values is context-
dependent and we cannot give a general formula to do it. However, in the first case, it might be easier to obtain it as it might even
be the same value that it was already in the repository.

3.4. Decision to decision models

There are three different types of transformations that can happen in this case. We below describe how this is done. In all the
cases we are assuming an entity A in a cluster aims to establish a trust relationship with another entity B in another cluster.

« Policy to policy models.
In policy-based trust models, a compliance checker determines whether the credentials owned by an entity are enough to either
trust it or not. Thus, the outputs of these models are usually trusted and not trusted. Since we are interested in a transformation
between two of these models, the trust interoperability mapping in this case could be defined as

f : {trusted, not trusted} — {trusted, not trusted}

However, as the outputs depend on the policies it makes more sense to establish the mapping between the policies of the
different models. Thus, it is more important for this case to set up the semantic and syntactic interoperability to make sure
that the policies, which are checked by a compliance checker can be checked by the other one as well.
Policy to negotiation models.
In this case, the importance also reverts on the syntactic and semantic interoperability repositories as the policies used in
the policy model check whether the credentials owned by an entity satisfy the policies. If ¥ is the set of credentials that
B requires in order to establish a trust relationship with A, then the trust interoperability mapping should be in this case a
semantic interoperability mapping between the credentials checked by the policy model and those required by the negotiation
model.
* Negotiation to negotiation models.
As in the previous case, the trust interoperability mapping will have to be defined in terms of semantic interoperability. If
A aims to establish a trust relationship with B, B requires to A a minimum set of credentials that are released as part of a
negotiation strategy. Thus, we have to ensure that the semantic of the credentials are common to A and B. This way B could
check for A’s credentials and determine whether they are valid or not for establishing a trust relationship with it.

4. Trust interoperability in practice

In this section and in the following one, we will explain how the framework introduced in Section 3 works by applying it to a use
case scenario. Firstly, we will discuss a use case presenting a scenario where we the system actors perform trust decisions. However,
in order to perform such decision interoperability is needed. This interoperability will be achieved as described in Section 3,
validating the proposed method. Finally, the outputs will be considered as a common ground in order to perform a final trust
decision.

4.1. Application scenario: Field service team

Let us consider the scenario presented in [11] of a Field Service Team from a different perspective.

In this scenario, the Dispatching System (DS) of a gas company must choose between two operators working for two different
companies in order to fix leaking pipes. We have two operators. Anne is working for Acme Limited Company implementing a
trust evaluation model. Bob is working for Beta Corporation which is using a decision model. Luckily, the DS is provided by the
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Fig. 2. Clusters belonging to the operators.

Interoperability Framework presented in Fig. 1, thus it can perform a trust decision even if the two companies are using different
trust models.

The two operators have been provided by their company of different IoT clusters. Let us assume that these clusters can be
composed of a maximum of four smart objects carried by the operators: a tablet, a smart car, a laptop and/or a smart watch.

In Fig. 2, we can observe the two operators, Anne and Bob, and their IoT clusters. We can also observe that each device has a
different trusted value or label depending on whether the used trust model is either a decision or an evaluation trust model.

We can now consider the following specific case.

The DS is implemented by a gas company where a sensor has detected a leaking pipe. The information carried out by the objects
in this scenario have to be managed by the DS, which allocates the Interoperable Trust Repository introduced in Section 3. The
interoperability is done among the objects and then the DS keeps the results in its repository.

The final result will be used to compare the trusted values of both the operators and converted to the trust model used by the
gas company in order to perform the final decision. The gas company is implementing an evaluation model based on reputation.

4.2. IoT clusters formation

As we have introduced before, the DS must choose between the two operators: Anne and Bob. The clusters of each operator are
defined by the objects that are available to that operator at some point in time. The DS should determine whether Anne or Bob are
the best operator to attend the critical situation. In order to perform this choice, the DS needs to carry out the transformations that
we have proposed in Section 3 that will allow it to derive a unique value for each of the clusters and thus determine whether Anne
or Bob are the best ones to attend the emergency.

In the following part, we will show how the Interoperable Trust Repository works in this case. Firstly, we have to analyze the
operators’ clusters:

Anne’s cluster 1. The first cluster can be seen on the left of Fig. 1. The objects are a smart watch and a tablet. Anne’s Company uses
evaluation models based on reputation. Thus, as we can observe in Fig. 2, for this particular cluster we have two values: [0.8,0.9].
The tablet has a value of [0.8] and the smart watch [0.9]. The trust interval used by Anne’s Company is [0.0, 1.0]. For this reason, we
can assume that both devices have high trusted values. Thus, we can preliminary consider the trust value of this cluster as Trusted.

Anne’s cluster 2. This second cluster is composed of a smart car and a tablet. Since in both cases the purpose is the same, i.e., to
attend the leaking pipe, we can apply the mapping we defined in Section 3. The tablet is the same of cluster 1, so we can consider the
same value as before: [0.8]. On the other hand, we know that the smart car has been recently repaired due to several malfunctions.
This situation has affected its trust value, so even if it has been repaired, its trust value is now [0.5]. We know that the trust interval
used by Anne’s Company is [0.0, 1.0]. Therefore, f we consider the medium value of the smart car and the high value of the tablet,
we can conclude that this cluster’s trust value will be lower than cluster 1, but we can preliminary consider it as Good.
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Bob’s cluster. It is composed of three different objects, a tablet, a laptop and a smart watch. Each of them has a trust value related
to the decision model of Beta Corporation. The trust model has different levels related to trust:

[VeryLow, Low, Medium, High,VeryHigh].

For the tablet we can see that it is classified as Low because it has been recently patched after it has been hijacked. Then, the laptop
is considered with a High value because it has always performed well the assigned tasks even if the operating system is not the most
recent one. Finally, we can observe that the smart watch has a Medium value because it has been recently bought and it has never
been used before for a task. Comparing the three values, we can preliminary consider a medium level for Bob’s cluster.

After the preliminary consideration of the three clusters and their trust levels, we have to pass to the following part and perform
the interoperability calculation in order to be translated into the Gas Company trust model. After this step, they will be finally
compared in order to find the most trusted candidate between Anne’s and Bob’s clusters.

5. Validation

In the previous section, we have presented the three clusters and their trust models. In this section, we will perform the translation
of the different trust values in order to have common values for achieving a trust decision.

As we mentioned before, the gas company implements an evaluation model, but the ranges of such model are different with
respect to the evaluation model considered in Anne’s clusters. Let us assume that the range of the Gas Company’s evaluation model
is [1, 10]. Thus, the DS must choose between the best operator, so it must firstly translate the cluster’s values into the evaluation
model metric used by the gas company.

5.1. Interoperability

In Section 3, we have presented three different cases related to possible translations between models: evaluation to evaluation,
decision to evaluation and decision to decision. In this use case, we will present the first and the second case.

Firstly, we will consider Anne’s clusters and the conversion of the Acme Limited Company’s evaluation model into the gas
company evaluation model.

As they both use trust intervals, we have to adapt the first one in order to fit in the second one. Thus, we will have to translate
the values related to the [0.0, 1.0] interval to the interval [1, 10]. We can say that if we have [0.0] and [1.0], the translated values will
be [1] and [10]. For the other values, we have to perform a translation in order to maintain the proportionality.

In cluster 1, we have two smart entities: a smart watch having a trust value of [0.9] and a tablet having [0.8]. We have to translate
them into the Gas Company range.

As we have explained at the end of Section 3.3, we cannot provide a general formula because it strictly depends on the contexts.
Thus, in this case we can proceed as follows. We divide both the ranges in 10 parts. We find that the segments have a value of [0.1]
in Anne’s context and a value of [0.9] in the gas company context.

For this reason, we can translate Anne’s cluster 1 values in [9.1] for the smart watch and [8.2] for the tablet.

We perform the same conversion for Anne’s cluster 2. We know that the tablet has the same value [8.2]. On the other hand, we
have to calculate the new value for the smart car that is [5.5].

Finally, we have to perform a decision to evaluation model translation for Bob’s cluster. We are using the simplest case of the
theoretical model defined in Section 3.1. We know that the Beta Corporation decision model has five levels:

[VeryLow, Low, Medium, High,VeryHigh].

Thus, we have to divide the gas company trust values into five sub-intervals that could be as follows (we set on the left-hand
side the discrete values of the Beta Corporation and on the right-hand side the possible corresponding values for the gas company):

{Very Low)  {[1,2.8[}
{Low) ~ {[2.8,4.6[}
{Medium} — {[4.6,6.4[}
{High} — {[6.4,8.8[}

{Very High} — {[8.8,10]}

We consider the medium value for each interval as they are basically the same, in fact, for example, there is no difference in this
situation for a value of [3.2] or [4.4] as they both belong to the second level. However, this is a common problem when migrating
from a continuous to a discrete range.

Therefore, if we translate the values from the Beta Corporation decision model to the Gas Company evaluation model we have
the following values: [3.7] for the tablet, [7.3] for the laptop and [5.5] for the smart watch. Before, they were [Low], [High] and
[Medium].
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~— Reputation
~__ [0, 0.4] 10.4, 0.8] 10.8, 1]
Task criticality
Low Yes Yes Yes
Medium No Yes Yes
High No No Yes

Fig. 3. Reputation according to Task’s criticality.

Now, all the clusters values have been translated by using the interoperability model presented in Section 3 to common values
belonging to the gas company evaluation model. Thus, the DS can perform a trust decision according to how its trust management
framework works.

Even if the main focus of the paper is on how to translate trust values between different ranges and models, for the sake of
completeness, we will show in the following subsection how a trust decision can be performed by a trust management framework.

5.2. Reputation and tasks

After the translation of the three cluster trust values, the DS can now perform the final trust decision.

Resuming, the trust values according to the gas company are the following.

For Anne’s cluster 1, we have values of [9.1] for the smart watch and [8.2] for the tablet. Then, for Anne’s cluster 2 we have for
the smart car the value of [5.5] and [8.2] for the tablet. Finally, for Bob’s cluster we have the following values: [3.7] for the tablet,
[7.3] for the laptop and [5.5] for the smart watch.

Now, with respect to the trust management performed by the DS we have to consider the following aspects.

Firstly, an operator reputation is computed depending on the smart devices belonging to the same operator. Let T be a thing,
w a weight, N the number of carried things by a candidate ¢ and M the number of required things in order to fulfill a task k. The
weights are uniformly distributed values. The candidate reputation for a given task could then be defined as shown in the following
formula:

M

Zi=0 wiTi
N

2o wT;

with the following conditions

Rc,k =

O<M<NK3
Yiwi=1lw =0
T, €{0,1}

Then, the method selects the candidates according to the criticality for the given task. The higher the task criticality is, the more
trusted the candidate should be. If the criticality is low, every candidate is accepted to accomplish the task, then the best one will
be selected (see the final part of this section). If the criticality is set to medium, only medium and highly trusted candidates are
accepted. And if the criticality is high, only highly trusted candidates are selected for the task. An example of the chosen reputation
ranges for high, medium and low reputation are displayed in Fig. 3.

From the previous selected candidates, the described method chooses the best one according to their reputation and their years
of experience. The latter is an extra parameter that is used in the case that the reputation of both candidates is the same or very
similar.

Thus, we could define a new metric or score that is calculated by using both the experience and the reputation of the candidate.
Let R be the reputation of a candidate ¢, E the years of experience of a candidate ¢ and C the number of candidates for the task k.
If there is no candidate, the task is not performed.

The calculated score .S for a task k is computed according to the formula

R, X E,

max(R)..<c X max(E)yc.<c

S ck =
5.3. Final calculation
We have developed a code that computes the previous values calculating the final score of an operator. The code has been

developed in Java® and we have designed it in order to implement the framework proposed in this paper (i.e., trust interoperability).
Such code is supposed to be applied in the DS of the scenario considered in Section 4.

2 https://www.java.com/en/.
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Moreover, in order to apply the previous formulas, we have to calculate a reputation value for each cluster of both the operators,
as the output of an evaluation model. We apply the formula presented before. Thus, for Anne’s cluster 1 we have a global reputation
value of [8.35]. Then, for Anne’s cluster 2 we have a global reputation of [6.35]. Finally, for Bob’s cluster we have a global reputation
of [5.2]. We can now insert the data in the code.

- Dispatching System Trust Management Framework -
//set of things: [car,tablet,laptop,smartwatch]

Operator ID: 1, Name: Anne, Completed tasks: 5, Years of experience: 14, Global reputation: 8.65, Availability: true
Cluster ID: 1, set of things: [null, 1693, null, 424]

Operator ID: 1, Name: Anne, Completed tasks: 5, Years of experience: 14, Global reputation: 6.85, Availability: true
Cluster ID: 2, set of things: [1486, 1693, null, null]

Operator ID: 2, Name: Bob, Completed tasks: 5, Years of experience: 5, Global reputation: 5.5, Availability: true
Cluster ID: 3, set of things: [null, 2130, 190, 1794]

In the previous code, we have to explain some important data. Firstly, we have given to each operator an ID and we have inserted
a field to collect also the name of the operator.

Then, we have added a parameter that considers the successfully completed tasks in a day by an operator. We could consider a
maximum number of tasks performed by an operator each day. Then, there is a parameter related to the years of experience. This
parameter is used only in the case the final global reputation will be similar for both the operators. We do not consider the exact
value of reputation in order to compensate a minimum gradient of error due to the translation among trust models (i.e., in the
decision to evaluation model framework we decided to consider the medium value for a particular range, but we could consider
the higher or the lower).

Then, there is the value global reputation that we discussed earlier. Finally, availability is a precondition in order to compute the
reputation value of an operator. If it is false, the operator will not be considered.

We can observe that the clusters have an ID and they are composed of a set of things. In the case an IoT device is not present,
there is a null value. Otherwise, there will be a code that uniquely identifies a device. We can observe that each user has a unique
device. In fact, for example, we can see that Anne’s tablet has the code 1693, and Bob’s tablet has the code 2130.

Considering the final global reputation value computed by the code, Anne will be the chosen one by the DS. Moreover, according
to the value of her clusters, the chosen cluster will be the first one.

6. Conclusion

The amount of objects or things that are interconnected in [oT systems makes sometimes difficult to handle interoperability issues
when referring to trust models for IoT. In this paper, we have presented a framework to deal with interoperability of trust issues. The
main idea behind the framework is to consider an Interoperability Trust Repository that deals with the main interoperability facets of
IoT such as semantic or syntactic interoperability issues. Moreover, we have performed the validation of the proposed framework
with a use case scenario and we have shown that different trust models in different things can interact obtaining common trust
values.

In the future, we intend to apply this framework together with the suggested implementation approach to more real IoT use case
scenarios such as smart home scenarios. We will also concentrate on the quantification of trust for the different types of models. It
will also be interesting to investigate the use of our framework in other decentralized systems different than IoT where the entities
involved in it have to interact and use different trust models. It would also be of interest to investigate how the framework performs
when small devices are clustered into larger virtual IoT nodes. Moreover, in the case where there are multi-trusted domains.
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