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Threat Security Property

Spoofing Authentication
Tampering Integrity
Repudiation Non-Repudiation
Information Disclosure Confidentiality
Denial of Service Availability
Elevation of Privilege Authorization
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Threat Rating

Exhausting the resource of a cloud server using a flood based Internet 8 Medium risk
Group Management Protocol

Targeting a cloud server with DNS amplification attack (Receiving high Medium risk
load of recursive queries)

A cloud server will be targeted with an ICMP amplification attack Medium risk
(Spoofing the source address of ping request)

An end system will be crashed by a Land attack (Receiving packets Medium risk
with same IP source and destination address)

Consuming the resources of a system using SYN flood attack Medium risk
A SIP Proxy server could be targeted by a high load of SIP invite High risk
messages

The attacker congest the uplink with ICMP flood High risk
The attacker congests the uplink with UDP flood High risk
Crashing Cisco routers with an unexpected header (DOS attack) High risk
Crashing an end system by ping of death attack (Sending oversized Medium risk
ping request packets which violates the Internet Protocol)

Crashing a firewall with unexpected header (DOS attack) 9 3 Medium risk
Overflowing the IPS/Firewall entry Table with bogus packets 9 3 Medium risk

D- damage potential E: exploitability D: discoverability K: reproducibilty A: affected users.
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Fig. 7. Stakeholders in integrated secure-SDLC (IS-SDLC).
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