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Classification of security requirements.

VANET communication mode Security requirements

V2V, V21 Availability
Confidentiality
Error detection
Liability identification
Authentication
Non-repudiation
Privacy and anonymity
Flexibility and efficiency
Location privacy
Integricy
Traceability
Data verification

Revocability
Access control

Darta verification
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Amacks on Artack name Amack on VANET
communication mode

Wireless - Locarion Tracking vav
interface - DoS, DDaS

- Syhil

- Malware and spam.

- Tunnelling, Elackhole.

Greyhole.

- MiM

- Brure force
Hardware and - DoS vav, vzl
software - Spoofing and forgery.

- Chearing wirh position

info (GPS spoofing).

- Message suppression/

alterarion| fabricarion.

- Replay

- Masquerade

- Malware and spam

- MiM

- Brute force

- Syhil

- Injection of erroneous

messages (bogus info),

- Tampering hardware

- Rouring, Blackhole,

wormhole and Greyhole,

- Timing.
Sensors inpur - Chearing with position
in vehicle info{ GPS spoofing)

~ Iusion arack

- Jamming artack
Infrastrucrure - Session hijacking V21 and V2V

- DoS, DDaS

- Unauthorized access

- Tampering hardware

- Repudiarion

- Spoofing. impersonation

o masquerade
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Certificatestore ] /| Certificate Store | / | certificate Store
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Security service Architectures

Authentication NHTSA authenticates via digital signature and
encryption. ETSI via signed messages.

Confidentiality NHTSA and ETSI via symmetric and asymmetric
Encryption.

Integrity NHTSA assures the integrity via Message Authentication
Code. ETSI check the value of signed message.

Liability identification ~ NHTSA via Misbehavior Authority. ETSI via
accountability and remote management.

Message security NHTSA and ETSI use PKl. NHTSA use ECDSA.

Non-repudiation ETSI and NHTSA have EDR for tracing.

Privacy NHTSA uses an anonymizer proxy and
privacy-preserving fevocation via MA.
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Enrolment
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Security association management (session)

Authentication

Confidentiality

Integrity
Replay protection

Accountability
Plausibility validation

Remorte management

Report misbehaving

Obtain/Remove/Update Enrolment Credentials

Obtain/Update Authorization Ticket
Publish/Update authorization Status
Add/Validare authorization credential to single message

Establish/Remove/Update Security Association

Authenticate ITS user/network

Encrypt/Decrypt message
Send/Receive secured message using Security Association

Insert/Validate check value

Timestamp message
Insert/Validate sequence number

Record incoming/outgoing message
Validate data plausibility and dynamic Parameters
Activate/Deactivate ITS transmission

Report Misbehavior Report of ITS-S

Certificate Signing Request

Certificate Signing Request
Certificate Revocation List{CRL) request/update
Signed Messages and processing signed messages

Not supported: support on the fly security associations
by identifying the trust hierarchy and security service
applied to the message in the body and content of the
public key certificate.

Signed messages.

Encrypted messages
Not supported

Signed messages.

Supported
Not supported

Not supported
Basic support: rejected if geographic location far or
expiry time too far in the past.

Not supported

Not supported




e 51 e oaisS slaal 5l IRST Cyse g w50 ool 09,5 51 o (s SIBN pliy (29,5 Lol (sl
G 3l 5 S b 1) o)l Cuse Wils e 058 e b 0yl 052y [26] Logas o 5l el 5 Jilis
solitl (yLs adsl Jgol Cagn 3Ll lp it oS 5IV2V L5ty slaog 5 d12] jo a8 S, |, o als
S 271 o 50 5 oo Slols )l a5 52480 b cogas auy> Liulidl coge Laal dil> b baog 5 S oo
Olbls )l ased sl 1y 09,5 S (Bl (ls )0 gogas my> aS Culoald &l Jols 8 oo 5l 2k

22 poss (TTP) S gas eges (sloaldS 5l 595 degame Canl (Saw Bl (aiS o o2l 3 V2V
Gk 3l el (6,550, 4 (2] 0 G s s s 2alS 0ols (55550, L 1) e ol sl oo iz
3 6rSslr sln oyl 5,50, slp o5 [12] caitms o sl e JS55 0 (Lidl pas b5,) NMD
@ oo [32] §[14¢15623] ;o V2I 4 V2V wlbls )| o soliiwl 0590 Sial (6 lone 098 o0 ooliwl obs,
ooliianl Ly 0wl )5 Loy ol )| il (ligy 5 Sl ol i 5| QEanS a8 18 ogas o> 5 cliblw

Sl 0as Jllecin dlow g o liie ¢ oyl 6K, 5

oleMb! gLidl ol

S5y Gk 3l SSiw cnl Jo 1 1y NMD ol s SS9 5 (pl ool Jlash) SMT [2] 2 OB

Koo S slgris MAC )l e

DOS wHs> gl 9

B g (1] ol s Lo JS5g, d33] ols cugn 5l g, [24] Jlious sladl 5l eslaxal LT, o7 oles oo

[35] cuse 5>l g aly slazel LG o ool @lbls ) sl Jlumus slasl il 2ols [34] 65 S o sloze!
Gl oS Saiy oybeg 5l eslanwl [36] .ol sas Lo [1] o sl sloosls Jlizus (slael 0gi oo ol

Cogp 3l oy, o [33] wiTesla wuge 5l 6lp aims oo (lis i all SG L) (eges § sogas ol




S Sl 5 cpol oS oo colain] 0SS U L glidl by lae o K, 5l a5 cwl Ladl Sae o0l sl
B2 e uals anisM-Sle Coga 5>t gl 1) 00 S LG o albls 4 Lo ol ol alkbls uls ales
oS ARIADNE L e SS9 b g (alols 1315 0wl 5 5 (pol Bg0) SEAD Jloe! [2] ¢ ol je JS5 5,0 51
Slgiig [38] s s o 5l olazel sxits SLK5 o i 6,50, 5 i wls o ol 51 (S 5l ealiil b
oo Joloe 51 G VANET o oS &8 ,8 slo 0,5 51 SO i polie sleel diwlone a5 cal sloel Jow S
as) el aliw] S 3t &S ol Bl 5l asd 53y 280 50 slo ply 5l golaws 0,5 sgaee ol Q—l
Jlo )l wzloe 0,8 Jlad e sl MA & e (5,055 00 (e (5518 g, 51 oolaiwl b «(DOS alas> 5,50 50

Sge (o0

Sybil dlos> 4l
b e o b oot (a8l oo y0 EN-tities wul a5 ((VA) (655 0 plojlo (i Ll S 1l
&l ECDSA ol s clys o [38] JUal 5 0dS a9 sl PKI 5l oslizl [37] cdge oalsS 51 osliul
o0 b dsliwalgS ga0 Proposesto sslicwl [39] x> o [8] VE-hicle ,a ;s :\loj cons s oolizul g Lasl
oo g, 5 eoliinl b axsbisl o8 Ll slig [40] wloiel 5,50 6,5 b ool 5 pine Sod & j50 50 Sl
5 JiK 0,08 Lialey] s 5 43558 b csdse ol suggeststhe [9] . .Se o5 ification-ases
Gl USsgp 5l eslitwl Ly cuga 5>l #5005 advocatesstrengthening [41] s> o . 250, bl
i 6l ROBSAD (alo> _aseis 1o Sybil pglis) [9] [ .6 K 50, slo SaSs bl (socluns s3ga5te
s5b Doz Wlgh go Gl Casl 5 (5l 5L 090 e 5 VL (aris 253 L TRA-Jectory oole /| xdo
ol Sleiin [42] 1z o s (s | aline &5 > e (sl tUrES- JUSms Jlond aumlia b Jitwe

u] )‘ o= du.l.c.’J.ul.msf u)l.bag)bu.w.o r:l.!/ 6@‘; ..\.Jg.: VANET LQ)L““L’M}(_;'@W o > o)b}).b )|

S 9l oo 9995 ((55le i) oI, 0 pie Cin o Proposesto soliiw! [43] x> 0 CA 4 3,155




i Jilog 5 oaBly Coadye aiilys o Lol cnlie b Sialen |, 093 GPS I (315 il o 5 bl adas filog
Joee 50,5 S by 4o SYbil edles 51 6 1S5l (6l 095 (oo solittnl CigSw oo 3] 5 ams Lasis 5
29 Sewyd 1y o Sl o1 oo g e Jgb (2155 (o) ol b0 aldis aliwy o ol ] ilaie
oo ) TCRL fzean Wil (3155 CA 10 2005 a0 1 ol (65500 ply 00y o 1) o sl ilate oo
s dglie o [44] wculy o 08 oolicl ols adlaie 5 5l 036 53 CRLS Lol a5 (CRL L3l 3

bz gla J> o, o Sybil

el 9 50 Lo, 380 p 5 (sl
e A e e |y olazel 550 1580 s 5l osliial b sl (6555 (S ygeminn 5 153l o5 51 Jlzs sl

141] jlre 0 F Lawg 1> @ ezge sla (o))l g lo SS9

il O o alo (gl

Wed 8 Lo oudS L alle e bl g Jlizus sl aslinlss wile 568 Cogn 0wl sl gy 5l eolaiul

Glias ab wgis 36 el o] ,o a5 [45] js st S5 cugn ol #,b paus Jels [9] cryptogra-PHY
S sl RSU g oad (el ysd oslite jakay e olisS slo oS 5206 5l (ogas my> L 5 slasl
03ls V2V (g, 39 sae 1 5 055 Sl o 31l 2 S 361 50 098 o oolictul wlS g5 5 go
gz dleiel Ly mgpie bl oy e 51 L VANETS 1o piire o)l )l57 5 cdadlre (gl ol o0l
RSUS 55,k 5l 0,5 (o9l (o panseis Wiy (oo (Cogae paw) MM 5 L proposesan cugs ;l,>1[46] x> 1
S G (5,80 4 4l alons ol Sogp ol ez (sl Gl a8 LAT] s b, adis ey oS
i 98 (550, 5 PKC) (5,550, (cngas w5 Sl oslnul b slazel BB fole g0y slaal ply cudr l ass

(SKC)




) (& Sy ao> (gl

[49] b x>l o o oley Gaw ,o el o8 Unbreak ;oS sdg win,o3l 5 598 (5,108 5, 51 oalazul

Ll ggion jlre e slo o wd o

3810 55 o o33l 4 dlos 5.2

16y ply sl 2

il SL3t sl [33] muly cugn 5ol Loe, lenge-Jls 5 [26] s osls Lls | [50] calos solinl v 53!
cales w6 wlol p ooz l> agement Ll & s  proposesa slezel [50] x> o ol 51 oylaobs!
bl 00,5 @8l )o ply o A b anS jsb 4 ool 4 S 6l 4l oy o b ply slioes 5l slazel
2.5 e MES 55 i5u (6,55 ael g canlio pladl LT sl 51 51,8 T 51 31 sleziel Jlade awle
208y 1) oIl & j50 (nl e

(2 Sadyiane o oalinS (S LSy wioma 5 lisabsl el oz la o Gulil 2 e 095 Lal S [ 26] 5o
b oS sl 6, ws o ply (plolids gl osliinl 350 Lasl auli 2,k (SYLetal 5 (g s 585 9,505,
Gob 5l aml Llate ) ol o adis Llug 5l b ools bLo,1 ol cools ogd, canglin olfzws olul 5 lre pué
Sl sl aY i lmial S ez S bl wl (g pl dael Jus da SUlg (S l58 51 (sl aegers

LW I VI U oo S P S P I

o gl Sagn 5 Sl (sLael (o 5 el o Jad,b sl 5 ille Sasn Ll s, 52 (33145

odiw,d 4y il S ply S 0805 005 S Ll oyl ply il Blas 4y gl gl o oolail] ol ol
3550 Lo 4 0ulgs oo CigSw e el ] oo LS 6l o1 e g oo JWT ) T el b oasS oo JLo)|

S5 amd o il 1) seal ply 5l licedsl Collld 4 ciol> S D gloee jo adEs alwg S




los Jox 9 55b 4> ol
d52] saims Jlaze slo pls pb cus b o [51] adis blog o cugn 5! sl (VPKD slad PKI 5l ool

Celgz 50 g aiS Jlol ply 2 (65550, o (JyuS S Jalis Ly [54] lis55-COMMUNI o5 5 ol b 4

Authen-) o1 o ae JSSen Gk 5l 6,550, o8ls5 5l oolinal > b U251 (605,90 SO o Jsine S

5 d43] (3lre wiz) ), 40 o pae a5l oolatul b g [1] (4t 0,15 S5 45T (6l 2L e ticated
A8 At o pe a4l Jilug g (Hly Coxdse alE (o0 95093 e

ol 3blie ;o 005 3515 CA L (525 2 10 CA S5 wleiel 5,90 b ol sl acgama oI VPKI (ol
o Jsb 5955 (08 5 sogas oS L)l 5,095 o il blis o VE-hicles jais Jlis glo CA
2l o el anlye b .l soss b [51] o]y ce o as am g b olisl lo oS L _alsS 51 olioS
= 255 L e Ladl ol o cnlple 0yl BLI O jlies 6l 5 4l aloy Sy S (Sdg 2 SU s
ool ol gl oo 4 s raas oo, 5 o BLS | cnl by goas CA & b 5l tached

ol JLiel 51 g (bl 1 ytadan g m e Ll qald | T d47] Jlious slasl sbs ECDSA ;i ssliul
ol ply S slasl 5 S S ogas oS authen-ticating o] 51w sogee

Sl 5,5 dulgs il )8 098 o 0,10l 0lS Cu o 09,5 witew S b g3 oo | 0dS [54] 69 5 LLs | 6l
3 d55] slacl o S i oges 0dS Log,S g0 4 Bl .l 09,5 cnl b bls )l 6,03, a0 0l wilgs ool
sy lejlo ols lis oS Gl Sy,o0 b s Wl ao 0aiS cLasl Cugn 0 MA-licious L, 5 3,50
el 09,5 ol el el (6l (A9 cwiige Judo g 4350 Soel) SECA solisl b LosT [35] s el
el Casdge s wim coal gl a5 o o Jluows lasl g 2155 5l eolinl b LT oo el (sl

el 00l solaw




bl plyy 51y

ol oK pb s IM-plement V21 / 12V « ol Sl 8,5 sg0e proposesto [25] . .S o5
ghals 0,5 il 1) 095 amoly b edgaze o o] sla cdlo 5l hilon g ead ool L adis ilug
S 0 V2V sl oly 0 (P uyol & Jolee) esoii-I,) IDEN s 0,5 4dlsl 3 beaconing ;i ,uls,8
05,5 Sy 2 ond Al 0,5 Laal aly 3l ew 08 (5l 00,5 dgame (slp (3 [23656] o Banys a5
2o slaal g Gl (e o

Qlo s 4 sla > ol g leas Table5Attacks

towxy, dos (gl

L UTO) a5y loj b o ply plas oy oz b 5 [43] Gl a6l b9, (55 e o 51 ool

i 6,50, b (6,50, 255 odle [25] sl o 0 JIgi o)leis Julis g Jbuoms slasl b g (GNSS

12] US55, 2L yewe ARIADNE 4 o)1 53,k 51 S

W gd Jax 0,5 oy
b 3l @aas b [39] lssts-V2I COMMUNI 4 V2V ¢l IP sla w0l s MAC sl piie ) oolicu
IS5 g alold 5l oolinnl b Cugn 5>l ppilse cusis proposesto [41] x> o [37] Jlisus sls aslinlss
olsie & oLl (ol yeme JSS95 Gk 5l 6550y (2155 5l oolil 5 ()5 5oy sl ST ull 0090

[2] s 6,5 woy g S ls e




1 k51 e s

51 oolitul wlosiy [47] Jo flote 4 b g o0)] aas 5 S5 me-MES 2 00 jine Cogp oo slgiiy [25]
5 oyleds g Jlams (sladl

(&5 By 5 &1y 0ais #,> Greyhole 4 Blackhole) Routingattacks ., ;o cwglie sy

2155 [2] b s US55, SEAD g Ariadne o o)1 )0 095 (oo soliinl jgains g 1530 a5 51 Jluoms sLasl
Ol Jo sl ookl 550 i 5 4 sl ol 51 (S e @ 5 (05 0l plo) MAC ()l (6,550, 5,554,
ool ol aSs 0 Alle S e ol 40 glis sl ol sals a8l WS g, G ais 9] e ool Plaw
b il 59,5 sgame jelate 4 slilis b dw atws 0S sslinad T 5 cesl AODV SSs 0 o 45 ol
s 33, 51 e L]l 00l BB Al s § Gl 428 5 i ailiw] 5o BT cabie 4y e 5l o
Sente 6y aliee slo piilse 1)) [48] TIK slpsies cusn > JS5g,s (TESLA us as-DIS oS
5 iz sl 0)5 lo po slazel (Ll L Gyl (ol e a3 gl Blie CBg0 (ol sl JSS5

L VANETS

alos guou QLo)' Y

S50, 698 boleiel bl p s cdy SO j0 3l 4 wla (600,15 slo 4l 5l s (gl o eiile Lo (e

19¢24¢36] oslat ules s &l

93995 )3 s (5999 4 alo> 5.3

ialos o510 (gl

S Jo ol LaB, 5,8 b, 5l oslanal b g NEL-ol> Jl o sl slrias [57] 0 By




gl alo> b (0 (S5 (o0 i b g 55L > GPS (sl
4 Jemsilyins &yl 6>l b g [58] s 1K slo ools s 5 iy ar ol Cuxdge iamw b Laal 51 oslazul
54355 b [35] el anlipy sl & e 0005 aenlins b 5 [25] g o tify-1, IDEN Jooxs jué ol poss

0gall e g, ol 310,5 Cdb o ], eyl g oy sl CoxBae asis 4 ol ools oled pld g oo

ol ) @ alo> 5.4

:OWL-AC jlxo jué cclireplicationthat »195 L/ ¢ uls

CRL b 5l odly oyle; 5o Jluoms sls aslimlsd Licl cu)n b g edymn LS 5 0lsS slo olS 51 ooliul
ook 0 15, calisee lo CA s aslivalsS 5l ooliiul b [3] CRL sl Jlasl sla IS5 5l eoliciwl b g [24]
SYob 0yam3 S b 5l 38, sleel b e alides o395 slo CA S 3wl b [39] L VANETS ool

[30]

5 CRL 595 sl PKI 4y 5Ls cya0s aoes coid (a8 slaws 5l Jites ol ol b [38] 50 pggie "l L" A

OBUS ;o 55w 0,053 55 jralS comgo altwn (ol aiS o Laa> |, L5l OBUS

Flaws S a5 Sloy b sl Hlas 4 cryp-tographic o5 o5 Skey L 258 o2) proposesto [33] &=
(IS s Jsb ooses WIS Sy Jalt anlialsS jao ez Sl JUil sl Lal (155 ez ollS

A dalgs> aslol CRL g CA sl

adis alewg ,o 40 ST (LSl olKiws (ols ogi ) oa)) RTPD i3] sus oLal Ll o comlio JUal JS5g 51 5 5

5 bl )18 sl 4l hlog b ams oo o3lal a5 (530 USg 5 2395 DRP 5 coly Jlol 5l ggiaa 1, T JUb

plo Laol 4 08 K0 095 TPD s CA b sl Seae (5,155 585 9 (o0l (o0 a5 51,500 50,5 picio




(UGN olay gy (2Loy cablB yold caws I gl

sl JSSgp i lp Cunl (Ko e o] 6l olezel BB 1581 cow ) osliiwl b aogs [41] 3o e

Sl 395 4 5 ol 331 50 4 jshailen .l jlone a5 Ll b 32 sledylly 5 09250

oS > o b/ lenge- o puslses G Lawgs (Jlie olote 4 anil ool anl 5 Groas Wb slojgnins

Al mor @lp o5l 5 oS 5l pls o 0ol (651 gozr (sl (4 (2w lizel a250) PVN slgisy [9]
Wb el Jgd LG

oy 51 50,8 b e g Jlad o yil 3,155 5l eolital a4y blite odes gl slgiiny [13] 48 ETSI weules 5o
2SUBIPTS

095 eolpin o ol g Ll 4y bogrpe abls s 4 Gloas s gi Wb o> 5> > 0 L Table5 o

1,

Gilicko (o Jooly (o B Jaloi g 225 6
oY losls [ oo oF BIKs IDEN-tify o5 el ol Gas VANET o Gl Ldow g 4550 SO bl oK
6o ol ol 4y oyl dglie g oo o plool alae 1o azT duglie dyl sl L 5 50 b Azl b akal, 4o
ol aS Kin o aalgs e astie Wb Oyge ol j0 A (o ,0 B SO 0939 Yl gl Ban 4 as]
BISh 55,5 5 sl 85K o oly Sa S ol armial ol o 5 455 Sl ot S Ll sl
6l ogeis yo DLl 1o g5z 4850 5 Casl S0 L 503 bl 535 )30 (sl (oaw VANET o liione
Sloidn 4 43S (orw 5 00,5 )15 00ls g2 cugm iyt o il jladil o Ll tals @ o, Ll 5 sl IS
5 2 sogad m bis 4l o Jols 0,5 Ty (6l (o Wil i Joleg o el slezel 4 463>




bl 2 09,5 hSias Ll ogd o ooliiul Cugn lml sl 2155 g ol (5,185 5, (sl o Ll 5y lie WS
o> Lad> g Codel Cosl g il Cesw jslate a4 sleiel SCEIS il g (i () SKje, slo )b
slezel Jow 5 Jluzms slaal 5 oolatul b il .01 50 5o, sstacis Kal 5,55l sl o ools Lyl . sogas
&5me i 23,5 b analyzingsignal & a8 b e adly lo; ,o Sledbl Ll uls 51 5 uF sl gl 5l 005 15 o
g 2 syl o 6l (gaate alaly by Jloms glasl 5l eslazul b Ll jLel Syl abas ansets (sl
oley Saw 4o Sas eration- Jus o650 oS 5 558 5,5, das o ylid Ll o)lg w0 5 0, auseis
5 o Slp ol 0o, olerin Wil o) (o oy dex @ pln p0 Caglin sl L2l Sl 50 Jsie
dgazme jsliie 4y 09,8 SlbLi,l (35 5 Ll .ol ailiwl S 51 Gty sladel lads apulons b (o) Siss jaseis
USG5 5l oolaul b Ll ams als | sly slisl sgame 4 Jlo,l LuilS 15 Ll .unauthorizedaccess (4o,

S 6551 08 Siazmdge w00 oo lid Ll 25y alem 3l 6T sl sl iz slasl 5 05y (ol s

VA-lIity oo, s g 08 o by 5 as b cloondS” 51 onliiasl U T U 65T e 51 g S sl gyt s o i

b s 6l 1y T Sl JS5g 0 sl 4 ealizsl b g CRL 5,1 51 adly )l 50 Jluzms sl aslialsS S|
i b 5 o 2,08 & 5T 5 eoliind b Ll astiln s sy (6,550, IS 85 el Jlal i ol
ol oo 0 39,9 5l eoliiwl & blite <es slp Ll slgi 0,5 DEAC-tivation 4 ;g0 ol, |

035 3 &) K50y sl ST L 2lsS 5 Jluzms laal PKI Sl oslznl 590 50 Ll 51 (55l M5 j5b 4
S oolpiian ool 51 G e Lol isbow) 38165 & VANET jo cwlol goel Jlue Lad> (gl (b, (S840
Conlio ilg5 oo a5 sl 1 0 SS9 GiolosT 6l ol 5L5 890 sais] 40 15 5 el BLEEST & 00 S love
R

Coal lios ablie a5 oo iy o5 oo 5 slo,lone wlool o > oly o duslio was o Lis Table6below

RSU / s 3053 ,aS5- ol i b ogd Lad> ogas o> S e e Centralizedor asle VANET

055 S5 iy 88550y sl 5l Slesiiy (ol S5 5l slosiiy 5 L Sl o oolin




3 o dlie (] S 5 oledll 0l (58,5 Jlab e b g 550 o 5l (sl Jleb ol plie 4y 3155

snwﬁwféas u;’;?'r.g)é LSAA)L&M)_SOLU o9>'5¢:)l.e.> U"‘ o] |) 09.5 CA)LQ?BOM ul?w‘ L§L®J>°‘)
g &l 5l B Sloas lwe ol o aBly Jhas 4 o ol ) SO 0,8 o Gl adi a4 Jgoe ol 5l agles
T Lo gt o st 3 5 s Jlor 5o il 31 s VANET il s itee (slo o o el 5 4155

Sl aalss (b S ) (gaw G yo |,

po Jlo 55 5 3k Jlao 7

b bosgame jl g)baws 05 590 50 (oxw VANET o liie S5 idu o oo &l el slo iy, (wlul
Wy s,y (nl P ) 5o i 5L st Blae 5l g ks caz SToab | adis folog aSed 4y )las>
139 oS eans ]y was Slidx slaojex a4 ol [Sew a5 Sl 00

o], cgmr anseis g VANET [0 sasSes i slae 5 olezel b 0 (1

Sl )l js ol 45 8 oS 05,5 Glo Vb o el b alte G VANET (o aldis g G slozel o551 -
Sl B 05 S5 45 355 iy s i s 4 g 8 on 5 S e 531, e 555 Lagly s
Sl olozel LB Sl slosly el gl LT €45 1 o

Do oo lalid JB8) cgm o (ollin pupd (Sl | i aliwg ;0 )18 com il oo Loyline ol bl -
Sgaote 6l (slo Sl Wilgh co Jole g0y .l 0uid Gy 18 Feogdy Dlilre Jolse Tl cunlin Sleladl ax
S sl o3 slae S (308

Sl ouds ol conl JL; sgm a5 T 51 ey smph 5 Oloyo-Cu e Jlal (2155 5 Sl wil 8 2
5l eolaiwl b .DER-amie Jlo sl arwgs j90-CRL e sla J> ol §1, )] JUasl &g, 0 dles 4343
51 g sl o iy 5 CRL (gl bl ot s (635 2asl ks oalS 5 CRL o oS yae (sl dslivalys

QML’ < a> u.s)i’b u.s‘).sl.u 6@‘; o).‘:v.a) Oy ).in} JLE.:‘ 9 |f|cat|0n—w (5“‘; 6).!».&.’ w] AN




435 Lol el W9, S 09,5 JoSis VL ol e ali aSd bame S5 325k 5l (mailojls 095 4 4l Ul (3
09,5 3y 09,5 (nl 6565 UKD )3 el 03,85 Gy (9% @0 jexe VANET o a5yl pulyw o &Ll 4
S oo Jaie ol 32,k 5l (bLFCOM il 5 0llS o e casliog)5 Gl sy 05 plod (152 55 50 90
247 G655 Olaitdy 09,5 50, ol TaiS S5 150955 (nl 005 (o0 el GL (nl ST 08l o Slisl 4z
Log,S GL ST ocdl o Bl az Cond 35, 95 a1 |y O Sion S 315 09,5 GL a8 oy 0lS’ g e 350
gogm 9 VANET jo s (o cilizee slo (5551 08 pleol (sl (3 b o of, LT 9§50 (o0l bl als S

(IS 9,0 4355 52 y90 50 il
SleMb] 411 bzl o ST ol . Ssl 5 coel 0w cyedae 1 ccsam VANET sl 5 ool aiwe; oloel (4

33 Jn 50, Sldbl ol g owyp le &5 Col mie Hlons ol b adis alewg b g oaisl) 4 033,95 conlicie

Glp adss dwy SO0 oolaiwl 5,50 L58 Cous Caaglie ol 0gdy Wl g H9mme ool sleel sl VANET

g, Verifica as; lp i Gudiss Lol do olens 5 g wias o loie Bolal (5900 e Lauseds
Caxdg 3,90 50 0dd il 0 Oledbl annlin b Jos 3585 (andeid s G Glaie a5 0B b adss alwg S
axdly Sl a5k STy Cuel pagde conl ogdle Bl allls 1) 095 o iws jo Sl b Cany Lae

|
358 4 pamio o] g9 rh 0lS @95 bralis) Cobl 5 (el 5 pogas ma > ol sl B9y 6555, O
5 Uy, authentica 56 S ojlusl slpias <o wudS ol gl Sedgo b 9,095 saisS o sl 4 el
Sl el (o 0l Bi> 4 4585 05T Loy Do 5l oS L ablie 4 4585 0l 352 ol b JSSgn
Sl Crized Canl 00is iy a3 ANCE- ,5i] Logas o > Laa> gl (5l 0,90 (slo aslialsS [aygad by, 040

Lls )l polie g by oS aily 5 S5z Jlties 35 sl 5 wel,l5 i) e pogas o, Lads 5 obo, ol

Lol ddlllae Cox oo 5958 0L, 5l 6 S el sl ads bleg lawg MAC )0l




alizee Moz gl b ol ) Sy 5l glaods 6 Jgux
(4alo) 6 Jgo

abgs e claganaid 5 ol oVl VANET o 5 Jilas 7 Jsaz

Open issue Communication Corresponding
mode categories
Trustworthiness evaluation V2V, V21 Wi-H&S-Si-1
of nodes and misbehavior
detection

Revocation process and Vav, vzl
certificate revocation list
management and
distribution

Ability of the network to
self-organize via a high
mobile network
environment:

Data context trust and Vav, vzl Wi-H&S-5i
verification

Cryptographic approaches v2I H&S-1
for security, privacy and
non-traceability assurance

Anti-malware and Intrusion Wi-H&S-1
Detection System

Plas 32 o0 550 00l Gilala plrg s Sbosz)lr 1oyt o Glaylidle 5 S9b (At w (6

ol Amags a5 ool ial38l (elpy S5 aniid ppilSe oKy ayl Ozl by s VANETS o 5l [

SLS gloalsie 5 (55,0 b V21 V2V) Ll b3 | slacdls ol | YU 58 auds 55 54 Jilas 7 Jsaz 4o

23 539,9 ygminw (3) {H & 'S) J58le 5 g 1581w (2) (W) g o Laly (1) 1S oo (gaiaids |, G y0

(5,995 00i3lw a5 IS L CA) (1) c3lo o5 @) «(Si) 9,095
w2 sleiel [ colied a5 (o0 B)b 515559 0 40 5 Caal o Oyl SO 8L 6l Bk Sl Blus ol den

A 1,550 (69, g 09> slaiel

S5 A 8
Lg)l;:_é)a.gc\gpybboob)oﬁa)ﬁ}ld)w;&}J!g@l?wlmal.?)o|)§M¢;¢;&|5wldlﬁ)l§

boe S 4y oy (sly ool o iy OB 4 5L OISl adé o, oo L 4 LK (Ko o




Oize® g L@‘ﬂ He o VANET ol sl idla 51 (g ks 5l 00 5 jg,00 G allio () o .5l ol VANET

sl 6“""‘““" ‘SLQQ)‘JJL:.M)‘ 9 )J..>| GAM.A‘ LS)LQM uL_?).> b .ol 00l 45‘)‘ é.oL> LS‘°5""“’ L O9>g¢0 db&o‘)

Ll sla ol g ands sla)l5 ,o sod anslis calise SHles gaidids 4 bo oS o0 sl 1) L S5 g5 g 00

References

[1] G. Karagiannis, Q. Altintas, E. Ekici, G. Heijenk, B. Jarupan, K. Lin, T. Weil, Ve-
hicular networking: a survey and tutorial on requirements, architectures, chal-
lenges, standards and solutions, [EEE Commun. Surv. Tutor. 13 {4) (July 2011)
584-616.

2] RS Raw, M. Kumar, N. Singh, Security challenges. issues and their solutions for
VANET, [nt. |. Netw. Secur. Appl 1 {September 2013).

13] Gh. Samara, W.AH. Al-Salihy, B. Sures, Security analysis of wehicular ad hoc
networks MET). in: Second International Conference on Metwork Applica-
tions Protocols and Services [NETAPPS). IEEE, 2010, pp. 55-60

[4] M.N. Mejri, |. Ben-Othman, M. Hamdi, Survey on VANET security challenges
and possible cryptographic solutions, Veh, Commun. 1 (2014) 53-66, contents
available at ScienceDirect, velsevier.com|locatevehoom.

5] M.K. Chauley. Security analysis of wvehicular ad hoc network:
prehensive study, Int. . Netw. Secur. Appl. 10 [5) [(2016) 261-274.

6] B. Mokhtar, M. Azab, Survey on security issues in vehicular ad hoc networks,
Alex. Eng. |. 54 (2015) 115-1126, available at wwwelseviercom | locabe/ aej.

7] K. Lim, D. Manivannan, An efficient protocol for authenticated and secure mes-
sage delivery in vehicular ad hoc networks, Veh. Commun. 4 {2018) 30-37.

8] R. van der Heiiden, Security architectures in V2V and ¥2I communication, in:
13th Twenty Student Conference on IT June 21st, Enschede, The Metherlands.
2010

19] V. La Hoa, A Cavalli, Security attacks and solutions in wehicular ad hoc net-
works: a survey. Int. |. Netw. Syst. 4 (2] (April 2014).

[10] AY. Dak. 5. Yahya, M. Kassim, A literature survey on security challenges in
WVANETs, Int. |. Comput. Theory Eng. 4 (6] [December 2012).

[11] RK. 5akib, Security issues in vanet, in: Department of Eectronics and Commu-
nication Engineering, BRAC University, Dhaka, Bangladesh, 20100

[12] W. Whyte, A. Weimerskirch, V. Kumar, T. Hehn, A security credential manage-
ment system for V2V communications, in: 1EEE Vehicular Networking Confer-
ence, 2013.

[13] ETSI TS 102 731 V1.1.1-IT5-Security services and architectures.

[14] E. PloEl, H. Federrath, A privacy aware and efficient security infrastructure for
vehicular ad hoc networks, Comput. Stand. Interfaces 30 (G) (2008) 390-397.

[29] RG. Engoulou, M. Bellaiche, 5. Pierre, A. Quintero, WANET security surveys,
Comput. Commun. 44 (2014) 1-13, journal homepage: wwwelseviercom/
locate fcomeom.

[30] B. Aslam, C.C. Zou, Distributed certificate architecture for VANETS, in: Military
Communications Conference, 1EEE, 2009, pp. 1-7

[31] A. Rawat, & Sharma, R Sushil, VANET: security attacks and its possible solu-
tions, J. Inf. Oper. Manag. 3 (1) (2012) 301-304.

[32] G. Calandriello, F. Papadimitratos, |.F. Hubaux. A Lioy, Efficient and robust
pseudonymous authentication in WANET, in: Proceedings of the Fourth ACM
International Workshop on Vehicular Ad Hoc Metworks, WANET '07, 2007,
pp. 19-28.

[33] A. Dahiya, V. Sharma, A Survey on Securing User Authentication in Vehicular
Ad Hoc Networks, 2009,

[15] M. Abuelela. 5. Olariu, Kh. lbrahim, A secure and privacy aware data dissem-
ination for the notification of traffic incidents, in: Proceedings of the IEEE
Vehicular Technology Conference, Spring. Barcelona, April 2009

[16] H. Hasrouny, C. Bassil, AE. Samhat, A. Laouiti, Group-based authentication in
V2V communications, in: DICTAP, Fifth International Conference, IEEE, 2015,
pp. 173-177.

|17] IEEE Trial-Use Standard for Wireless Access in Viehicular Environments: 1[EEE
Std 1609.2™-2012.

[18] ETSITS 102 940 V1.1.1-ITS - Communications security architecture and security
management.

[19] https:jjeceuropa.eu/ineaen/connecting-europe-facility /cef-transport | projects-
by-country/multi-country201 4-eu-ta-0669-5.

[20] https:|/www.sbdautomaotive.com/en/intellizence-news.

|21] IEEE Trial-Use Standard for Wireless Access in Viehicular Environments: 1[EEE
Std 1609.2™-2006.

|22] ETSI TS 102 867 V1.1.1- Security-Mapping for [EEE 1609.2.

[23] M. Raya, A. Aziz, |.P. Hubaux, Efficient secure aggregation in VAMNETs, in: Pro-
ceedings of the 3rd International Workshop on Vehicular Ad Hoco Metworks,
VAMNET 'DG, 2006, pp. 67-75.

[24] M. Raya, |.F. Hubaux, The security of vehicular ad hoc networks, in: Proceed-
ings of the 3rd ACM Workshop on Security of Ad Hoo and Sensor Metworks,
SASN'0S, November 7, Alexandria, Virginia, USA, 2005, pp. 11-21.

|25] ETSI TR 102 893 V1.1.1- IT5- Security- Threat, Vulnerability and Risk Analysis.

[26] } Guo, |.F. Baugh, Sh. Wang. A group signature based secure and privacy-
preserving vehicular communication framework, in: CD-ROM Proceedings of
the Mobile Metworking for Vehicular Environments (MOVE) Workshop in Con-
junction with [EEE INFOCOM, Alaska, May 2007,

[27] EM. Salem. M.H. Ibrahim, . lbrahim. Mon-interactive authentication scheme
providing privacy among drivers in vehicle-to-vehicle networks, in: Sixth In-
ternational Conference on Metworking and Services, 2010.

|28] ETSI TS5 102 941 V1.1.1- ITS, Security- Trust and Privacy Management.

[34] H. Hasrouny, C. Bassil. A. Samhat. A Laowiti, Security risk analysis of a trust
model for secure group leader-based communication in VAMNET, in: Second In-
ternational Workshop on Vehicular Adhoc Networks for Smart Cities, IWWVSC,
2016

[35] R. Engoulou, Securisation des vanets par reputation des noeuds, Thesis Report,
Ecole Polytechnique de Montreal, 2013,

[36] M.Ch. Chuang, |.F. Lee, TEAM: trust-extended authentication mechanism for ve-
hicular ad hoc networks, IEEE Syst. |. 8 (3) (2013).

[37] M5, Al-kahtani, Survey on security attacks in vehicular ad hoc networks
(VAMETs), in: 6th International Conference on Signal Processing and Commu-
nication Systems (ICSPCS), [EEE. 2012, pp. 1-9.




[38] A Rao,
COHT
hicular

Secure V2V

Dy |J|:":I\1I ility Issues in Win .‘\.I Hc.--.
. ACM, 2006, pp. 1-8.

eneel, Location wverifi secure distance bounding

detec-
March

G, ‘|1n. 5. Olaruis, M. Weigle, Use of infrastructure in VAMNETs, Comput. Com-
mun. 12 08) 2B83-28
D. Kushwat I"h Shulkla, A survey on syhil artack in vehicular
8 (15) [July 2014).

lectronics, Communi

bust conditional privacy-preserving
International IC5T Conference, Mo-

curity techniques in VANET, Int. | Adv.

48] N. Fatel, RH. Jhaveri, Trust Based Approaches for Secure Routing in VANET:
A Survey, Elsevier, 2015, available online at www.sciencedin
149] n Zeadally, R. Hunt, ¥.-5. Chen, A. | ! 3
METs): status, results, and challenge

comm, BCACTA.

2 41.
|50] P Caballero-Gil, Security issues in VANET, available http:{/cdnintechopen.com,
fehicular metwork: properties, structure, chal-
lIII.JI1 |(I improving scalability and security, Int. ]. Adv. Res.
JOAR.ore.

152] J. Blum, A_ Eskandarian, The threat of intelligent collisions, IT Prof. 6 (1) (2004)
153] 5 . Review clI different approaches for privacy scheme in VANETS, Int.

1- Adw. Eng. 5 2] z'?llz
154] V. Véque, C. ]t.-lmc." Hié: seaux ad hoc de véhicules, in:
UBIMOB, Bayonne, 1
155] P. Fan, |.G. Hara J Dillenburg, P.C. Nelson, Cluster- I.Jw framework in vehic-
1 , in: 4th International Conference, ADHOC-NOW, Proceed-

|156] lla, K. Sahu, A revies hicl le o ation protocols
WANETS, Int. ). ’\:I. Res. Comput. S February 2013)
157] Malla {. Sahu, Security attacks with an effective solution for Dos attacks
J. Comput. Appl. (155N O £ 66 (22) (2013).
158] L u Mlll:_'alln*' Dos JILm.Ia\ 2 vased authentication
ETs. IEEE Eng. (CSAE) 3 (2012) 261-265.




