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Abstract - The effective forensic investigation of a security
attack on a web application relies on the forensic readiness of the
web application system, supportive forensic tools, and skills of
the forensic investigator. Web application forensic readiness
incorporates evidence collection by enabling logging and the
evidence protection for those log files through techniques such as
permission settings in order to retain the integrity. Furthermore,
a forensic investigator should have a good comprehension of web
application functionality, web server architecture, and web
application security issues.

This paper focuses on a dictionary attack experiment against
Wordpress (a web application) administered by a persona named
Peter Quill (a fictitious character). The dictionary attack was
able to successfully guess the seven-character password used for
the persona’s user account. A set of techniques and tools are
critically analysed to determine whether they can be applicable to
the experiment scenario. The techniques mostly focus on
retrieving the log files from the web server, the application
server, the database server, and the web application itself, while
the tools deal with collecting, analysing, and presenting the log
file data.

Keywords—web forensics; dictionary attack; wordpress

I. INTRODUCTION

Password cracking attacks can be carried out through
different methods such as Dictionary attacks, Brute Force
attacks, and Rainbow Tables. All of them are generally a form
of password guessing attack wherein the perpetrator attempts to
infiltrate the system using sets of words derived from personal
knowledge of the user or existing dictionary sets used by
password cracking software such as John the Ripper and Cain
and Abel [16]. One of the major contributor to their
effectiveness is weak passwords utilized by users with their
online accounts. An analysis [15] conducted on password
strength in Greece shows that the average length is only seven
characters, which is relatively low compared to the
recommended 16 character passwords [5]. As a result, there are
several cases of login credential theft and is still growing [2].

Forensic investigation is highly essential process in
determining the evidence of unauthorized or criminal activity
[13]. In the domain of Web Applications, there can be several
ways to conduct a forensic investigation depending on the type
of (web) application framework, platform, database, and web
server. This paper specifically deals with Web Application
Forensics for a password cracking attack experiment targeting
Wordpress. Existing forensic tools and techniques from
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literature are critically analysed in conjunction with their
applicability this experiment/case. In addition, this paper can
also provide insights on how to implement a forensic ready
Wordpress system and how to carry out the investigation on
attacks on web applications.

This paper is structured as follows — the first section
provides a review of existing literature to provide a background
to concepts including attack types and the taxonomy and
requirements for Web Application Forensics. The next section
details the experimental setup and the results. Then, the next
section discusses techniques that can be used for forensic
investigations related to the experiment, which is followed by
several countermeasures to mitigate the attacks conducted in
the experiment. Lastly, the discussion section is followed by
conclusion.

II. BACKGROUND AND RELATED WORKS

A.  User Passwords

One factor that contributes to the effectiveness of the online
password cracking attack is the easily-guessed passwords of
the users. An analysis [15] of 19,000 actual passwords from
different datasets come up with factors that generally describe
that characteristics of the passwords such as the average length
of less than 7 characters and mostly alphanumeric characters
are used. Reuse of password across multiple websites which
can be of leverage to the perpetrators in password guessing [1].
A survey denotes that 43-51% of users use the same password
in their accounts on different websites. Thus, it is imperative
for users to have a different password for each website account.

Other studies emphasize more on increasing the password
strength to yield a highly complex password for attackers to
crack. A context free grammar (CFG) password [14] has a
minimum length of 8 characters, and some examples are
“123fatherabc”, “hyhycyhyh”, and “[a*b]-[a-b]”. However,
there is no actual experiment conducted to test the strength of
CFG password. Similar to having an easy memorization of
password, [3] suggest a technique that calculates password for
many accounts utilizing the strengthened cryptographic hash
function. The strength of this approach is that users should only
remember a single password for multiple websites through a
browser extension. This extension accepts the master password
and applies iterated hashing for the actual password input.
Password strength is further emphasized by [5] in a simulation
using seven password policies that can be imposed by the
administrator on the system. An experiment is conducted to
analyse the cracking using Weir-algorithm on 12,000
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passwords with different applied policies. The results yield that
basicl6 policy, which is composed of at least 16 character
passwords, is the most superior. Password policies are
incorporated on some well-known websites such as social,
blogging, email, shopping, and financial categories [1]. There
are similarities across social, blogging, and email websites
wherein majority implements a minimum of 6 and 8 character
password policy.

Another approach to password creation is by using
mnemonic passwords [6]. A survey is initiated to create a user
generated mnemonic passwords then it is compared with
control passwords. An example of mnemonic password
“SWMIMS$$!!” is based from a quote “Show me the money!”
of the Jerry Maguirre movie while a control password can be
“atreyu09” from the character “Atreyu of the Never Ending
Story II” movie. The result indicates that 11% out of 146
control passwords are cracked compared to only 4% of 144
mnemonic passwords. However, it is suggested to avoid
creating mnemonic phrases that are well-known in the internet.

B. Acquiring User Passwords

There are different methods to illegitimately acquire user
passwords such as phishing websites and online password
cracking attacks. Previous researchers [12] point out that
passwords can also be gathered by exploitation of the password
manager on the browser. An example is given in which a user
is directed to a fake login page after connecting to a rogue Wi-
Fi router. The login page is configured so that the password
manager automatically fills the username and password fields.

On other hand, online authentication attacks are carried out
by perpetrators that can be classified into four types based on
the information at hand [3].

1. Attackers with stolen username.

2. Attackers with stolen username and password.

3. Attackers with stolen user s cache from a compromised
machine.

4. Attackers with stolen cache and the website password.

This report focuses on the first type in which the correct
password needs to be guessed through different techniques.
Furthermore, attackers can compromise the passwords in four
ways [6].

1. By gathering sufficient details about users that can be
used to guess their passwords.

2. By social engineering to entice the users in disclosing
their usernames and/or passwords.

3. By stealing passwords through shoulder surfing or
spyware.

4. By using tools to crack passwords.

In one of the publications, online password cracking attacks
can be classified into two forms of attacks, namely brute force
and dictionary attacks [16]. In addition, [5] enumerate the
factors that affect the effectiveness of password guessing such
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as the resistance of the password to guessing and the
performance of password guessing attack.

C. Brute Force Attacks

This attack makes use of the possible combinations of the
supplied characters [14, 16]. For example, a brute force attack
with six character alphabets starts with ‘“aaaaaa” and
increments to “aaaaab”, “aaaaac”, “aaaaad” until “zzzzzz”.
Though these increments may vary depending on the
configuration of the attacker. Furthermore, a variety of
character sets can be used for this brute force attack such as
numeric, lower alphabet, lower alphabet with numeric, and
mix alphabet. In some cases, it can be more effective since
dictionary attacks use a list of words that only contains a
portion of the total words [16].

D. Dictionary Attacks

In conducting a dictionary attack, the perpetrator uses a list
of words, referred to as a dictionary that supposed to have the
target’s password. Some rules can be applied to the input
words such as capitalization, numeric prefixes, and replacing
character ‘a’ with ‘@’. The effectiveness of the dictionary
attack relies on the finite words it contains and the rules which
are incorporated. A large dictionary may increase the chance
of guessing the target password, but this can take more time to
process [16].

E. Digital Forensics Model

The aim of computer forensics is to use tools and
techniques to gather the evidences from a computer that are
related to the crime. The age of digitization continues to grow
and cybercrimes that are carried out are not any more limited
to computers, rather, they are also prevalent to digital devices.
A model is suggested [9] for digital forensic that includes nine
components, namely identification, preparation, approach
strategy, preservation, collection, examination, analysis,
presentation, and the return of evidences. This model creates a
standardized structure for the development of digital forensics
as well as it can be used by judicial members to relate
technology to non-technical individuals. However, the authors
also state that the model is too general and there is no simple
way to test the effectiveness of their method.

F.  Taxonomy of Digital Forensics

Password guessing attacks on websites can be traced using
Web Application forensics (WAF). It focuses on tracing back
to the origin of the perpetration using the footprints left by the
attacker. Web Application Forensics can be conducted through
both server-side and client-side depending on the nature of the
case. In addition, it is highly reliant on the log files from
different sources such as web browser, web server, and
database [7]. Web Application Forensics is also related to
other forensic investigation areas as shown on Figure 1. As an
example, WSF can also go hand-in-hand with Network
Forensic since network level equipment logs may also be
examined such as IP Routers, Intrusion Detection System, and
Firewalls. A taxonomy is proposed [7] wherein WAF and
Web Services Forensics (WSF) can be classified under Cloud-
Computing Forensics (CCF). Additionally, Operating System
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Forensics, Digital Image Forensics, Cloud-Computing
Forensics, and Network Forensics fall under Digital Forensics.
On the other hand, Web Services Forensics differs from Web
Application Forensics since it focuses more with the security
attacks on web services.

Digital
Forensics

Digital Image
Forensics (DIF)

Cloud-Computing Network Forensics
Forensics (CCF) (NF)

——

Web Services
Forensics (WSF)

Qperating Sys.
Forensics (OSF)

Web Applications
Forensics (WAF)

Fig. 1. Digital Forensics Taxonomy [7]

G. Web Application Forensics

The primary aim of Web Application Forensics is to trace
a security attack on a web application back to the perpetrator
who carried out the cybercrime [7]. However, one important
consideration is that there is a higher chance that the
compromised system should remain up and running since it is
a live website with active users that always access it. Though,
it still depends on the nature of the business and the case in
deciding whether a necessary downtime for investigation
should occur [17].

In addition, a conventional web application system involves
four components which are the web server, application server,
database server, and web application itself. The web server
processes requests and serves the web pages on the user’s
browser through HTTP while the web application server is
where the web application resides, which processes the
functions of the web page that are related with the business
logic and it also access the database server to read and write
information. These four components can be isolated in four
different physical servers or can also be in parallel with each
other in a single machine [17].

H. Requirements

According to [7], a web application system should be
forensically prepared by being capable of evidence collection
and evidence protection. For evidence collection, the logs
should be enabled and configured properly on the servers. The
evidence protection requires that the integrity of these logs
should be maintained by setting proper permissions on the log
files and keeping them out of reach of the perpetrators. A
forensic investigator should also be well equipped in terms of
skills to carry out the investigation. The sufficient
comprehension on the web application architecture, program
flow, functions, and the server components are also important
for the forensic investigator. The diversity of the web
applications in terms of which type of architecture is used
contributes to its high skill requirement for the forensic
investigator. The experiment includes a Wordpress application
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on top of a LAMP stack and this creates a need for the
investigator to have knowledge on Apache servers, PHP,
Linux, etc.

I Methodology
A proposed methodology [7] states that:

(a) Web Application should always be protected during a
forensic investigation from any manipulation or corruption of
data. This also includes the servers where the web application
is running.

(b) The forensic investigator should discover all the required
files for forensic investigation. These files can be the server
logs, server side scripts that are related to web application,
server configuration files, third part installed application logs,
and operating system logs.

(c) The collected data should be analysed using different
forensic tools to recreate the details of the cyber attack.

(d) After the event is successfully recreated, the investigator
can then summarize the findings, and make a log of all the
data and files extracted from the web application.

III. EXPERIMENT

A. Experimental Setup

The attack is carried out in a closed environment using a
local web server to host the target web application. The LAMP
stack that runs on the server includes Ubuntu Linux 15.04
(x64), Apache HTTP Server 2.4.12, MySQL 5.6.24, and PHP
5.5.24. This web server is targeted by a penetration testing
platform - Kali Linux (x64). The IP addresses are in the
private IPv4 range - 192.168.1.6 and 192.168.1.10 for the web
server and penetration testing system, respectively.

B.  Wordpress Application

Wordpress is an open source content management system
(CMS) which is primarily used for creating web sites and
blogs. Statistics indicate that 4.5% of all websites globally are
using Wordpress [4] and this contributes to why it is selected
for this demonstration. Wordpress 4.2.2 is installed on the web
server with the access uniform resource locator (URL) of
http://127.0.0.1/wordpress.

C. Persona

For the purposes of this experiment, a persona with the
name of Peter Quill is created. He is currently 32 years old and
works as an IT consultant. He likes to listen to music while
driving, specifically 1960s - 1970s rock genre. Peter decides to
publish his own blog site online using Wordpress since he
wants to express his insight on his favourite songs.

D. Passwords

Different sets of passwords are used to have a comparative
results based on the success and the process time of the
dictionary attack. These passwords are based from the
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recommendations of the related publications. In relevance with
the persona, the password is based on “I Want You Back”
song of The Jackson 5.

TABLE L. PASSWORDS BASED FROM THE PROPOSED TECHNIQUES OF
THE RELATED PUBLICATIONS
Password Type
jackson Default [1]
123jackson45 CFG [14]
iwantyoujackson5 basicl6 [5]
IWtYBk!! mnemonic [6]

E. Dictionary Attack

A dictionary is carried out using three widely used
dictionaries namely John the ripper (10,934 bytes) and Cain
and Abel (1,069,968 bytes) [11]. This attack is performed
using the WPScan application on Kali Linux that is
specifically designed to penctrate Wordpress. Moreover, the
penetration is initiated by retrieving usernames and Wordpress
vulnerability information prior to password cracking. The
target username is identified through the name of the persona,
Peter Quill, which is provided by the WPScan enumeration
function. This username is then supplied to the password
cracking parameter with the dictionary list file name.

F. Logging

The Apache server, by default, is generating access logs on
an access logs.txt file which can be used to trace back the
attack. Different parameters from the access logs can be
useful, such as the IP Address of the source, time stamp,
HTTP request method, and the access URL. After the
dictionary attack is performed, the access logs are checked. In
addition, a Wordpress plugin called WP Security Audit Log is
installed in Wordpress application to provide information
regarding the login attempts as well as the username being
used. In addition, this plugin can also provide details on the
activities of a specific user on the Wordpress website.

G. Results

The attack is initiated by identifying the target username prior
to the password cracking attack. This is done by using the
wpscan command found in Figure 2.

nutbutter |
admin o Sioguim |
pquill Quill |
pquill_cfg Quill |
pquill_ i Quill |
pquill_mn Quill |

|
+
|
|
|
|
|
|
+

Fig. 3. WPScan command to display all the usernames on the Wordpress
website
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Fig. 4. WPScan command for dictionary attack using John the Ripper word

list

Similarly Figure 3 lists all the usernames available on a
Wordpress application, including the administrator account.
The usernames are found under the Login column wherein
pquill is the user with the default password found in Table 1
and the remaining Peter Quill usernames follow the pquill
password type convention. Furthermore, the ID column is the
actual user ID that is used by the Wordpress database.

TABLE IL RESULTS OF DICTIONARY ATTACK USING “JOHN THE RIPPER
(JTR)” AND “CAIN AND ABLE (CAA)”

Dictionary Username Time Status
JTR Pquill 00:01:45 Success
JTR pquill cfg 00:04:10 Fail
JTR pquill basicl6 00:04:10 Fail
JTR pquill mnemonic 00:04:11 Fail
CAA Pquill 03:18:41 Success
CAA pquill cfg 06:38:55 Fail
CAA pquill basicl6 06:39:00 Fail
CAA pquill mnemonic 06:39:16 Fail

An example command in Figure 4 is used to execute the
dictionary attack on wuser pquill using John the Ripper
dictionary. With the knowledge of the usernames used by the
persona, remaining attacks are performed using the two
dictionaries on different password types as shown in Table 2.
It indicates that all the default alphabet password which is
“jackson” can be cracked by both dictionaries. On the other
hand, the dictionary attacks fail on the other password types
that implements password strengthening techniques.

Both the Apache access logs and Wordpress logs from the
plugin are checked after performing the dictionary attacks.
Figure 5 is the Apache access logs that shows the multiple
POST requests sent to the “wp-login.php” file. The parameters
that are included on the log are client IP address, server
timestamp, HTTP request, status code, and the size of the
response to the client. The logs from WP Security Audit Log in
Figure 5 also provide other information, such as the username
and the login status that are not present in the Apache access
logs.

IV. FORENSIC INVESTIGATION

This section discusses on the techniques that can be used
for the forensic investigation on the experiment, and focusing
on the log files. In analysing the log files, the following
patterns can be indicators of a suspicious activity:

e relatively long HTTP requests,

o files that are located outside of the web server root
directory,

e files that are located outside the web application
directory, and
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e unusual usage of HTTP methods such as HEAD, PUT
and PROPFIND.

A. Web Server
a) Apache Logs

For Apache logs, the configuration can be found in the
http.conf file. It can be used to change the default location and
the formatting of the log files. Similarly, it can also point to
the actual location of the logs. There are three kinds of logs
that can be retrieved for forensic analysis, which are the error
logs, module logs, and access logs. The error logs record all
error messages on the Apache server. The module logs are
records that are specific to the modules installed on the
Apache server. On the other hand, the access logs on Figure 5
contains HTTP requests that are going to the server, which
also means that brute force and dictionary attacks can be
traced using it. Figure 5 illustrates a sequence of multiple
POST requests on a Wordpress login file. These requests have
very short intervals which contribute to its suspicious
characteristics [17].

192.168.1.10 - - [18/Jul/2015:18:23:00 +1200] "POST /wordpress/wp-login.php HTTP/1.1" 200 3730
192.168.1.16 - - [18/Jul/2015:18:23:00 +1200] "POST /wordpress/wp-login.php HTTP/1.1" 260 3730
192.168.1.16 - - [18/Jul/2015: 180 +1200] "POST /wordpress/wp-login.php HTTP/1.1" 260 3736
192.168.1.16 - - [18/Jul/2615: +1280] "POST /wordpress/wp-login.php HTTP/1.1" 206 3730
192.168.1.16 - - [18/Jul/2615: +1280] "POST /wordpress/wp-login.php HTTP/1.1" 266 3730
192.168.1.16 - - [18/Jul/2615: +1280] "POST /wordpress/wp-login.php HTTP/1.1" 206 3730
192.168.1.10 - - [18/Jul/2615: +1280] "POST /wordpress/wp-login.php HTTP/1.1" 200 3730
192.168.1.10 - - [18/Jul/2015: . +1200] "POST /wordpress/wp-login.php HTTP/1.1" 200 3730
192.168.1.10 - - [18/Jul/2015:18:23:01 +1200] "POST /wordpress/wp-login.php HTTP/1.1" 200 3730
192.168.1.16 - - [18/Jul/2015:18:23:00 +1200] "POST /wordpress/wp-login.php HTTP/1.1" 260 3730
192.168.1.16 - - [18/Jul/2015:18:23:00 +12080] "POST /wordpress/wp-login.php HTTP/1.1" 260 3736
192.168.1.16 - - [18/Jul/2015: 180 +12080] "POST /wordpress/wp-login.php HTTP/1.1" 260 3736
192.168.1.16 - - [18/Jul/2615: +1280] "POST /wordpress/wp-login.php HTTP/1.1" 206 3730
192.168.1.16 - - [18/Jul/2615: +1280] "POST /wordpress/wp-login.php HTTP/1.1" 206 3730
192.168.1.10 - - [18/Jul/2615: +1280] "POST /wordpress/wp-login.php HTTP/1.1" 200 3730
192.168.1.10 - - [18/Jul/2015: +1200] "POST /wordpress/wp-login.php HTTP/1.1" 200 3730
192.168.1.10 - - [18/Jul/2015: +1200] "POST /wordpress/wp-login.php HTTP/1.1" 200 3730
192.168.1.10 - - [18/Jul/2015: +1200] "POST /wordpress/wp-login.php HTTP/1.1" 200 3730
192.168.1.16 - - [18/Jul/2015: +1200] "POST /wordpress/wp-login.php HTTP/1.1" 206 3730
192.168.1.16 - - [18/Jul/2015: +1280] "POST /wordpress/wp-login.php HTTP/1.1" 200 3730
192.168.1.16 - - [18/Jul/2615: +1280] "POST /wordpress/wp-login.php HTTP/1.1" 266 3730

Fig. 5. Apache acess logs after the Dictionary attack

B.  Application Server

The application servers can include logging mechanism that
records events such as application errors, loader problems,
unhandled exceptions, and application messages.

a) PHP Logs

The PHP application includes error logs which are stored
by default in the Aar/log/httpd/php error log directory.
However, this can be configured using the php.ini file which is
located on the /etc/php.ini [10]. PHP crash messages and errors
can be recorded in the error log. This is also used by the system
administrators to monitor the application server for the errors
that occur in the background while PHP is running. Another
helpful log is the system log are the system logs which includes
localised logging for a specific application. The files
incorporated on the system log can be err.log, warning.log,
info.log, and debug.log.

C. Database Server

Databases commonly have limited or even no logging
enabled by default, which poses a constraint for forensic
investigators. However, a table or data specific logging
capabilities can be implemented using database triggers [17].
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a) MySQL

MySQL stores five kinds of logs which are the error log,
general query log, binary log, relay log, and slow query log.
The error log contains details on the issues encountered during
the start, run, and stop the operations of the MySQL database.
The general query log includes the successful client
connection and the SQL statements from the users. On the
other hand, the binary log have the records the statements that
updates the data and the relay log writes the changes on the
data received from a replication server. Finally, the slow query
long is useful for the forensic investigator since it includes
queries that takes more time to execute, which can pertain to
suspicious activities [8].

D. Web Application

Application logs can yield important information for
forensic investigation, such as the detailed knowledge of the
business logic. The forensic investigator should also seek
assistance from developers and administrators who have
knowledge on the web application. The information that can
be retrieved are the location and format of the application logs,
messages on the logs that can be considered as suspicious, and
how long the logs are stored [17].

a) Wordpress logs

The Wordpress application can have debug logs when WP
DEBUG is set to true. When enabled, all errors are stored in a
debug log file within the /wp-content directory. This can be
helpful for the forensic investigator to see all the background
notices generated from AJAX requests and cron jobs [18]. In
addition, Wordpress plugins that offers logging capabilities
can also be used to retrieve events within the application.
Figure 6 shows an example of login events that are recorded
using a Wordpress plugin.

1000 (1] 2015-07-18 192.168.1.10 Successfully logged in
06:55:52.461 PM

1002 2015-07-18 192.168.1.10 10+ failed login(s) detected
06:54:26.390 PM

1002 2015-07-18 192.168.1.10 10+ failed login(s) detected
06:54:23.843 PM

1002 2015-07-18 192.168.1.10 10+ failed login(s) detected
06:54:22.435 PM

1002 2015-07-18 e 192.168.1.10 1 failed login(s) detected
06:54:15.887 PM o

Fig. 6. Wordpress audit logs after the dictionary attack

V. COUNTERMEASURES

The following countermeasures can be applied to mitigate the
demonstrated dictionary attack on Wordpress. In some cases,
these countermeasures are also applicable for other types of
web applications.

A. Lockout system

There can be multiple solutions to protect a website from
password cracking attacks. A lockout system allows a fixed
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number of password entry mistakes before the website login is
locked for a period of time or even permanently [16].

The attacker can only have limited amount of guesses
before the system denies his/her login. Furthermore, several
existing plugins are available to equip Wordpress with this
functionality such as WordFence, Bullet Proof Security, and
All-in-One WP Security and Firewall. Some plugins also
allow the authorized user to set the maximum failed login
attempts before denying access.

B.  Multi-factor Authentication

Multi-factor authentication is also another feature that is
also offered by Wordpress plugins such as WordFence and
iThemes Security (formerly Better WP Security). WordFence
enables Wordpress users to have a two-factor authentication
through SMS. This countermeasure is highly effective against
dictionary and brute force attacks because in addition to
username and password requirement, it adds another element
in the authentication which is a code that is only visible to the
user’s device where the authentication SMS is sent.

C. Strong Passwords

Strengthening the passwords is the fastest countermeasure
against password cracking attacks. This solely relies on the
user and his/her knowledge of the techniques to attain a highly
difficult to crack passwords. Some techniques are used for the
dictionary attack demonstration namely CFG, basicl6, and
mnemonic. These techniques are proven to be effective since
the strengthened passwords don’t exist in the two dictionaries
used in the demonstration. Furthermore, using a longer
password approach is recommended such as the basicl6
policy. Not only it increases the complexity of the password
cracking attack, it also requires a dictionary that contains more
than 16 characters which takes a relatively longer time to
execute.

D. Associated Names

The demonstration shows that WPScan is able to extract
both username and full name associated with the account
(Figure 3). Full names can be used by the perpetrator by
conducting web searches to gain more information about a
specific user. These information can be used to construct a
wordlist dedicated only for a specific account. Thus, not using
real names on the Wordpress account can reduce the chance of
the attacker in acquiring more information about the user.

VI. DISCUSSION

The dictionary attack demonstrates the vulnerability of a
fresh Wordpress installation. The usernames can easily be
enumerated using the WPScan application. In addition, actual
first name and last name are also disclosed in which this
information can be used by the perpetrator for a more
sophisticated password cracking attack. The John the Ripper
and Cain and Abel dictionaries are used to crack the different
types of passwords based on the password strengthening
technique. The results indicate that the two well-known
dictionaries fail to crack the strengthened password, however,
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they are able to identify the default password which is a lower
case alphabet string (jackson”).

There are other well-known dictionaries that contain
bigger word lists and some focus more on specific genres [11].
One factor that needs to be considered is the time it takes to
perform the attack. A larger size dictionary can take more time
as shown in the demonstration wherein Cain and Abel took
almost seven hours to complete while John the Ripper finishes
in about four minutes. Well-known dictionaries are useful if
the perpetrator have no personal information about the target
user. However, if background knowledge exists, some
techniques can be applicable such as applying rules to the
dictionary or using a word list that are generated from music
category. Brute force attack can also be carried out using the
phrases ”’1 Want You Back” and “Jackson 5” on the word list
with a minimum character of six based on the Wordpress
password policy.

The demonstration also describes how to trace the attack
by analysing the Apache access logs and the logs from WP
Security Audit Log. The Apache access logs reveal that there
are POST requests in the wordpress/wp-login.php path which
signifies a Wordpress login activity. However, this is
considered to be an anomaly because of the consecutive
requests with an interval of less than a second. Another factor
that contributes to the abnormal login behaviour is that these
request are coming from a single client IP address. In addition
to the Apache access logs, other necessary information to
describe the attack is retrieved from the install Wordpress
plugin to generate authentication logs. It shows that the failed
login attempts are targeting the user “Peter Quill” that occur in
the similar time frame of the consecutive login requests on the
Apache access logs.

VII. CONCLUSION

Website authentication is susceptible to different forms of
password guessing attacks such as dictionary and brute force.
An attack is simulated to further explain how a dictionary
attack is carried out to penetrate the Wordpress authentication.
The attacker needs to identify the username before attempting
to guess the password. Moreover, acquiring personal
information may also be helpful for an effective password
guessing. The demonstrated dictionary attack proves that
using a lower case alphabet password with only seven
characters can easily be cracked by well-known dictionaries
that are available online. On the other hand, applying
password strengthening techniques proposed by the reviewed
publications can effectively mitigate the attack. In addition,
increasing the number of characters used in the password can
be very difficult and time consuming to crack. There are also
countermeasures that can be applied on Wordpress such as
lockout system, multi-factor authentication, strong passwords,
and by avoiding the use of real names. These countermeasures
are easily available on Wordpress plugins such as WordFence.
Access logs can also be useful in performing forensics because
it contains useful details such as timestamp, source IP address
of the attack, target username and number of attempts. The
comparison of the effectiveness for each password
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strengthening technique is not highlighted in this report which
can also be a basis for future work. Furthermore, this report
only simulates a simple dictionary attack without any specific
rules applied. Additional work can be done by attempting
more sophisticated dictionary attacks with a larger word list
and also a brute force attack using the known phrase of the
persona.

To have an effective forensic investigation on the case of a
dictionary attack against the Wordpress web application, log
files on the server should be properly configured and kept
protected. The forensic investigator should also have sufficient
skills to conduct the investigation as well as knowledge on the
architecture and business logic of the web application. Web
forensic mostly focuses on retrieving and analysing logs from
web server, application server, database server, and Wordpress
application.

REFERENCES

[1] A. Das, J. Bonneau, M. Caesar, N. Borisov and X. Wang, 'The Tangled
Web of Password Reuse', Symposium on Network and Distributed
System Security (NDSS), 2014.

[2] D. Gillman, Y. Lin, B. Maggs and R. K. Sitaraman, 'Protecting Websites
from Attack with Secure Delivery Networks', Computer, vol. 48, no. 4,
pp. 26 - 34, 2015.

[3] J. A. Halderman, B. Waters and E. W. Felten, 'A convenient method for
securely managing passwords', In Proceedings of the 14th international
conference on World Wide Web, pp. 471-479, 2005.

[4] K. K, '[Infographic] WordPress 4.1 Gets Roughly 1 Million Downloads
Every Two Days + Other Mesmerizing WordPress Stats', 2015.
[Online].  Available:  http:/www.codeinwp.com/blog/mesmerizing-
wordpress-stats/.

[5] P.G.Kelley, S. Komandur, . M. L. Mazurek, . R. Shay, . T. V. L. Bauer,
N. Christin, L. F. Cranor and J. Lope, 'Guess Again (and Again and
Again): Measuring Password Strength by Simulating Password-
Cracking Algorithms', in Security and Privacy (SP), 2012 IEEE
Symposium on, San Francisco, CA, 2012.

[6] C.Kuo, S. Romanosky and L. F. Cranor, 'Human selection of mnemonic
phrase-based passwords', In Proceedings of the second symposium on
Usable privacy and security, pp. 67-78, 2006.

[7]1 A. Lazzez and T. Slimani, 'Forensics Investigation of Web Application
Security Attacks', International Journal of Computer Network and
Information Security (IJCNIS), vol. 7, no. 3, p. 10, 2015.

[8] MySQL, '5.2 MySQL Server Logs', 2015. [Online]. Available:
https://dev.mysql.com/doc/refman/5.0/en/server-logs.html.

[91 M. Reith, C. Carr and G. Gunsch, 'An examination of digital forensic
models', International Journal of Digital Evidence, vol. 1, no. 3, p. 1-
12,2002.

[10] I Sanosyan, 'Getting the Most Out of Your PHP Log Files: A Practical
Guide', 2015. [Online]. Available: http://www.toptal.com/php/getting-
the-most-out-of-your-log-files-a-practical-guide.

[11] Skullsecurity, 'Passwords', 2015. [Online].
https://wiki.skullsecurity.org/Passwords.

[12] D. Silver, S. Jana, D. Boneh, E. Chen and C. Jackson, 'Password
Managers: Attacks and Defenses', In Proceedings of the 23rd Usenix
Security Symposium, 2014.

Available:

[13] M. Taylor, J. Haggerty, D. Gresty and D. Lamb, 'Forensics investigation
challenges in cloud computing environments', Network Security, vol.
2011, no. 3, p. 4-10, 2011.

[14] S. Vaithyasubramanian and A. Christy, 'An Anaysis of CFG Password
Against Brute Force Attack for Web Applications', Contemporary
Engineeri, vol. 8, no. 9, pp. 367 - 374, 2015.

[15] A. G. Voyiatzis, C. A. Fidas, D. N. Serpanos and N. M. Avouris, 'An
Empirical Study on the Web Password Strength in Greece', in
Informatics (PCI), 2011 15th Panhellenic Conference on, Kastonia,
2011.

ISBN: 978-1-4673-6988-6 ©2015 IEEE

[16] C. M. Weir, ‘Using probabilistic techniques to aid in password cracking
attacks’, Electronic Theses, Treatises and Dissertations, Tallahassee,
Florida, 2010.

[17] C. Willis and R. Belani, '"Web Application Incident Response &
Forensics', Black Hat Briefings USA 2006, 2006.

[18] Wordpress, 'Debugging in WordPress', 2015. [Online]. Available:
https://codex.wordpress.org/Debugging_in_WordPress.

164




<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /None
  /Binding /Left
  /CalGrayProfile (Gray Gamma 2.2)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Error
  /CompatibilityLevel 1.7
  /CompressObjects /Off
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /DetectCurves 0.0000
  /ColorConversionStrategy /LeaveColorUnchanged
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams true
  /MaxSubsetPct 100
  /Optimize true
  /OPM 0
  /ParseDSCComments false
  /ParseDSCCommentsForDocInfo false
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo false
  /PreserveFlatness true
  /PreserveHalftoneInfo true
  /PreserveOPIComments false
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Remove
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
    /AbadiMT-CondensedLight
    /ACaslon-Italic
    /ACaslon-Regular
    /ACaslon-Semibold
    /ACaslon-SemiboldItalic
    /AdobeArabic-Bold
    /AdobeArabic-BoldItalic
    /AdobeArabic-Italic
    /AdobeArabic-Regular
    /AdobeHebrew-Bold
    /AdobeHebrew-BoldItalic
    /AdobeHebrew-Italic
    /AdobeHebrew-Regular
    /AdobeHeitiStd-Regular
    /AdobeMingStd-Light
    /AdobeMyungjoStd-Medium
    /AdobePiStd
    /AdobeSansMM
    /AdobeSerifMM
    /AdobeSongStd-Light
    /AdobeThai-Bold
    /AdobeThai-BoldItalic
    /AdobeThai-Italic
    /AdobeThai-Regular
    /AGaramond-Bold
    /AGaramond-BoldItalic
    /AGaramond-Italic
    /AGaramond-Regular
    /AGaramond-Semibold
    /AGaramond-SemiboldItalic
    /AgencyFB-Bold
    /AgencyFB-Reg
    /AGOldFace-Outline
    /AharoniBold
    /Algerian
    /Americana
    /Americana-ExtraBold
    /AndaleMono
    /AndaleMonoIPA
    /AngsanaNew
    /AngsanaNew-Bold
    /AngsanaNew-BoldItalic
    /AngsanaNew-Italic
    /AngsanaUPC
    /AngsanaUPC-Bold
    /AngsanaUPC-BoldItalic
    /AngsanaUPC-Italic
    /Anna
    /ArialAlternative
    /ArialAlternativeSymbol
    /Arial-Black
    /Arial-BlackItalic
    /Arial-BoldItalicMT
    /Arial-BoldMT
    /Arial-ItalicMT
    /ArialMT
    /ArialMT-Black
    /ArialNarrow
    /ArialNarrow-Bold
    /ArialNarrow-BoldItalic
    /ArialNarrow-Italic
    /ArialRoundedMTBold
    /ArialUnicodeMS
    /ArrusBT-Bold
    /ArrusBT-BoldItalic
    /ArrusBT-Italic
    /ArrusBT-Roman
    /AvantGarde-Book
    /AvantGarde-BookOblique
    /AvantGarde-Demi
    /AvantGarde-DemiOblique
    /AvantGardeITCbyBT-Book
    /AvantGardeITCbyBT-BookOblique
    /BakerSignet
    /BankGothicBT-Medium
    /Barmeno-Bold
    /Barmeno-ExtraBold
    /Barmeno-Medium
    /Barmeno-Regular
    /Baskerville
    /BaskervilleBE-Italic
    /BaskervilleBE-Medium
    /BaskervilleBE-MediumItalic
    /BaskervilleBE-Regular
    /Baskerville-Bold
    /Baskerville-BoldItalic
    /Baskerville-Italic
    /BaskOldFace
    /Batang
    /BatangChe
    /Bauhaus93
    /Bellevue
    /BellGothicStd-Black
    /BellGothicStd-Bold
    /BellGothicStd-Light
    /BellMT
    /BellMTBold
    /BellMTItalic
    /BerlingAntiqua-Bold
    /BerlingAntiqua-BoldItalic
    /BerlingAntiqua-Italic
    /BerlingAntiqua-Roman
    /BerlinSansFB-Bold
    /BerlinSansFBDemi-Bold
    /BerlinSansFB-Reg
    /BernardMT-Condensed
    /BernhardModernBT-Bold
    /BernhardModernBT-BoldItalic
    /BernhardModernBT-Italic
    /BernhardModernBT-Roman
    /BiffoMT
    /BinnerD
    /BinnerGothic
    /BlackadderITC-Regular
    /Blackoak
    /blex
    /blsy
    /Bodoni
    /Bodoni-Bold
    /Bodoni-BoldItalic
    /Bodoni-Italic
    /BodoniMT
    /BodoniMTBlack
    /BodoniMTBlack-Italic
    /BodoniMT-Bold
    /BodoniMT-BoldItalic
    /BodoniMTCondensed
    /BodoniMTCondensed-Bold
    /BodoniMTCondensed-BoldItalic
    /BodoniMTCondensed-Italic
    /BodoniMT-Italic
    /BodoniMTPosterCompressed
    /Bodoni-Poster
    /Bodoni-PosterCompressed
    /BookAntiqua
    /BookAntiqua-Bold
    /BookAntiqua-BoldItalic
    /BookAntiqua-Italic
    /Bookman-Demi
    /Bookman-DemiItalic
    /Bookman-Light
    /Bookman-LightItalic
    /BookmanOldStyle
    /BookmanOldStyle-Bold
    /BookmanOldStyle-BoldItalic
    /BookmanOldStyle-Italic
    /BookshelfSymbolOne-Regular
    /BookshelfSymbolSeven
    /BookshelfSymbolThree-Regular
    /BookshelfSymbolTwo-Regular
    /Botanical
    /Boton-Italic
    /Boton-Medium
    /Boton-MediumItalic
    /Boton-Regular
    /Boulevard
    /BradleyHandITC
    /Braggadocio
    /BritannicBold
    /Broadway
    /BrowalliaNew
    /BrowalliaNew-Bold
    /BrowalliaNew-BoldItalic
    /BrowalliaNew-Italic
    /BrowalliaUPC
    /BrowalliaUPC-Bold
    /BrowalliaUPC-BoldItalic
    /BrowalliaUPC-Italic
    /BrushScript
    /BrushScriptMT
    /CaflischScript-Bold
    /CaflischScript-Regular
    /Calibri
    /Calibri-Bold
    /Calibri-BoldItalic
    /Calibri-Italic
    /CalifornianFB-Bold
    /CalifornianFB-Italic
    /CalifornianFB-Reg
    /CalisMTBol
    /CalistoMT
    /CalistoMT-BoldItalic
    /CalistoMT-Italic
    /Cambria
    /Cambria-Bold
    /Cambria-BoldItalic
    /Cambria-Italic
    /CambriaMath
    /Candara
    /Candara-Bold
    /Candara-BoldItalic
    /Candara-Italic
    /Carta
    /CaslonOpenfaceBT-Regular
    /Castellar
    /CastellarMT
    /Centaur
    /Centaur-Italic
    /Century
    /CenturyGothic
    /CenturyGothic-Bold
    /CenturyGothic-BoldItalic
    /CenturyGothic-Italic
    /CenturySchL-Bold
    /CenturySchL-BoldItal
    /CenturySchL-Ital
    /CenturySchL-Roma
    /CenturySchoolbook
    /CenturySchoolbook-Bold
    /CenturySchoolbook-BoldItalic
    /CenturySchoolbook-Italic
    /CGTimes-Bold
    /CGTimes-BoldItalic
    /CGTimes-Italic
    /CGTimes-Regular
    /CharterBT-Bold
    /CharterBT-BoldItalic
    /CharterBT-Italic
    /CharterBT-Roman
    /CheltenhamITCbyBT-Bold
    /CheltenhamITCbyBT-BoldItalic
    /CheltenhamITCbyBT-Book
    /CheltenhamITCbyBT-BookItalic
    /Chiller-Regular
    /Cmb10
    /CMB10
    /Cmbsy10
    /CMBSY10
    /CMBSY5
    /CMBSY6
    /CMBSY7
    /CMBSY8
    /CMBSY9
    /Cmbx10
    /CMBX10
    /Cmbx12
    /CMBX12
    /Cmbx5
    /CMBX5
    /Cmbx6
    /CMBX6
    /Cmbx7
    /CMBX7
    /Cmbx8
    /CMBX8
    /Cmbx9
    /CMBX9
    /Cmbxsl10
    /CMBXSL10
    /Cmbxti10
    /CMBXTI10
    /Cmcsc10
    /CMCSC10
    /Cmcsc8
    /CMCSC8
    /Cmcsc9
    /CMCSC9
    /Cmdunh10
    /CMDUNH10
    /Cmex10
    /CMEX10
    /CMEX7
    /CMEX8
    /CMEX9
    /Cmff10
    /CMFF10
    /Cmfi10
    /CMFI10
    /Cmfib8
    /CMFIB8
    /Cminch
    /CMINCH
    /Cmitt10
    /CMITT10
    /Cmmi10
    /CMMI10
    /Cmmi12
    /CMMI12
    /Cmmi5
    /CMMI5
    /Cmmi6
    /CMMI6
    /Cmmi7
    /CMMI7
    /Cmmi8
    /CMMI8
    /Cmmi9
    /CMMI9
    /Cmmib10
    /CMMIB10
    /CMMIB5
    /CMMIB6
    /CMMIB7
    /CMMIB8
    /CMMIB9
    /Cmr10
    /CMR10
    /Cmr12
    /CMR12
    /Cmr17
    /CMR17
    /Cmr5
    /CMR5
    /Cmr6
    /CMR6
    /Cmr7
    /CMR7
    /Cmr8
    /CMR8
    /Cmr9
    /CMR9
    /Cmsl10
    /CMSL10
    /Cmsl12
    /CMSL12
    /Cmsl8
    /CMSL8
    /Cmsl9
    /CMSL9
    /Cmsltt10
    /CMSLTT10
    /Cmss10
    /CMSS10
    /Cmss12
    /CMSS12
    /Cmss17
    /CMSS17
    /Cmss8
    /CMSS8
    /Cmss9
    /CMSS9
    /Cmssbx10
    /CMSSBX10
    /Cmssdc10
    /CMSSDC10
    /Cmssi10
    /CMSSI10
    /Cmssi12
    /CMSSI12
    /Cmssi17
    /CMSSI17
    /Cmssi8
    /CMSSI8
    /Cmssi9
    /CMSSI9
    /Cmssq8
    /CMSSQ8
    /Cmssqi8
    /CMSSQI8
    /Cmsy10
    /CMSY10
    /Cmsy5
    /CMSY5
    /Cmsy6
    /CMSY6
    /Cmsy7
    /CMSY7
    /Cmsy8
    /CMSY8
    /Cmsy9
    /CMSY9
    /Cmtcsc10
    /CMTCSC10
    /Cmtex10
    /CMTEX10
    /Cmtex8
    /CMTEX8
    /Cmtex9
    /CMTEX9
    /Cmti10
    /CMTI10
    /Cmti12
    /CMTI12
    /Cmti7
    /CMTI7
    /Cmti8
    /CMTI8
    /Cmti9
    /CMTI9
    /Cmtt10
    /CMTT10
    /Cmtt12
    /CMTT12
    /Cmtt8
    /CMTT8
    /Cmtt9
    /CMTT9
    /Cmu10
    /CMU10
    /Cmvtt10
    /CMVTT10
    /ColonnaMT
    /Colossalis-Bold
    /ComicSansMS
    /ComicSansMS-Bold
    /Consolas
    /Consolas-Bold
    /Consolas-BoldItalic
    /Consolas-Italic
    /Constantia
    /Constantia-Bold
    /Constantia-BoldItalic
    /Constantia-Italic
    /CooperBlack
    /CopperplateGothic-Bold
    /CopperplateGothic-Light
    /Copperplate-ThirtyThreeBC
    /Corbel
    /Corbel-Bold
    /Corbel-BoldItalic
    /Corbel-Italic
    /CordiaNew
    /CordiaNew-Bold
    /CordiaNew-BoldItalic
    /CordiaNew-Italic
    /CordiaUPC
    /CordiaUPC-Bold
    /CordiaUPC-BoldItalic
    /CordiaUPC-Italic
    /Courier
    /Courier-Bold
    /Courier-BoldOblique
    /CourierNewPS-BoldItalicMT
    /CourierNewPS-BoldMT
    /CourierNewPS-ItalicMT
    /CourierNewPSMT
    /Courier-Oblique
    /CourierStd
    /CourierStd-Bold
    /CourierStd-BoldOblique
    /CourierStd-Oblique
    /CourierX-Bold
    /CourierX-BoldOblique
    /CourierX-Oblique
    /CourierX-Regular
    /CreepyRegular
    /CurlzMT
    /David-Bold
    /David-Reg
    /DavidTransparent
    /Dcb10
    /Dcbx10
    /Dcbxsl10
    /Dcbxti10
    /Dccsc10
    /Dcitt10
    /Dcr10
    /Desdemona
    /DilleniaUPC
    /DilleniaUPCBold
    /DilleniaUPCBoldItalic
    /DilleniaUPCItalic
    /Dingbats
    /DomCasual
    /Dotum
    /DotumChe
    /EdwardianScriptITC
    /Elephant-Italic
    /Elephant-Regular
    /EngraversGothicBT-Regular
    /EngraversMT
    /EraserDust
    /ErasITC-Bold
    /ErasITC-Demi
    /ErasITC-Light
    /ErasITC-Medium
    /ErieBlackPSMT
    /ErieLightPSMT
    /EriePSMT
    /EstrangeloEdessa
    /Euclid
    /Euclid-Bold
    /Euclid-BoldItalic
    /EuclidExtra
    /EuclidExtra-Bold
    /EuclidFraktur
    /EuclidFraktur-Bold
    /Euclid-Italic
    /EuclidMathOne
    /EuclidMathOne-Bold
    /EuclidMathTwo
    /EuclidMathTwo-Bold
    /EuclidSymbol
    /EuclidSymbol-Bold
    /EuclidSymbol-BoldItalic
    /EuclidSymbol-Italic
    /EucrosiaUPC
    /EucrosiaUPCBold
    /EucrosiaUPCBoldItalic
    /EucrosiaUPCItalic
    /EUEX10
    /EUEX7
    /EUEX8
    /EUEX9
    /EUFB10
    /EUFB5
    /EUFB7
    /EUFM10
    /EUFM5
    /EUFM7
    /EURB10
    /EURB5
    /EURB7
    /EURM10
    /EURM5
    /EURM7
    /EuroMono-Bold
    /EuroMono-BoldItalic
    /EuroMono-Italic
    /EuroMono-Regular
    /EuroSans-Bold
    /EuroSans-BoldItalic
    /EuroSans-Italic
    /EuroSans-Regular
    /EuroSerif-Bold
    /EuroSerif-BoldItalic
    /EuroSerif-Italic
    /EuroSerif-Regular
    /EuroSig
    /EUSB10
    /EUSB5
    /EUSB7
    /EUSM10
    /EUSM5
    /EUSM7
    /FelixTitlingMT
    /Fences
    /FencesPlain
    /FigaroMT
    /FixedMiriamTransparent
    /FootlightMTLight
    /Formata-Italic
    /Formata-Medium
    /Formata-MediumItalic
    /Formata-Regular
    /ForteMT
    /FranklinGothic-Book
    /FranklinGothic-BookItalic
    /FranklinGothic-Demi
    /FranklinGothic-DemiCond
    /FranklinGothic-DemiItalic
    /FranklinGothic-Heavy
    /FranklinGothic-HeavyItalic
    /FranklinGothicITCbyBT-Book
    /FranklinGothicITCbyBT-BookItal
    /FranklinGothicITCbyBT-Demi
    /FranklinGothicITCbyBT-DemiItal
    /FranklinGothic-Medium
    /FranklinGothic-MediumCond
    /FranklinGothic-MediumItalic
    /FrankRuehl
    /FreesiaUPC
    /FreesiaUPCBold
    /FreesiaUPCBoldItalic
    /FreesiaUPCItalic
    /FreestyleScript-Regular
    /FrenchScriptMT
    /Frutiger-Black
    /Frutiger-BlackCn
    /Frutiger-BlackItalic
    /Frutiger-Bold
    /Frutiger-BoldCn
    /Frutiger-BoldItalic
    /Frutiger-Cn
    /Frutiger-ExtraBlackCn
    /Frutiger-Italic
    /Frutiger-Light
    /Frutiger-LightCn
    /Frutiger-LightItalic
    /Frutiger-Roman
    /Frutiger-UltraBlack
    /Futura-Bold
    /Futura-BoldOblique
    /Futura-Book
    /Futura-BookOblique
    /FuturaBT-Bold
    /FuturaBT-BoldItalic
    /FuturaBT-Book
    /FuturaBT-BookItalic
    /FuturaBT-Medium
    /FuturaBT-MediumItalic
    /Futura-Light
    /Futura-LightOblique
    /GalliardITCbyBT-Bold
    /GalliardITCbyBT-BoldItalic
    /GalliardITCbyBT-Italic
    /GalliardITCbyBT-Roman
    /Garamond
    /Garamond-Bold
    /Garamond-BoldCondensed
    /Garamond-BoldCondensedItalic
    /Garamond-BoldItalic
    /Garamond-BookCondensed
    /Garamond-BookCondensedItalic
    /Garamond-Italic
    /Garamond-LightCondensed
    /Garamond-LightCondensedItalic
    /Gautami
    /GeometricSlab703BT-Light
    /GeometricSlab703BT-LightItalic
    /Georgia
    /Georgia-Bold
    /Georgia-BoldItalic
    /Georgia-Italic
    /GeorgiaRef
    /Giddyup
    /Giddyup-Thangs
    /Gigi-Regular
    /GillSans
    /GillSans-Bold
    /GillSans-BoldItalic
    /GillSans-Condensed
    /GillSans-CondensedBold
    /GillSans-Italic
    /GillSans-Light
    /GillSans-LightItalic
    /GillSansMT
    /GillSansMT-Bold
    /GillSansMT-BoldItalic
    /GillSansMT-Condensed
    /GillSansMT-ExtraCondensedBold
    /GillSansMT-Italic
    /GillSans-UltraBold
    /GillSans-UltraBoldCondensed
    /GloucesterMT-ExtraCondensed
    /Gothic-Thirteen
    /GoudyOldStyleBT-Bold
    /GoudyOldStyleBT-BoldItalic
    /GoudyOldStyleBT-Italic
    /GoudyOldStyleBT-Roman
    /GoudyOldStyleT-Bold
    /GoudyOldStyleT-Italic
    /GoudyOldStyleT-Regular
    /GoudyStout
    /GoudyTextMT-LombardicCapitals
    /GSIDefaultSymbols
    /Gulim
    /GulimChe
    /Gungsuh
    /GungsuhChe
    /Haettenschweiler
    /HarlowSolid
    /Harrington
    /Helvetica
    /Helvetica-Black
    /Helvetica-BlackOblique
    /Helvetica-Bold
    /Helvetica-BoldOblique
    /Helvetica-Condensed
    /Helvetica-Condensed-Black
    /Helvetica-Condensed-BlackObl
    /Helvetica-Condensed-Bold
    /Helvetica-Condensed-BoldObl
    /Helvetica-Condensed-Light
    /Helvetica-Condensed-LightObl
    /Helvetica-Condensed-Oblique
    /Helvetica-Fraction
    /Helvetica-Narrow
    /Helvetica-Narrow-Bold
    /Helvetica-Narrow-BoldOblique
    /Helvetica-Narrow-Oblique
    /Helvetica-Oblique
    /HighTowerText-Italic
    /HighTowerText-Reg
    /Humanist521BT-BoldCondensed
    /Humanist521BT-Light
    /Humanist521BT-LightItalic
    /Humanist521BT-RomanCondensed
    /Imago-ExtraBold
    /Impact
    /ImprintMT-Shadow
    /InformalRoman-Regular
    /IrisUPC
    /IrisUPCBold
    /IrisUPCBoldItalic
    /IrisUPCItalic
    /Ironwood
    /ItcEras-Medium
    /ItcKabel-Bold
    /ItcKabel-Book
    /ItcKabel-Demi
    /ItcKabel-Medium
    /ItcKabel-Ultra
    /JasmineUPC
    /JasmineUPC-Bold
    /JasmineUPC-BoldItalic
    /JasmineUPC-Italic
    /JoannaMT
    /JoannaMT-Italic
    /Jokerman-Regular
    /JuiceITC-Regular
    /Kartika
    /Kaufmann
    /KaufmannBT-Bold
    /KaufmannBT-Regular
    /KidTYPEPaint
    /KinoMT
    /KodchiangUPC
    /KodchiangUPC-Bold
    /KodchiangUPC-BoldItalic
    /KodchiangUPC-Italic
    /KorinnaITCbyBT-Regular
    /KozGoProVI-Medium
    /KozMinProVI-Regular
    /KristenITC-Regular
    /KunstlerScript
    /Latha
    /LatinWide
    /LetterGothic
    /LetterGothic-Bold
    /LetterGothic-BoldOblique
    /LetterGothic-BoldSlanted
    /LetterGothicMT
    /LetterGothicMT-Bold
    /LetterGothicMT-BoldOblique
    /LetterGothicMT-Oblique
    /LetterGothic-Slanted
    /LetterGothicStd
    /LetterGothicStd-Bold
    /LetterGothicStd-BoldSlanted
    /LetterGothicStd-Slanted
    /LevenimMT
    /LevenimMTBold
    /LilyUPC
    /LilyUPCBold
    /LilyUPCBoldItalic
    /LilyUPCItalic
    /Lithos-Black
    /Lithos-Regular
    /LotusWPBox-Roman
    /LotusWPIcon-Roman
    /LotusWPIntA-Roman
    /LotusWPIntB-Roman
    /LotusWPType-Roman
    /LucidaBright
    /LucidaBright-Demi
    /LucidaBright-DemiItalic
    /LucidaBright-Italic
    /LucidaCalligraphy-Italic
    /LucidaConsole
    /LucidaFax
    /LucidaFax-Demi
    /LucidaFax-DemiItalic
    /LucidaFax-Italic
    /LucidaHandwriting-Italic
    /LucidaSans
    /LucidaSans-Demi
    /LucidaSans-DemiItalic
    /LucidaSans-Italic
    /LucidaSans-Typewriter
    /LucidaSans-TypewriterBold
    /LucidaSans-TypewriterBoldOblique
    /LucidaSans-TypewriterOblique
    /LucidaSansUnicode
    /Lydian
    /Magneto-Bold
    /MaiandraGD-Regular
    /Mangal-Regular
    /Map-Symbols
    /MathA
    /MathB
    /MathC
    /Mathematica1
    /Mathematica1-Bold
    /Mathematica1Mono
    /Mathematica1Mono-Bold
    /Mathematica2
    /Mathematica2-Bold
    /Mathematica2Mono
    /Mathematica2Mono-Bold
    /Mathematica3
    /Mathematica3-Bold
    /Mathematica3Mono
    /Mathematica3Mono-Bold
    /Mathematica4
    /Mathematica4-Bold
    /Mathematica4Mono
    /Mathematica4Mono-Bold
    /Mathematica5
    /Mathematica5-Bold
    /Mathematica5Mono
    /Mathematica5Mono-Bold
    /Mathematica6
    /Mathematica6Bold
    /Mathematica6Mono
    /Mathematica6MonoBold
    /Mathematica7
    /Mathematica7Bold
    /Mathematica7Mono
    /Mathematica7MonoBold
    /MatisseITC-Regular
    /MaturaMTScriptCapitals
    /Mesquite
    /Mezz-Black
    /Mezz-Regular
    /MICR
    /MicrosoftSansSerif
    /MingLiU
    /Minion-BoldCondensed
    /Minion-BoldCondensedItalic
    /Minion-Condensed
    /Minion-CondensedItalic
    /Minion-Ornaments
    /MinionPro-Bold
    /MinionPro-BoldIt
    /MinionPro-It
    /MinionPro-Regular
    /MinionPro-Semibold
    /MinionPro-SemiboldIt
    /Miriam
    /MiriamFixed
    /MiriamTransparent
    /Mistral
    /Modern-Regular
    /MonotypeCorsiva
    /MonotypeSorts
    /MSAM10
    /MSAM5
    /MSAM6
    /MSAM7
    /MSAM8
    /MSAM9
    /MSBM10
    /MSBM5
    /MSBM6
    /MSBM7
    /MSBM8
    /MSBM9
    /MS-Gothic
    /MSHei
    /MSLineDrawPSMT
    /MS-Mincho
    /MSOutlook
    /MS-PGothic
    /MS-PMincho
    /MSReference1
    /MSReference2
    /MSReferenceSansSerif
    /MSReferenceSansSerif-Bold
    /MSReferenceSansSerif-BoldItalic
    /MSReferenceSansSerif-Italic
    /MSReferenceSerif
    /MSReferenceSerif-Bold
    /MSReferenceSerif-BoldItalic
    /MSReferenceSerif-Italic
    /MSReferenceSpecialty
    /MSSong
    /MS-UIGothic
    /MT-Extra
    /MT-Symbol
    /MT-Symbol-Italic
    /MVBoli
    /Myriad-Bold
    /Myriad-BoldItalic
    /Myriad-Italic
    /MyriadPro-Black
    /MyriadPro-BlackIt
    /MyriadPro-Bold
    /MyriadPro-BoldIt
    /MyriadPro-It
    /MyriadPro-Light
    /MyriadPro-LightIt
    /MyriadPro-Regular
    /MyriadPro-Semibold
    /MyriadPro-SemiboldIt
    /Myriad-Roman
    /Narkisim
    /NewCenturySchlbk-Bold
    /NewCenturySchlbk-BoldItalic
    /NewCenturySchlbk-Italic
    /NewCenturySchlbk-Roman
    /NewMilleniumSchlbk-BoldItalicSH
    /NewsGothic
    /NewsGothic-Bold
    /NewsGothicBT-Bold
    /NewsGothicBT-BoldItalic
    /NewsGothicBT-Italic
    /NewsGothicBT-Roman
    /NewsGothic-Condensed
    /NewsGothic-Italic
    /NewsGothicMT
    /NewsGothicMT-Bold
    /NewsGothicMT-Italic
    /NiagaraEngraved-Reg
    /NiagaraSolid-Reg
    /NimbusMonL-Bold
    /NimbusMonL-BoldObli
    /NimbusMonL-Regu
    /NimbusMonL-ReguObli
    /NimbusRomDGR-Bold
    /NimbusRomDGR-BoldItal
    /NimbusRomDGR-Regu
    /NimbusRomDGR-ReguItal
    /NimbusRomNo9L-Medi
    /NimbusRomNo9L-MediItal
    /NimbusRomNo9L-Regu
    /NimbusRomNo9L-ReguItal
    /NimbusSanL-Bold
    /NimbusSanL-BoldCond
    /NimbusSanL-BoldCondItal
    /NimbusSanL-BoldItal
    /NimbusSanL-Regu
    /NimbusSanL-ReguCond
    /NimbusSanL-ReguCondItal
    /NimbusSanL-ReguItal
    /Nimrod
    /Nimrod-Bold
    /Nimrod-BoldItalic
    /Nimrod-Italic
    /NSimSun
    /Nueva-BoldExtended
    /Nueva-BoldExtendedItalic
    /Nueva-Italic
    /Nueva-Roman
    /NuptialScript
    /OCRA
    /OCRA-Alternate
    /OCRAExtended
    /OCRB
    /OCRB-Alternate
    /OfficinaSans-Bold
    /OfficinaSans-BoldItalic
    /OfficinaSans-Book
    /OfficinaSans-BookItalic
    /OfficinaSerif-Bold
    /OfficinaSerif-BoldItalic
    /OfficinaSerif-Book
    /OfficinaSerif-BookItalic
    /OldEnglishTextMT
    /Onyx
    /OnyxBT-Regular
    /OzHandicraftBT-Roman
    /PalaceScriptMT
    /Palatino-Bold
    /Palatino-BoldItalic
    /Palatino-Italic
    /PalatinoLinotype-Bold
    /PalatinoLinotype-BoldItalic
    /PalatinoLinotype-Italic
    /PalatinoLinotype-Roman
    /Palatino-Roman
    /PapyrusPlain
    /Papyrus-Regular
    /Parchment-Regular
    /Parisian
    /ParkAvenue
    /Penumbra-SemiboldFlare
    /Penumbra-SemiboldSans
    /Penumbra-SemiboldSerif
    /PepitaMT
    /Perpetua
    /Perpetua-Bold
    /Perpetua-BoldItalic
    /Perpetua-Italic
    /PerpetuaTitlingMT-Bold
    /PerpetuaTitlingMT-Light
    /PhotinaCasualBlack
    /Playbill
    /PMingLiU
    /Poetica-SuppOrnaments
    /PoorRichard-Regular
    /PopplLaudatio-Italic
    /PopplLaudatio-Medium
    /PopplLaudatio-MediumItalic
    /PopplLaudatio-Regular
    /PrestigeElite
    /Pristina-Regular
    /PTBarnumBT-Regular
    /Raavi
    /RageItalic
    /Ravie
    /RefSpecialty
    /Ribbon131BT-Bold
    /Rockwell
    /Rockwell-Bold
    /Rockwell-BoldItalic
    /Rockwell-Condensed
    /Rockwell-CondensedBold
    /Rockwell-ExtraBold
    /Rockwell-Italic
    /Rockwell-Light
    /Rockwell-LightItalic
    /Rod
    /RodTransparent
    /RunicMT-Condensed
    /Sanvito-Light
    /Sanvito-Roman
    /ScriptC
    /ScriptMTBold
    /SegoeUI
    /SegoeUI-Bold
    /SegoeUI-BoldItalic
    /SegoeUI-Italic
    /Serpentine-BoldOblique
    /ShelleyVolanteBT-Regular
    /ShowcardGothic-Reg
    /Shruti
    /SimHei
    /SimSun
    /SimSun-PUA
    /SnapITC-Regular
    /StandardSymL
    /Stencil
    /StoneSans
    /StoneSans-Bold
    /StoneSans-BoldItalic
    /StoneSans-Italic
    /StoneSans-Semibold
    /StoneSans-SemiboldItalic
    /Stop
    /Swiss721BT-BlackExtended
    /Sylfaen
    /Symbol
    /SymbolMT
    /Tahoma
    /Tahoma-Bold
    /Tci1
    /Tci1Bold
    /Tci1BoldItalic
    /Tci1Italic
    /Tci2
    /Tci2Bold
    /Tci2BoldItalic
    /Tci2Italic
    /Tci3
    /Tci3Bold
    /Tci3BoldItalic
    /Tci3Italic
    /Tci4
    /Tci4Bold
    /Tci4BoldItalic
    /Tci4Italic
    /TechnicalItalic
    /TechnicalPlain
    /Tekton
    /Tekton-Bold
    /TektonMM
    /Tempo-HeavyCondensed
    /Tempo-HeavyCondensedItalic
    /TempusSansITC
    /Times-Bold
    /Times-BoldItalic
    /Times-BoldItalicOsF
    /Times-BoldSC
    /Times-ExtraBold
    /Times-Italic
    /Times-ItalicOsF
    /TimesNewRomanMT-ExtraBold
    /TimesNewRomanPS-BoldItalicMT
    /TimesNewRomanPS-BoldMT
    /TimesNewRomanPS-ItalicMT
    /TimesNewRomanPSMT
    /Times-Roman
    /Times-RomanSC
    /Trajan-Bold
    /Trebuchet-BoldItalic
    /TrebuchetMS
    /TrebuchetMS-Bold
    /TrebuchetMS-Italic
    /Tunga-Regular
    /TwCenMT-Bold
    /TwCenMT-BoldItalic
    /TwCenMT-Condensed
    /TwCenMT-CondensedBold
    /TwCenMT-CondensedExtraBold
    /TwCenMT-CondensedMedium
    /TwCenMT-Italic
    /TwCenMT-Regular
    /Univers-Bold
    /Univers-BoldItalic
    /UniversCondensed-Bold
    /UniversCondensed-BoldItalic
    /UniversCondensed-Medium
    /UniversCondensed-MediumItalic
    /Univers-Medium
    /Univers-MediumItalic
    /URWBookmanL-DemiBold
    /URWBookmanL-DemiBoldItal
    /URWBookmanL-Ligh
    /URWBookmanL-LighItal
    /URWChanceryL-MediItal
    /URWGothicL-Book
    /URWGothicL-BookObli
    /URWGothicL-Demi
    /URWGothicL-DemiObli
    /URWPalladioL-Bold
    /URWPalladioL-BoldItal
    /URWPalladioL-Ital
    /URWPalladioL-Roma
    /USPSBarCode
    /VAGRounded-Black
    /VAGRounded-Bold
    /VAGRounded-Light
    /VAGRounded-Thin
    /Verdana
    /Verdana-Bold
    /Verdana-BoldItalic
    /Verdana-Italic
    /VerdanaRef
    /VinerHandITC
    /Viva-BoldExtraExtended
    /Vivaldii
    /Viva-LightCondensed
    /Viva-Regular
    /VladimirScript
    /Vrinda
    /Webdings
    /Westminster
    /Willow
    /Wingdings2
    /Wingdings3
    /Wingdings-Regular
    /WNCYB10
    /WNCYI10
    /WNCYR10
    /WNCYSC10
    /WNCYSS10
    /WoodtypeOrnaments-One
    /WoodtypeOrnaments-Two
    /WP-ArabicScriptSihafa
    /WP-ArabicSihafa
    /WP-BoxDrawing
    /WP-CyrillicA
    /WP-CyrillicB
    /WP-GreekCentury
    /WP-GreekCourier
    /WP-GreekHelve
    /WP-HebrewDavid
    /WP-IconicSymbolsA
    /WP-IconicSymbolsB
    /WP-Japanese
    /WP-MathA
    /WP-MathB
    /WP-MathExtendedA
    /WP-MathExtendedB
    /WP-MultinationalAHelve
    /WP-MultinationalARoman
    /WP-MultinationalBCourier
    /WP-MultinationalBHelve
    /WP-MultinationalBRoman
    /WP-MultinationalCourier
    /WP-Phonetic
    /WPTypographicSymbols
    /XYATIP10
    /XYBSQL10
    /XYBTIP10
    /XYCIRC10
    /XYCMAT10
    /XYCMBT10
    /XYDASH10
    /XYEUAT10
    /XYEUBT10
    /ZapfChancery-MediumItalic
    /ZapfDingbats
    /ZapfHumanist601BT-Bold
    /ZapfHumanist601BT-BoldItalic
    /ZapfHumanist601BT-Demi
    /ZapfHumanist601BT-DemiItalic
    /ZapfHumanist601BT-Italic
    /ZapfHumanist601BT-Roman
    /ZWAdobeF
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages true
  /ColorImageMinResolution 200
  /ColorImageMinResolutionPolicy /OK
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 300
  /ColorImageDepth -1
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 2.00333
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages true
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /ColorImageDict <<
    /QFactor 1.30
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 10
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 10
  >>
  /AntiAliasGrayImages false
  /CropGrayImages true
  /GrayImageMinResolution 200
  /GrayImageMinResolutionPolicy /OK
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 300
  /GrayImageDepth -1
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 2.00333
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages true
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /GrayImageDict <<
    /QFactor 1.30
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 10
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 10
  >>
  /AntiAliasMonoImages false
  /CropMonoImages true
  /MonoImageMinResolution 400
  /MonoImageMinResolutionPolicy /OK
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 600
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.00167
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile (None)
  /PDFXOutputConditionIdentifier ()
  /PDFXOutputCondition ()
  /PDFXRegistryName ()
  /PDFXTrapped /False

  /CreateJDFFile false
  /Description <<

    /BGR <>
    /CHS <FEFF4f7f75288fd94e9b8bbe5b9a521b5efa7684002000410064006f006200650020005000440046002065876863900275284e8e5c4f5e55663e793a3001901a8fc775355b5090ae4ef653d190014ee553ca901a8fc756e072797f5153d15e03300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c676562535f00521b5efa768400200050004400460020658768633002>
    /CHT <FEFF4f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef69069752865bc87a25e55986f793a3001901a904e96fb5b5090f54ef650b390014ee553ca57287db2969b7db28def4e0a767c5e03300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>
    /CZE <>
    /DAN <>
    /DEU <>
    /ESP <>
    /ETI <>
    /FRA <>
    /GRE <>

    /HRV <>
    /HUN <>
    /ITA <>
    /JPN <>
    /KOR <FEFFc7740020c124c815c7440020c0acc6a9d558c5ec0020d654ba740020d45cc2dc002c0020c804c7900020ba54c77c002c0020c778d130b137c5d00020ac00c7a50020c801d569d55c002000410064006f0062006500200050004400460020bb38c11cb97c0020c791c131d569b2c8b2e4002e0020c774b807ac8c0020c791c131b41c00200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000410064006f00620065002000520065006100640065007200200035002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>
    /LTH <>
    /LVI <>
    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken die zijn geoptimaliseerd voor weergave op een beeldscherm, e-mail en internet. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 5.0 en hoger.)
    /NOR <>
    /POL <>
    /PTB <>
    /RUM <>
    /RUS <>
    /SKY <>
    /SLV <>
    /SUO <>
    /SVE <>
    /TUR <>
    /UKR <>
    /ENU (Use these settings to create Adobe PDF documents best suited for on-screen display, e-mail, and the Internet.  Created PDF documents can be opened with Acrobat and Adobe Reader 5.0 and later.)
  >>
  /Namespace [
    (Adobe)
    (Common)
    (1.0)
  ]
  /OtherNamespaces [
    <<
      /AsReaderSpreads false
      /CropImagesToFrames true
      /ErrorControl /WarnAndContinue
      /FlattenerIgnoreSpreadOverrides false
      /IncludeGuidesGrids false
      /IncludeNonPrinting false
      /IncludeSlug false
      /Namespace [
        (Adobe)
        (InDesign)
        (4.0)
      ]
      /OmitPlacedBitmaps false
      /OmitPlacedEPS false
      /OmitPlacedPDF false
      /SimulateOverprint /Legacy
    >>
    <<
      /AddBleedMarks false
      /AddColorBars false
      /AddCropMarks false
      /AddPageInfo false
      /AddRegMarks false
      /ConvertColors /ConvertToRGB
      /DestinationProfileName (sRGB IEC61966-2.1)
      /DestinationProfileSelector /UseName
      /Downsample16BitImages true
      /FlattenerPreset <<
        /PresetSelector /MediumResolution
      >>
      /FormElements false
      /GenerateStructure false
      /IncludeBookmarks false
      /IncludeHyperlinks false
      /IncludeInteractive false
      /IncludeLayers false
      /IncludeProfiles true
      /MultimediaHandling /UseObjectSettings
      /Namespace [
        (Adobe)
        (CreativeSuite)
        (2.0)
      ]
      /PDFXOutputIntentProfileSelector /NA
      /PreserveEditing false
      /UntaggedCMYKHandling /UseDocumentProfile
      /UntaggedRGBHandling /UseDocumentProfile
      /UseDocumentBleed false
    >>
  ]
>> setdistillerparams
<<
  /HWResolution [600 600]
  /PageSize [612.000 792.000]
>> setpagedevice


