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Abstract—We propose Cloud-based machine learning tools for
enhanced Big Data applications, where the main idea is that of
predicting the “next” workload occurring against the target Cloud
infrastructure via an innovative ensemble-based approach that
combine the effectiveness of different well-known classifiers in
order to enhance the whole accuracy of the final classification,
which is very relevant at now in the specific context of Big Data.
So-called workload categorization problem plays a critical role
towards improving the efficiency and the reliability of Cloud-
based big data applications. Implementation-wise, our method
proposes deploying Cloud entities that participate to the dis-
tributed classification approach on top of virtual machines, which
represent classical “commodity” settings for Cloud-based big data
applications. Preliminary experimental assessment and analysis
clearly confirm the benefits deriving from our classification
framework.

I. INTRODUCTION

In this paper, we propose Cloud-based machine learning
tools for enhanced big data applications (e.g., [29], [6],
[17]), where the main idea is that of predicting the “next”
workload occurring against the target Cloud infrastructure via
an innovative ensemble-based (e.g., [35]) approach combining
the effectiveness of different well-known classifiers in order
to enhance the whole accuracy of the final classification,
which is very relevant at now in the specific context of Big
Data (e.g., [16]). So-called workload categorization problem
plays a critical role towards improving the efficiency and the
reliability of Cloud-based big data applications (e.g., [47],
[48]). Implementation-wise, our method proposes deploying
Cloud entities that participate to the distributed classification
approach on top of virtual machines (e.g., [23]), which repre-
sent classical “commodity” settings for Cloud-based big data
applications.

Virtualization technology has become fundamental in mod-
ern computing environments such as cloud computing [8], [11],
[18], [7] and sever farms [41], [19]. By running multiple virtual
machines on the same hardware, virtualization allows us to
achieve a high utilization of the available hardware resources.
Moreover, virtualization brings advantages in security, relia-
bility, scalability and resource management (e.g., [9], [42],
[10]). Resource management in the virtualized context can
be performed by classifying the workload of the virtualized
application (e.g., [50]). As a consequence, workload charac-
terization and prediction has been widely studied during past
research efforts (e.g., [12], [4]). More recently, some work has
been done towards the workload characterization in data center
environments [21]. On the other hand, workload modeling and

prediction in virtualization environments has been addressed in
[20], [22], [3], while wirtualized workload balancing has been
addressed in [24], [46].

From the methodological point of view, workload classifi-
cation, a critical task that integrates the previously-mentioned
ones, is performed by collecting suitable metrics during the
execution of reference applications, and running a pattern
classifier on the collected data, which allows us to discriminate
among the different classes. At a base level, the workload can
be classified as CPU intensive or I/O intensive. In [27], Hu
et al. perform asymmetric virtual machine scheduling based
on this base classification level. At a finer level, the workload
can be classified as CPU intensive, memory intensive, disk
read/write intensive and network in/out intensive. Zhao et
al. [50] describe a workload classification model based on
such a finer classification level. In [49], Zhang et al. address
the problem of automatically selecting the metrics which
provide the best accuracy in the classification task. Also, it has
been studied that workloads can be classified by considering
memory references as signals, which can be analyzed via using
spectral parameters (e.g., [39], [31]). Results on instrumented
machines and in simulation shows that Hidden Markov Model
(HMM) classifiers [5] can be used to model memory references
created and managed by processes under execution.

In our proposed research, the classification phase is as
follows. First, in a virtualized environment we run some
programs we take as reference (in this work, we make use
of the well-known SPEC CINT2006 benchmarks [40]) and,
then, from their execution, we extract some features using the
APIs of the Virtual Machine Monitor. With these so-collected
features, we train a model of the workload of each benchmark
program according to various and well-understood machine
learning algorithms. Unknown programs are executed in the
same environment, and their features are fed to models of
the reference workloads, in order to find the belief that the
unknown workload could be associated to each model. Finally,
beliefs obtained by means of different classification algorithms
are fused using the Dempster-Shafer rule of evidence combi-
nation [36] in order to derive a higher quality classifier.

In particular, we discriminate among application work-
loads. In fact, we run the SPEC2006 benchmarks under a
virtualized operating system and we collect some features
through the Virtual Machine Monitor. Using machine learning
algorithms we develop a model for each workload. Unknown
workloads are then classified among the different models. The
classification among application workload running in virtual-
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ization gives interesting potential applications. For example, if
the benchmarks are chosen appropriately, it may be determined
what are the main characteristics of processes running in the
virtual machine. Another possibility might be to know what
are the processes that a given customer typically execute. Other
possible applications are in the area of malware detection [26].
In this respect, running processes can be monitored to see if
their workload is the same or it changes during time. Prelimi-
nary experimental assessment and analysis clearly confirm the
benefits deriving from our classification framework.

II. OPERATIONAL PRINCIPLES

The training and testing phases of the classification algo-
rithm are described in Figure 1. The idea behind training is to
use the different execution sequences, produced by a program
when fed by different inputs, to train the workload model of
that program. On the other hand, when an unknown execution
sequence is given to a workload model, the probability that
the workload of the unknown sequence is similar to that of
the model is produced.

Fig. 1. Training and Testing of Workload Models

We perform workload classification with four classifiers,
namely Neural Networks (e.g., [34]), Hidden Markov Models,
k-Nearest Neighbors [2] and ARMA [28].

We performed two classification experiments: first we
tested the workload models with the same six benchmarks
used to derive the models. However, the input data is different
from that used in training, and therefore the processes are
always different. Secondly, the other six benchmarks are used
for evaluating the similarity with the workload models.

Different classifiers and features can be considered in a
data fusion framework to improve classification accuracy, as
reported in Figure 2.

Fig. 2. Data Fusion of Two Classifiers

As it will be shown at the end of the paper, these higher
quality classifiers can be use to find the category of an
unknown workload.

III. SPEC 2006 BENCHMARKS

CINT2006 [40] is SPEC’s CPU-intensive benchmark suite,
stressing a system’s processor, memory subsystem and com-
piler. SPEC designed CPU2006 to provide a comparative mea-
sure of compute-intensive performance. All the benchmarks
are provided as source code. The twelve programs included in
the benchmark suite, can be grouped in the following classes,
according to their functionality: compiler class, game class,
compression class, scientific computing class, optimization
class.

In this work, we derived workload models from six bench-
marks, namely 401.bzip2, 403.gcc, 458.sjeng, 471.omnetpp,
400.perlbench and 462.libquantum. In the first experiment,
we tested the derived models with the same six benchmarks.
It is important to note that the input data is different from
that used in training, and therefore the execution sequences
are always different. In the second experiment, the other six
benchmarks are used for evaluating the similarity with the
workload models.

It is worth observing that the used benchmarks represent
only a fraction of what applications look like, because I/O and
memory activity is missing. Thus, the reported results have
to be considered as preliminary from a general point of view,
being valid only whithin computer intensive workloads.

It is important to describe how the input data to the
benchmarks are organized in order to make the reported
results repeatable. SPEC gives six different inputs for
bzip, nine for gcc and three for perlbench. The sjeng
benchmark has only one input; two other inputs for sjeng
have been obtained from the first chess positions of chess.html
downloaded from WWW.DOWNSCRIPTS.COM/CHESS-
DATABASE ASP.NET-SCRIPT.HTML. Similarly, omnetpp
has only one input furnished by SPEC; other inputs have
been obtained from the first example networks reported in
HTTP://INET.OMNETPP.ORG/DOC/INET/NEDDOC/INDEX.HTML.
Finally, libquantum was given the following two additional
couples of numbers: (159, 15) and (1413, 17).

In this way, all the benchmarks have at least three inputs
which are used for training. Additional input for test has been
obtained in similar way.

IV. VIRTUAL MACHINE SETTING

The virtualization infrastructure used in this work is pro-
vided by VirtualBox [43]. VirtualBox is an open-source multi-
platform virtualization program that provides a rich set of
APIs that allow to collect different metrics of the virtualized
programs. The complete set of the available APIs is described
in [44]. The SDK, which is provided with Virtual Box, allows
third parties to develop applications interacting with Virtual
Box. Virtual Box is designed in levels. At the bottom we find
the VMM (hypervisor). It is the heart of the virtualization
engine, monitoring the performance of virtual machines and
provides the security and the absence of conflicts between
virtual machines and the host. Above the hypervisor there
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are modules that provide additional functionality, for example,
the RDP server (Remote Desktop Protocol). The API level is
implemented above these functional blocks.

VirtualBox comes with a web service that, once running,
acts as HTTP server, accepts SOAP connections [38] and
processes them. The interface is described in a Web Services
Description Language (WSDL) file [45]. In this way it is
possible to write client programs in any programming language
that has provided the tools to process WSDL files, such as Java,
C++, NET PHP, Python, Perl. In addition to Java and Python,
the SDK contains libraries ready for use. Internally, the API
is implemented using Component Object Model (COM) as a
reference model. In Windows, it is natural to use Microsoft
COM. In other hosts, where COM is not present, XPCOM
which is a free implementation of COM, can be used.

Despite the numerous advantages of Web service API, we
used the COM method because it allows a lower overhead
and thus a higher data rate. We conducted a data exchange
experiment and it turns out that the web service is able, on
average, to collect data every 5.96 ms while using COM data
can be collected every 0.49 ms. Other interesting features
concern the collection of statistical data about the resources
usage. The API provides functions for:

• specifying which are the groups of indicators we are
interested to (CPU, RAM, Network, Disk);

• setting the measuring range (minimum interval of 1
s);

• setting the frame size for statistics (min, max, aver-
age);

• making queries on the usage of a single resource.

V. METRICS

As regards metrics, we developed the acquisition system
described in the block diagram reported in Figure 3. The
acquisition is driven by the host; all the commands and the
acquired data use the COM interface. There is also a web
interface to the VirtualBox VMM but it is much slower, as
specified above.

Fig. 3. Acquisition System

The measured quantities used for workload characterization
are of two types, namely memory references and resource
demand. Both quantities are gathered using the VirtualBox

VMM’s API classes. The memory references are the in-
struction addresses generated by the virtualized process. The
VMM’s IMachineDebugger API can collect the value of the
Program Counter related to instructions every 0.5 ms. In
Figure 4 we report, as an example, a chunk of memory
references collected during the virtualized execution of one
SPEC benchmark (gobmk).

Fig. 4. Memory References Generated by the gobmk Benchmark

In Figure 5, we report a chunk of memory reference for
another SPEC benchmark (perlbench).

Fig. 5. Memory References Generated by the perlbench Benchmark

The data is collected in a <time stamp><address> format.
Using the IPerformanceCollector API we collect resource
demand feature generated by the virtualized process. The
resource demand features we acquired are the following:

• the CPU used in user mode;

• the CPU used in system mode;

• memory fragmentation (free memory / total memory).

In Figure 6, we report, as an example, a portion of 400 s
of the CPU used when in user mode collected during the
execution of the virtualized process.

In Figure 7, we report, instead, the amount of free RAM
memory available during the execution of the virtualized
process.
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Fig. 6. User CPU Time Feature for Different Programs in Two Different
Executions

Fig. 7. Free RAM Feature for Different Programs in Two Different Executions

Each curve is related to the execution of a different process
in the virtual machine. Also resource demand feature data is
acquired in a time-stamp format.

VI. DATA ANALYSIS METHODOLOGY

It is well known that the initial instructions of a running
code is higly non-representative of the steady-state behaviour
of the program. In fact the first billions instructions do very lit-
tle except for file I/O and memory allocation as data structures
are set up and populated before getting to the real computation
to be performed by the program. In this work we do not use
techniques for discovering program phases such that described
in [37] to find the beginning of the steady-state phase of the
programs. Instead, we simply blindly fast forward for 1 billion
instructions before starting data analysis.

We consider the memory references sequence as a one
dimensional signal and the resource demand sequence as a
multi-dimensional signal. Similarly to what happens in signal
processing, we use a parametric description of the sequences.
We remark that events in the process, such as for examples
loops or sequential program behaviors, produce important
events in the metrics sequences and then in the signal spectrum.
For instance, loops introduce peaks in the spectrum while
a sequential address sequence produces a DC spectral com-
ponent. Moreover, the sequences dynamically changes their

properties. For these reasons, we used a short time spectral
description of the memory references sequence. Thus, the
sequences are divided in overlapped analysis frames with a
given size, as reported in Figure 8. The frames are further
divided into blocks. Hence, for instance, a frame of memory
references is represented by a set of blocks. Also, the multi-
dimensional sequence of resource demand features are divided
in overlapped frames and blocks.

Fig. 8. Analysis Frames

The next step is to perform spectral analysis of the blocks.
Among the possible spectral related parameters, we chosen
the Discrete Cosine Transform (DCT) representation. DCT
is a well-known signal processing operation with important
properties [25]. For example, it is useful for reducing the signal
redundancy since it places as much energy as possible in as few
coefficients as possible (energy compaction). The first DCT
coefficients are given as input to the classification algorithm.
The effects of retaining the first DCT coefficients are shown in
Figure 9. A frame of 1024 memory references is plotted in this
Figure. On this frame we perform a DCT transform; the first
sixteen coefficient are used to obtain a 1024 coefficient vector
with zero-padding. By inverse transforming this sequence we
obtain the curve plotted in the same Figure 9. It is evident
that the effect of retaining the first coefficients is to smooth
the peaks of the original sequence while still representing the
overall sequence behavior, reflecting the signal redundancy
reduction property.

Fig. 9. Signal Reconstruction by Inverse Transforming the First DCT
Coefficients

Concerning the resource demand, since there are three
types of features in a frame, the DCT is applied separately
on each feature. In every case, we take a small number of
DCT coefficients per feature to represent the frame. In this
case, a frame is spectrally described by a three components
vector, each formed by DCT coefficient for a single feature.
Eventually, the mono or multi-dimension DCT representations
are vector quantized with a 128 entries codebook. The result
is that each block of the acquired sequences, both memory
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Frame size 48s

Overlap 50%

Number of DCT coeffs 16

Number of blocks per frame 40

Vector quantization 128 levels

TABLE I. FINAL PARAMETERS SETUP

references and resource demand, is described by an integer
number.

Starting from the initial analysis parameters we conducted
some experiments of Neural Network classification, using three
hidden layers and 50 neurons. The final optimal analysis
parameters are reported in Table 1.

A. Classification Algorithms

For the sake of completeness, in this Section we present a
brief description of the machine learning algorithms we used
as classifiers.

1) k-Nearest Neighbor Algorithm: The k-Nearest Neighbor
algorithm (k-NN) is a simple machine learning algorithm
that does not use any underlined model acquired during the
training phase, as other machine learning algorithms do. k-
NN instead is based on the principle that instances within a
dataset will generally exist in close proximity to other instances
that have similar properties. If the objects are tagged with a
classification label, objects are classified by a majority vote
of their neighbors and are assigned to the class most common
amongst its k-nearest neighbors. Our k-NN uses the Euclidean
distance to represent the closeness to the neighbors of an
unclassified object.

2) Neural Network Algorithm: We used a neural networks
with a Feed-forward topology with three hidden layers, where
the flow of information between the input and the output travels
one-way to the exit.

3) Hidden Markov Model Algorithm: In Hidden Markov
Models (HMMs), the output of each state corresponds to
an output probability distribution instead of a deterministic
event. That is, if the observations are sequences of discrete
symbols chosen from a finite alphabet, then for each state
there is a corresponding discrete probability distribution which
describes the stochastic process to be modeled. In HMMs, the
state sequence is hidden and can only be observed through
another set of observable stochastic processes. Thus, the state
sequence is recovered with a suitable algorithm, on the basis of
optimization criteria. It is important to note that the observation
probabilities can be discrete or continuous features vectors.

4) ARMA: Considering the memory reference sequence as
a time series of data Mt, the ARMA model is a tool for
understanding and, perhaps, predicting future values in this
series. The model consists of two parts, an autoregressive (AR)
part and a moving average (MA) part. Thus, the model is
referred to as the ARMA(p,q) model, where p is the order
of the autoregressive part and q is the order of the moving
average part:

Mt = c+ εt +

p∑

i=1

ϕiMt−i +

q∑

i=1

ψεt−i (1)

where ϕi and ψi are the parameters of the model, εt is
white noise, and c is a constant. Classification with ARMA
model is performed using the generalized linear model.

VII. THE DEMPSTER-SHAFER FUSION

The goal of the Dempster-Shafer theory of evidence [36],
is to combine different measures of evidence. At the base
of the theory is a finite set of possible hypotheses, say
θ = {θ1, . . . , θK}.

A. Basic Belief Assignment

The Basic Belief Assignment (BBA) can be viewed as
a generalization of a probability density function. More pre-
cisely, a basic belief assignment m is a function that assigns a
value in [0, 1] to every subset A of θ that satisfies the following
conditions:

∑

A⊆Θ

m(A) = 1, m() = 0

It is worth noting that m(A) is the belief that supports
the subset A of θ, not the elements of A. This reflects some
ignorance because this means that we can assign belief only
to subsets of θ, not to the individual hypothesis.

B. Combination of Evidence

Consider two Basic belief assignments m1(.) and m2(.).
Then m1(.) and m2(.) can be combined to obtain the belief
mass assigned to C ⊂ θ according to the following formula
[36]:

m(C) = m1

⊕
m2 =

∑
j,k,Aj∩Bk=Cm1(Aj)m2(Bk)

1−∑
j,k,Aj∩Bk=0m1(Aj)m2(Bk)

(2)

The denominator is a normalizing factor, which measures
how much m1(.) and m2(.) are conflicting.

C. BBA based on Single Class Classifiers

If we have K benchmarks we can use K classifiers,
each trained using the processes generated by each of the K
benchmarks. Each classifier is used as an Expert in DS fusion.
The goal of the classifiers is to infer from what benchmark an
unknown process come from.

The classifier Ci provides a probability pi as output, i =
1, . . . ,K, where pi is the probability that the process analysed
by the classifier has been generated by the ith benchmark.
The hypothesis set is given by Θ = {θ1, . . . , θK}, where θi
is the event that the process comes from the benchmark i,
i = 1, . . . ,K. Under this assumption, the expert i provides
the probability of the subset {θi}:

mi({θi}) = pi,

and, for all the other subset C of Θ,
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mi(C) = 1− pi
2K − 1

.

Under this BBA, the i-th classifier is trained using a set
of data produced by the benchmark i and a set of data not
produced by the benchmark i, and it provides as output a real
value pi in the range [0,1], that represents the probability that
the current input comes from the benchmark i.

VIII. PRELIMINARY EXPERIMENTAL ANALYSIS

As highlighted so far, using Dempster-Shafer data fusion,
we can build a high quality classifier using lower quality
classifiers. Now, we will show that these high quality classifiers
can be used to find the category of an unknown workload.
By testing an unknown execution sequence with the classifier
trained with a given workload W , we get an indication of how
much the unknown execution sequence can be assigned the
category of the workload W . In fact, if an execution sequence
with the workload W is tested with the high quality classifier
trained with a given workload W, the output will be close to
one. If an execution sequence with a workload similar to W is
tested with the same classifier, the output will be close to one
and so forth. This property can be used to assign a workload
category to an unknown execution sequence. In the experiment
described in this section we used this property to evaluate
distances among the benchmarks from the point of view of the
workload they represent. Figure 10 shows a graphical view of
the distances among workloads.

Fig. 10. 3D Visualization of Distances among Programs

This Figure shows that 429.mcf can be given the category
of 462.libquantum, that 456.hmmer can be given the cate-
gory of 458.sjeng and that the workload of 445.gobmk and
464.h264ref are very close.

IX. CONCLUDING REMARKS AND FUTURE WORK

In this paper we deal with the classification of application
workloads in a virtualized environment, as to improving the
efficency and the reliability of Cloud-based big data applica-
tions. We show that, using lower quality classifiers, we can

build a higher quality classifier using data fusion algorithms.
There may be several applications of this type of classification,
from the user profiling to the detection of malware. An obvious
extension of the work described in this paper is to use other
benchmarks in order to include other workload activities. Also,
we plan to further improve the characteristics of our framework
by integrating solutions for dealing with novel aspects of
massive big data set processing, on top of which workloads
may be still defined, such as data compression techniques
(e.g., [15]), fragmentation approaches (e.g., [13]), privacy-
preservation approaches (e.g., [14]) that, particularly, may be
extremely useful combined with malware detection issues.
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