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Compliance Calibration Spreadsheet Instrument
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9 Duta Access | .
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[ Lack of Stanaas Coue Canifeston Process | -

12
Radio Button value Assignments 1 2 3 4

' Radic button driven by Excel scripts
Risk vectors

Mcthodology. The Modified versus Classic Delphi Rescarch process is shown schematically at the top of the figure, and the Compliance Calibration
Spreadsheet Instrument is shown at the bottom of the figure.
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Hypervisor

Lack of virtual machine
isolation, cross-virtual
machine side channel
leakage, hypervisor escapes.

Multi-tenancy

Authentication & Authorization

Multiple software fayers and vendors
makes it challenging to authenticate and
authonze users across cloud layers.

Endpoints

The cloud 15 as secure as the weakest
endpoint, Smartphones with new
mm-wmm
ny vulnerabiities.

Massive amount of Data
Petabytes of data create many
and value concentration,

Human Factors

Insiders ! employees are the weakest ink
of IT security in clouds and traditional IT.

Automation

This = a strength and
weakness of a cloud.
Autom:

Standardization
Standardization minimizes IT
environment divan.i?. which
faciitates the spread of malware.

Authentication & Authorization

le software rs & vendors
m.m it manengil'y‘ 24
authenticate &
across cloud layers.

Hypervisor

Lack of virtual machine isolation.
cross virual machine side channel
leakage, hypervisor escapes.

Massive Amount of Data

Petabytes of data create many
dtellenges and value concentration.

Human Factors

e Shsakakt
mkmurm-ﬁymdommmwn

Endpoints

8 ?toud ss'hog‘wfeu weake«endpolnt
mart phones
am:ustmmemanymﬁun%t‘::(.f‘g

Multi-tenancy

Is possible o share IT resources nhuompe«um
Creates nd sometimes precludes
cyr'e’:( oomr.lexltya

v
Higher
Risk

Pyramid of cloud nisks comparison between experts and survey participates. Differences on the pyramids highlight several of the possible
misconceptions relating to cloud secunty nisks.
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« Flaxibla bilkng - pay for consumption
- Lower capital investment

- Lowear operation cost

~ Less IT skills required
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X .". A
L’gal m” ny // | « Aglity - flexible configuration/ast to market

- SLAs updates to spacify audit process ! v . - Scalabiity - elasticity

- Compensation & penalties for missing SLAs N
- Soversignty legal issues 1 W
« Trust batwean IT managars & cloud providars 1

BUSINESS

P
Availability Control

- Always available - Locked in risk/ack of interoparabiity access clouds
-DOS - Cloud provider comrols more [T

= Understanding of trade off between control & cost

« Lack of transparency on cloud cperations

| « Many cloud services
|- World wide access
l - Automation

- Disaster racovery
- Reputation

- More redgundancy
- Elasticity

4+ Highee risk in cloud compared to wadiicoal IT
No change n cloud risk compared 10 tracitiona! IT

‘ Lower risk in chowd compared 1o traditions! IT

Cloud Business Risks Framework.
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Figure 5

Traditional IT and cloud risks sets intersect, as shown on the top diagram. From the perspective of business risks, traditional IT has considerable more
risks than clouds. However. from the perspective of security and compliance, clouds have more risks than traditional IT.
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